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Abstract

This case study analyzes the effects of transforming a static HTML-based website
into a dynamic database-driven one. As part of the study, a small computer company’s
static website was redesigned, making it dynamic and database-driven. The theory of
Human-Centered Design is applied to a real-world situation and the nine human-centered

characteristics are analyzed as they relate to static and dynamic websites.
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ENTRY VIGNETTE

Joseph Paladino looks around his one-room shop, run out of his home, at the new
arrivals that occupy his space. One wall is lined with twenty slightly used monitors of
various sizes and manufacturers that were just received. He thinks to himself,

“Who am I going to sell all these monitors to? Somehow I am going to have to advertise
that I have several different refurbished monitors for sale. I will probably have to ask around and

try to sell them to my current customers.”

Aware that his company, Gigabyte Computers, has a website, he is hesitant to list
these items online because of the hassle it causes him. He does not know HTML, he is
afraid to go in and edit the web pages’ source code for fear of destroying something, and
he knows that each time an item is sold he will probably forget to go back and remove
that product’s listing from the website. Despite all these complications, Joseph decides to
be brave and attempt to list his 20 monitors online. In order to make even the tiniest
change to the website, it is necessary to first login to the host’s website. Even this task
poses a problem because Joseph can seldom remember his username and password since
he so rarely accesses his website’s development area.

“I think I have the username right. Now, what was the password?... Yes, it worked!! Well
I'm glad I logged in without needing to have my password e-mailed to me again. I’'m not even

sure which e-mail address I have this site registered under.”

Upon login, he is taken to a confusing screen full of advertisements and tries to
remember which link to click on in order to access his website’s HTML code. The links
all look alike but most of them are just there to get the user to purchase some kind of
special service.

“Ah, here it is... Site Manager. I always forget what it’s called. Now which files do I need

to update?”
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Figure 1 — The Former Website’s Maintenance System
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This HTML code is what is seen when Joseph logs in to edit the Products page of his website.

Looking at a long list of his website’s pages, Joseph tries to figure out which page
needs to be edited. After identifying and locating the appropriate web page to edit, he
opens the page’s source code. The page, shown in Figure 1, appears, waiting for Joseph
to make his changes and save the file.

“I hope I don’t ruin anything. Where is the section that lists my products? Okay, I think
I've found it. Now if I just delete this code and type in my new product specifications I should be

fine. Here goes nothing.”
Joseph proceeds to make his changes and types in the specifications of about half
of the monitors he has for sale.

“I've been doing a lot of typing. Maybe it’s time to save my work now before it gets lost. [

>

can continue working on this later.’
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He presses the ‘Save’ button but instead of seeing a pleasant message saying that
his information was saved, he sees a bold, red message notifying him that his session has
timed out and asking him to log in again.

“What!!! You mean to tell me that all the work I’ve just done is gone? Forget it. [’'m not

bothering with this website anymore.”

Meanwhile, 35 miles North in Boonville, New York, Eileen Sanchez surfs to the
“Products” page of the Gigabyte Computers website in search of a used laptop at a
reasonable price. The woman is aging and has a difficult time reading the smaller text on
the page. Squinting, she finds her Internet browser’s ‘Text Size’ feature and clicks on
‘Largest.” Unfortunately, the text on the web page stays the same size and the woman
continues to strain her eyes trying to read the words on the page in hopes of finding a
laptop.

“Don’t they have a search form where I can enter key terms for the item I’'m looking for?
I've looked all over and can’t find one anywhere.”

She concludes that the website does not feature a search function and resorts to
looking through the unsorted list of items. While mentally filtering out the items that do
not meet her specific needs, she spots an ad for a refurbished IBM ThinkPad 600E laptop
and is very interested in buying it. She analyzes the product details.

“Pentium Il Processor with MMX technology, 128 MB of RAM, 6.04 GB hard drive, 24x
CD-ROM drive, ThinkPad 56k modem, Neomagic Magicmedia 256 AV graphic card, Crystal
Soundfusion PCI sound card, USB port, joystick port, printer port, monitor plug in port, PS/2
port, and external 3 1/2inch floppy drive. This laptop would do the job for me!”

The would-be buyer decides that this is the item for her and tries to figure out how

to place an order online.
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“Where is the ‘Add to Shopping Cart’ button? How can I purchase this item? I don’t

even see a link to an order form.”

Frustrated, she navigates to the Frequently Asked Questions page in search of an
answer to her question.

“Here it is. ‘Question: How can I order a service or product?’ ‘Answer: Go to the

Contact Us page and either e-mail, IM, or call us.’

I will call them,” she thinks, “because I need this laptop soon. I do not have time to wait

for an e-mail or instant message.”

Happy that she found an answer to her question, she clicks on the link provided,
which takes her to the company’s contact information. But after calling Gigabyte
Computers long distance to place an order, Joseph replies,

“Oh that laptop’s been sold for months now. I apologize; I’ll have to take the listing off

the website.”

Annoyed, the woman hangs up the phone and eventually buys a laptop elsewhere.
Joseph realizes that the outdated information on his website is a serious problem and
something should definitely be done about it. In fact, most of the products listed on the
website are no longer available and should be removed immediately. Unfortunately,
Joseph is a busy man, always backed up with numerous computers to repair, and having
no knowledge of HTML does not motivate him to edit the website. He contemplates,

“Maybe I should just remove the website’s Products page altogether and have people
call to find out if we have their desired item in stock. But the extra phone calls would take so

much time out of my already busy schedule.”

Suddenly, the phone rings. A customer needs technical support over the phone
regarding her Antivirus program. Joseph gets caught up this and other computer-related
support and repair work that must be done, ultimately forgetting to take any action to

remedy the outdated information on his website.
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On a separate occasion, Joseph performs repair work on a computer whose hard
drive needed to be replaced for a customer that had originally contacted him through his
website. When he rings up the bill, he charges the customer his standard rate of $35 per
hour. The customer immediately retorts,

“Wait a minute, you charged me $35 per hour. The website says that you only charge $25

per hour!”
Surprised and embarrassed, Joseph replies,

“Well that was my old rate, but since you read that price off the website I will have to

still charge you 325 an hour.”

Another inconvenience and loss of income was caused by outdated information
presented on Gigabyte Computers’ static website.

Joseph figures that there is no point in bothering to update the website because of
the fact that it rarely gets any hits. He no longer advertises the URL in order to avoid any
viewings of false information, and he has decided that it is necessary to settle with
carrying out all business inquiries and transactions over the phone or in person. He has
given up on using the Internet as an advertising and business method for his company,
Gigabyte Computers.

These issues are common problems when dealing with static, HTML-based
websites such as that of Gigabyte Computers. The website is difficult to maintain since
the code must be hand entered and edited each time a page’s content must change.
Because many companies feel it is a hassle to deal with performing these little, yet
complicated tasks, the changes are often never made and the websites end up containing

outdated information. The pages usually cannot be personalized and are unable to
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accommodate users with special needs, such as larger text. The websites also tend to lack

interactivity, without search capabilities and other human-centered features.
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INTRODUCTION

This case study involves analyzing the effects of transforming a static HTML
website into a dynamic, database-driven one. In order to study these effects firsthand, the
author redesigned the Gigabyte Computers website using a ColdFusion server with
Microsoft Access database support, making most of the website’s content database-
driven. This change allows information to be presented dynamically, making it easier and
less time consuming to keep the website up-to-date. In conjunction with the
implementation of the change, qualitative research and a holistic analysis were done,

relating theory to the issues at hand.

Literature Review
Several scholarly journal articles regarding dynamic web pages and other relevant
issues were reviewed. It is important first to understand the difference between a static

and dynamic website and this issue is explained here with the help of the literature.

Journal Article Summaries

‘Getting out of the HTML business: The database-driven Web site solution,*
written by Kristin Antelman, describes some of the issues involved with converting a
website from a static HTML format to a dynamic, database-driven format. The article
focuses on the implementation of this change to a library’s website but the content
explained could apply to that of any organization or business. The information presented
in the article relates perfectly to this topic of study, the effects of the change from a static
website to a dynamic one. Explained in the text are some different programming

language and software options, the difference between dynamic look and dynamic
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content of a website, and many advantages that result from redesigning a website to
deliver dynamic content. The author explains many issues that need to be taken into
consideration while planning a site-wide redesign, such as creating databases, integrating
existing databases with the website, and choosing a web programming language.

Bryan Davidson authored “Database driven, dynamic content delivery: providing
and managing access to online resources using Microsoft Access and Active Server
Pages.” This article focuses on the implementation of a dynamic web programming
language on a library’s website, but can apply to almost any web-based resource as well.
The author describes some benefits of using a dynamic, database-driven website opposed
to using static HTML. He explains in particular how Microsoft Access is an excellent
choice for a website with low to moderate traffic. The article provided much information
regarding selecting a database and it was decided to use Microsoft Access 2000 for the
redesigned Gigabyte Computers website. More about databases in general is discussed.

Another article that was reviewed is “Dynamic delivery of information via the
World Wide Web” by Justin R. Ervin. This article is a case study about converting a
static HTML resource into a dynamic one. The purposes of this case study and the study
presented in the article are very similar. One difference is that in the case presented in the
text, a Microsoft server is being used, while the Gigabyte Computers website is hosted on
a ColdFusion server. However, the programming languages and servers work in much of
the same way. The author explains what steps are necessary in order to convert a static
website to a dynamic one and what the advantages are of doing so.

Although the journal article “PHP: An open-source solution for Web

programming and dynamic content,” focuses on using the scripting language PHP to
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develop a dynamic website, the author, Kevin F. Cullen, writes of PHP in a general sense
and categorizes the language with other HTML embedded scripting languages, such as
ColdFusion. Cullen (118) writes that “it is difficult to discuss PHP outside the context of
other technologies that can be used for similar tasks.” Since I have chosen to use
ColdFusion to redesign the Gigabyte Computers website, the article provides some
excellent information for this topic. Most of what is stated about PHP can also apply to
ColdFusion as well as other HTML preprocessors. The article also includes a section on
dynamic webpage content and the advantages of using these scripting languages opposed
to static HTML.

Authors Varsha Apte, Tony Hansen, and Paul Reeser wrote the article
“Performance comparison of dynamic web platforms.” This article explains how the
World Wide Web is transforming from a “static content-distribution medium” to an
“interactive, dynamic medium.” (Apte, Hansen, and Reeser 888-89) The authors stress
the importance of interactivity in websites and compare the performance of several
different dynamic web platforms. Their comparative research was not so important for
the purposes of this study as was their description of some dynamic web features and
how they relate to interactivity.

Also related to interactivity is the article “Beyond the interface: users’ perceptions
of interaction and audience on websites” by A. Light and I. Wakeman. The article
explains how users’ relationship with the World Wide Web is changing as a result of
interactive features that have been made possible with dynamic web programming
languages. The authors note that little has been written regarding the differences in

interactivity between the ‘point and click’ nature of the early Web and the more recent
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interactive features that dynamic web pages can provide. They conducted a study to
evaluate user interaction through a web page and found that users are aware of the
interactivity related to both a website’s interface and the processes that go on behind the
interface.

“Curb cuts for your website?,” written by Andy Zavoina, explains the importance
of making a website accessible to all users, including those with disabilities. Zavoina
states that only a few modifications to a site’s HTML code are required to make it
accessible to a much larger market. He provides some guidelines that should be followed
in order to ensure website accessibility. This issue will be discussed in further detail later
in the paper.

Security was not an issue when dealing with the static website but it is something
that must be considered when dealing with dynamic pages that process sensitive
information. Stuart King’s article, “Threats and Solutions to Web Services Security,” is
about the creation of a dynamic website. The article presents some key threats to the
security of a website and some actions that can be taken to prevent sensitive information
from being accessed by unauthorized parties. The author explains that web services are
inherently insecure but also assures us that there are many means in which applications

can be made secure.

Maintainability
According to Davidson (34), “As Web sites have continued to grow in response to
both user demands and the number of available online resources, the task of managing a

static HTML Web site has become increasingly difficult.” Antelman (176) describes
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HTML as a “primitive tool” and states that managing a web site is “no longer a one-
person job.” This is because the information presented on a static website must be hand-
entered into each page’s source code. As a result, hundreds, sometimes thousands of
separate HTML pages must be created and maintained in order to present different
information on each page. Even trivial changes in the page’s title or URL must be
reflected in the code to avoid inaccurate information and broken links. (Davidson 34) It
has commonly been the case that staff members create their own web pages in HTML
and send them to the ‘webmaster’ who, in turn, links the pages to the existing site.
Therefore, the webmaster must ensure stylistic conformity and the page’s creator must
keep the information on the web page current. Another difficulty is that staff members
often resist learning HTML or experience difficulties in understanding the syntax,
resulting in poor knowledge of the language. (Antelman 176-177)

An additional challenge to website maintainers is the demand for different types
of listings of the same information. For example, Davidson (35) describes a library
website that must provide users with “online lists of electronic resources organized by
subject or discipline, database type (e.g. general reference database, book catalog, current
awareness resource, etc.), as well as complete alphabetical lists of subscription
resources.” This results in the need to “maintain hundreds of pages of HTML containing
multiple occurrences of the same information, each of which needs to be checked and
updated.” (Davidson 34)

Antelman (177) states that in order to move forward, websites must be thought of
not as “collections of HTML pages” but as “dynamic resources for information and

services that patrons use in highly individualized ways.” She goes on to say that
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“achieving such a site is not possible with HTML alone; it requires use of tools that can
support dynamic content.” An alternative to maintaining static web pages is to make the
website dynamic and database-driven. The term ‘database-driven’ means that the website
pulls its contents out of a centralized data source based on certain criteria programmed in
the code and specified by user requests. A centralized data source is a data storage area
where information exists only once. Having centralized data is important because it
ensures that data must be updated in only one area and in turn all occurrences of this data
(wherever the information is pulled) will be up-to-date. (Davidson 34-36) This quality is
the core benefit of using a dynamic website.

It is important to understand that some web technologies that are considered
dynamic do not help to remedy the difficulties in maintaining website content. DHTML,
which stands for dynamic HTML, combines Javascript and CSS to change the look of a
website after it has been loaded in the browser, but are incapable of dynamically
generating content. Certain programs can ease the pain of maintaining a website by
automatically applying common templates to every page and checking for broken links,
but according to Antelman (177), these utilities “can stave off the chaos only so long.”
She claims that “true dynamic content is created only through serverside processing.”
(Antelman 177)

From the website administrator’s perspective, when using a static website, content
on every page must be hand-entered and upon each update the website maintainer must
access the source code to delete the old information and enter the new information. Since
this task proves to be a hassle, static websites are often outdated, poorly maintained, and

unappealing to users. This process is avoided when content is made dynamic and the
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website properly designed. With dynamic capabilities, online interfaces can be
developed, allowing anyone with the appropriate access rights to insert, update, or delete
information from a database that is stored on the website’s server. The website’s code
does not need to be accessed in order for the page’s content to be changed. Therefore, the
prerequisite of an administrator’s knowledge of the HTML language is eliminated.

(Davidson 35)

Interactivity

From the end-user’s perspective, a static website offers only the interactivity of
clicking on links to determine where the user will navigate. According to Cullen (2002),
“the term, dynamic content refers to taking information out of a database and inserting it
into a Web page. (As shown in Figure 2) Each time a given document is requested by a
Web browser, the Web server examines any variables contained in the request (such as an
ID number or keyword) and processes the request accordingly.” A dynamic website
allows information to be entered into a form on a dynamic website and that information is
then processed, fulfilling the user’s needs. It may also be the case that the user is able to
click on a link that sends parameters to a web page whose content is dynamically
generated based on the values of those parameters. When a request is made by the
Internet browser, the server retrieves the appropriate code and interprets it using the given
parameters, if any. The code may contain a query, which is a way of “telling the database
in a structured manner what information you want.” (Ervin 56) If so, the database is
queried and results of the query are returned. These results are integrated with the rest of
the page’s code, formatting the data into the programmer’s predefined display. Returned

to the client is dynamically-generated HTML code which can then be read by the user’s
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web browser (See Figure 2). Using this process, as long as the database remains up-to-

date, every page call will instantly return current information to the client.

Figure 2 — Database Query Flowchart

ONLINE DATABASE QUERY FLOWCHART
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When a request is sent from the Internet browser, the server retrieves the appropriate code and
queries the database. The server integrates the results of the query with the code and converts it
to HTML, which can be interpreted by the browser.

It has been stated that “the web is inherently interactive” because of its ‘point and
click’ nature. (Apte, Hansen, and Reeser 888) Users point to a link, whether it be text, a
picture, or an image map, click, and are taken to their destination. Dynamic websites
provide for interactivity beyond that of following links and roaming through the Internet
at the user’s own pace. Many functions offered on a dynamic website allow the user to

personalize the application. Users are able to specify their needs and the application is

Section 2: Introduction Page 14



able to process that information to perform the desired functions. Light and Wakeman
(325) note that these websites “require users to type in the details.” Information can be
entered through an input form which is then processed by the server. Light and Wakeman
also say that when users enter in their specifications, the relationship between the human
and the machine becomes more like a person-to-person relationship. This type of
interactivity would not be possible using a static HTML website. (Light and Wakeman

325-26)

Problem Questions
This study is aimed at answering a main research question while answers to the
four subquestions will help formulate a more thorough and specific response to the main

question.

Main Research Question
= What effects does the change from a static format to dynamic one have on a
website?
Issue Subquestions

= What actions must be taken to implement the change?

»  How does this change affect each human-centered design characteristic as it
relates to the website?

»  What improvements to maintainability will result?

= How will the change make the website more or less appealing to users?
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The Case Study

An instrumental case study was conducted with the purpose of identifying the
effects of a website’s change from a static format to a dynamic one. This qualitative study
was done because the issue at hand needed to be explored. Research examining the
change of a website’s format from static to dynamic was found to be quite sparse.
Redesigning a business’ static website to a dynamic format could have an enormous
impact on that company’s e-commerce and therefore, some in-depth exploration of the
topic needed to be done. Variables, themes, and theories needed to be discovered and
qualitative research lends itself well to that purpose. According to John Creswell (20),
qualitative research involves examining “the qualitative data working inductively from
particulars to more general perspectives.” Since this topic is specific and only a certain
aspect of websites is being analyzed, a broad perspective would not suffice.

A case study seemed to be the most appropriate tradition of qualitative research to
employ since the topic must be studied in great depth. To analyze specific details,
implementing the change and studying the effects intimately provided for an extremely
close epistemological relationship between the researcher and that being studied. The
case study is a bounded system, bounded by the concerns of a specific company,
Gigabyte Computers, that was studied and the time frame of five months, from January
2004 to May 2004, in which all aspects of the research took place. The study is also
bounded regarding the web programming languages used. The implications of using a
different language, such as an open-source one, may be very different than those resulting

from this study, where a proprietary language is being used. As an active learner in this
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case study, I researched the topic extensively and discovered four important themes

relating to the issue, which will be explained in extensive detail later.

Data Collection

Data in the forms of interviews, observations, documents, and websites were
collected from multiple sources of information. A data collection matrix illustrating these

types of information gathered and their sources is presented in Figure 3.

Figure 3 — Data Collection Matrix

Information/ Information Source | Interviews | Observations | Documents| Websites

Business Owner (Joseph Paladino) 2 3

Customers (Website Users) 10 10

Non-Customers (Unfamiliar with 2 2

Website)

“Designing Accessible Web Pages” X X X

(Presentation by Sharon Trerise)

Former Website (Web pages and X X X
source code)

Other Websites X X
Other Studies 1
Scholarly Journal Articles 7
Programming Language References 2 X

Data in the forms of interviews, observations, documents, and websites were collected from
multiple sources of information
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The author first met with the business owner, Joseph Paladino, and made some
observations of how his business operates, taking special note of how the website is
maintained. Next, a formal interview was set up with the owner and later five customers
and one non-customer were interviewed. The former website, including its source code,
were reviewed to get a better idea of how the static website worked. Data collection also
consisted of a literature review, including reviews of seven scholarly journal articles and
one similar case study. When the issue of accessibility came up, the author decided to
attend a presentation on how to design accessible web pages, given by Sharon Trerise. As

the website was created, two main reference books, ColdFusion MX Web Application

Construction Kit by Ben Forta and Javascript: The Definitive Guide by David Flanagan,

were used as reference. Several websites were reviewed throughout the study, allowing
the author to get some ideas of dynamic features that could be implemented in the new
website. The focus of this section will be on the interviews that were conducted and their
associated observations that were made.

In an effort to discover underlying themes that are associated with the topic of this
case study, several different types of people participated in the study. Five customers of
Gigabyte Computers, the company’s owner, and one non-customer were interviewed
twice. When selecting potential participants in the study, the person’s availability for both
an initial and follow-up interview was a significant deciding factor. It was also important
that each subject be a frequent user of the Internet. This familiarity with the World Wide
Web was appropriate for a few reasons:

= Participants would not be as prone to confusion while visiting web pages as

would a person who is using the Internet for the very first time.
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= Knowledge of the World Wide Web allows users to notice more, and detailed,
differences between websites.

= Experienced users will know what to expect when visiting a web page.

= Familiarity with the Internet implies participant ability to give better, more in-
depth evaluations of websites, which was asked of the participants and will be
discussed in greater detail. However, because this limitation is a threat to external
validity, follow-up studies may be needed to determine if these conclusions are

applicable to a wider audience.

The customers varied in age and some were business owners themselves, having
personal knowledge of advertisement and commercialism, while others took on solely a
consumer’s point of view. When analyzing the results of the interviews and observations,
these differences seemed to be negligible. Each participant was interviewed in a natural
setting- the location in which he or she typically uses the Internet, such as the home or
office.

Prior to each interview, subjects were asked to sign and date an ethics permission
form. (See Appendix D) The questions asked can be found on the interview form in
Appendix E. Each participant was interviewed twice: before the website redesign took
place and after the changes were made. Observations were also made throughout the
interviews to take note of body language and subconscious actions.

During the first interview, the goal was to gain insight on what it is that customers
want and expect in a business’ website. Questions were asked regarding the types of

features of a website that are important to the interviewee. Subjects were asked to name
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some websites that they frequently visit, describe how these sites suit their specific needs,
and evaluate them in terms of interactivity. Next, they were asked to visit Gigabyte
Computers’ former, static website and identify any problems they may have encountered.
Each participant was asked to give suggestions on the features or changes they would like
to see on the re-designed website. It was imperative that this question be asked as the new
website was in its early stages of development in order that these ideas might be
incorporated into the re-design.

The post interview involved participant evaluation of the redesigned, dynamic
website. Each subject was asked to describe the new site in terms of each of the nine
Human-Centered Design characteristics: coherence, inclusiveness, malleability,
engagement, ownership, responsiveness, purpose, panoramic, and transcendence. (This
theory and its relevancy to the case study are explained in Section 4: Description of the

Theory.)

Analysis of Data

Prior to the re-design of the website, data resulting from each of the initial
interviews was analyzed. Overall, participants seemed to agree with their answers to the
questions. Each question with a summary of the key responses given is listed and will be

discussed here.

1. What features of a website are most important to you?

All respondents mentioned that reliable, updated information is one of the most
important features of a website. They felt that no matter what other features were
available, if the web page’s content was not accurate, the site was useless to them. One

participant mentioned that he liked the dynamic nature of weather.com. The information
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the website provides is current up to the minute and he likes the fact that each time he

visits the site, it is different.

2. Are there any websites that you like in particular?

The participants I interviewed tended to mention websites in which computer
products could be purchased, such as Tiger Direct, Ewiz, Best Buy, Circuit City, and
eBay. This bias is likely due to the fact that most of the interviewees are customers of
Gigabyte Computers and constantly have the desire to upgrade and improve their
systems. The business owner also mentioned computer websites for obvious reasons. The
one non-customer mentioned financial websites such as his bank, where he can view his
account statements, and his telephone company, where he can pay his bill online. These

answers indicated an expertise in Web usage.

a. What do you like about these websites in terms of interactivity?

In terms of interactivity, participants like the ability to enter their specifications
into the web page and have the site react to their needs. This coincides with Light and
Wakeman’s (325) assertion that “users must be able to specify their needs; the site should
produce the desired response.” The respondents like being able to search the website
based on different criteria, performing advanced functions online such as ordering
products or transferring money, and choosing among several options. The business
owner, for example, stated that he prefers ordering products from a website where
different methods of shipping are available. His websites of choice feature the ability to

put rush delivery on an item, ship it 2-day express, or have it sent overnight.
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b. How do these sites suit your specific needs?

When answering this question, most participants referred to specific functions
they could perform online. Many stated that they order products or see if an item is
available in-store through the company’s website. The non-customer mentioned the

ability to pay bills online.

c. What other features do you like about these sites?

One common answer to this question that was not anticipated was that the
websites are secure. This brings about an interesting point because security usually does
not apply to static websites because information is not submitted to the server or stored in
a database of any kind. Another interesting response was the speed of the website. One
respondent mentioned that he liked websites with fast processing times. This is another
issue that is more problematic to dynamic websites than static ones. When dealing with
static sites, the server needs only to retrieve the requested page and return it to the
browser, and speed of this process depends on the amount of bandwidth available to the
user. As Apte, Hansen, and Reeser (888) state, when visiting a dynamic website, “users
must wait not only for the network delay but also for the server-side processing delay
associated with serving a request dynamically.”

The next two questions involved participants examining and evaluating the
Gigabyte Computers’ former website. A screenshot of the original homepage can be seen

in Figure 4.

3. Are there any problems with the current website? If so, what are they?

A few of the participants felt that the text was too small for them to read. As we

tried to make the text bigger through the browser’s text enlargement capability, we found
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that it did not make a difference. As it turns out, many browsers cannot change the size of
text that has been predetermined in a web page’s style sheet. A style sheet is a single page
of code that determines several attributes, such as size, font, and color, of identified
items. If an item, such as a block of text, is identified as being in a certain class, the item
will take on the style that has been defined in the style sheet. My observations of other
websites proved that this problem often occurs even on the most popular of websites.

The former website featured a discussion forum which was hosted on a free
server. One respondent stated that he liked the idea of a discussion forum but did not like
this one in particular because of advertisements that occupied the top and bottom of each

screen and an annoying pop-up ad that appeared upon each page load.

Figure 4 — The Former Website
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The former website was simple, containing static text and few images.
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Another problem that every participant mentioned was that there were not many
products listed on the site’s product page. Additionally, the products were significantly
out of date. An IBM Thinkpad 600E laptop computer was listed for $810.00 whereas it
would only be worth between $100 and $200 at the time of this writing. The product
listings also lack images, which participants felt was a problem.

The biggest and perhaps most important problem, according to Joseph, the
business owner, was that it is too difficult for him to edit and update the website. As
illustrated in the opening vignette, Joseph has an extremely difficult time updating his
site’s information and rarely even tries anymore. (Refer to Figure 1) As a result, much of

the website’s content is outdated.

4. What features or changes would you like the new website to have?

Joseph would like an easier way to maintain his website. Respondents want more
products with photos and would prefer the ability to order items online. One participant
stated that he would like “a search engine.... that works.” He complained that he gets
aggravated when he searches for something on a website and gets no results while he is
able to find that particular thing by navigating through the site in some other, usually
longer, way. Brian Nichols, who is not a regular user of the company’s website, wanted
to see more descriptions of the services that the company offers. Having him as a
participant proved to be beneficial since the current customers likely know what services
are offered and would not need to see descriptions of them. Finally, the respondents who

had trouble reading the small text would like a way to enlarge the font size on the screen.
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Outcomes/Development of Themes

As the data from the interviews and observations were analyzed, four main
themes repeatedly came up with regards to the differences between static and dynamic
websites. These four themes, maintainability, interactivity, accessibility, and security, are

described in this section.

Maintainability

Perhaps the most obvious concept that arose during the research was that of
maintainability. The first observation that was made, and is illustrated in the entry
vignette, was the difficulty in maintaining the website. In the case of Gigabyte
Computers, website maintenance involves adding, editing, and deleting content that will
appear on the web pages. The results of the interviews, particularly the interview with
business owner Joseph Paladino, also reflected some of the same issues. The business
owner encountered many difficulties when trying to update the website, including the
lack of knowledge of HTML. End users encountered inconveniences as the website
presented outdated information. All interview respondents felt that the most important
characteristic of a website is that it provides reliable and current information. This makes
maintainability a major issue that must be considered when designing, or redesigning, a

website.

Interactivity

Interactivity means allowing the user to make requests to the application, which
would, in turn, query a database and produce a response. In the context of web pages,
interactive devices “anticipate activity from both the user and the site.” (Light and
Wakeman 325) The concept of interactivity came up constantly during the interviews.
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When asked what website features they favored, participants tended to mention
interactive features. In general, they liked being able to perform specific functions online,
such as searching, ordering, and retrieving personalized information. When asked which
websites participants liked and visited often, no one mentioned static websites. Every site
listed was dynamic with interactive features that allowed users to take control and

perform their own actions.

Accessibility

Accessibility involves the ability to be of use to everyone. When designing an
accessible web page, every type of user must be considered. Special consideration must
be given to users who are blind or visually impaired, colorblind, deaf or hearing
impaired, have a motor disability or cognitive disorder. This issue arose during the
interviews when some of the participants had difficulty reading the text because it was
too small. People with low vision often encounter this type of situation and some use
screen magnification software to remedy the problem. Screen magnification software
enlarges everything on the screen but may also pose threats to the readability of a
website. Website designers often use images for their headings and navigation links, in
which text would be contained within a graphic rather than typed into the website’s
source code. As normal text is enlarged, it retains its clarity. However, as illustrated in
Figure 5, graphical text will become more and more pixilated as it is enlarged, making
the text less readable the larger it becomes. At her “Designing Accessible Web Pages”
presentation, Sharon Trerise advised web designers and developers to avoid using graphic

text.
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Figure 5 — Enlarged Text
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Normal text will retain its clarity when enlarged while graphical text becomes pixilated.

Another problem with graphical text is that screen readers cannot understand text
that is written in images. People who are blind use screen readers to understand a web
page. Screen readers read the text on a web page aloud and are used by about 400,000
blind people in the United States. (Zavoina 54) If an image is encountered, the screen
reader will read the text contained within the image’s “alt” attribute. For this reason,
website developers should always include meaningful text about the image in the alt
attribute of the image tag.

Furthermore, meaningful text should also be used for links to let the user know
exactly where the link will take them. Trerise says never to use “Click Here” as link text
because this may confuse a blind person using a screen reader. Zavoina (55) suggests
adding “title” attributes to link tags. This attribute causes a callout box to appear when
the user hovers over a link, explaining in more detail the link’s purpose on the website.

Some users, including those who are blind or have motor disabilities, are unable
to use a mouse. They are therefore forced to navigate through a web page using their
keyboard’s tab key. Web developers must make sure that their page’s tab order is
logically sequential, going through the page in an organized manner rather than

haphazardly jumping around to different areas of the page.
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A relatively common challenge is colorblindness. About 8 to 10% of males and
0.5% of females suffer from some form of colorblindness. (Trerise) The most common
case is the inability to distinguish between red and green, but other colors may also be
indistinguishable to certain individuals. Trerise and Zavoina (55) advise designers to
avoid color-coding information or to use addition cues, such as an asterisk, to convey
content.

Deaf or hearing impaired users will be unable to use audio content. Websites
should always provide transcripts or captions for any audio or video clips. Transcripts for
video clips will also benefit users who are blind or visually impaired.

Users with cognitive disorders may find complex web page layouts to be
confusing and animated images to be distracting. Trerise suggests conforming to a simple
and direct page layout that can be easily understood. She also suggests using icons to
enhance understanding of the page’s content. Following a few simple guidelines can help
ensure equality for users with disabilities while increasing market appeal. These issues

were taken into consideration when the Gigabyte Computers website was redesigned.

Security

Another issue that came up during the interviews when participants were asked to
discuss important website features was security. When dealing with sensitive
information, security is a major issue faced by web developers as well as server
maintainers. The developer must prevent unauthorized access to web pages and database
entries that contain sensitive information. The server maintainer should make sure that

hackers are unable to access a website’s source code or database files.
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Some of the major threats to the security of a web service according to King (8)
are unauthorized access, parameter manipulation, and network eavesdropping.
Unauthorized access involves the prohibited direct access to information or source code.
This is a major threat that can be avoided by password locking applications, directories,
and web pages. However, there are ways in which a hacker could still gain access to
protected information. In many cases, parameters are sent to web pages through the
page’s URL. Parameter manipulation involves changing the values of those parameters,
which could affect the content that is presented on the page, possibly permitting the
unintended access to information. Information can also be intercepted as it is being sent
between the client and the server. This is what King (8) refers to as network
eavesdropping. A listener could access sensitive information this way if the content is not
encrypted. Successful web page developers must take each threat into account and ensure

that the information stored on their servers is protected.
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DESCRIPTION OF THE CASE AND ITS CONTEXT

According to Antelman (179), “While parts of a site can be made dynamic within
an existing structure, the benefits will be far greater if the project can be integrated into a
site-wide redesign.” She also states that most websites go through a major redesign about
every two years. The Gigabyte Computers website had never been restructured and had
not been updated since December of 2002. Without much hesitation, the business owner
and I decided it was time for a redesign.

In order to redesign the website it was necessary to subscribe to a web server that
supports dynamic web programming languages. Since I am most familiar with using
ColdFusion, a proprietary web server program that utilizes its own markup language
known as CFML, it was decided to find a host with a ColdFusion server. Additionally,
according to Antelman (178), “the most popular application server in the ‘develop-and-
deploy’ category for small to medium-sized organizations is ColdFusion.”

The business owner and I decided on a very reasonably priced plan that would
cost $4.95 per month. The server supports ColdFusion with Microsoft Access 2000
database integration, which was convenient for me since I have Access on my local
machine. I was able to create databases on my computer and upload them directly to the
server. The server also supports CGI scripts and a web programming language called
ASP, which stands for Active Server Pages and could possibly be used sometime in the
future. Secure Socket Layer (SSL) is also available, which will be described when
security is discussed. The plan we subscribed to includes up to 150 e-mail accounts, 500

megabytes of storage space, and 10 gigabytes of monthly transfer. A larger website
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would likely need more storage space and a higher monthly transfer limit but since this
company is fairly small, this plan suited perfectly.

The process of redesigning the website was a repetitive, three-step procedure and
is illustrated in Figure 6. The first step in developing the new website was to create
database tables which would hold all content that would need to be dynamic. In order to
improve maintainability, it was necessary to create an administrative area where Joseph
could easily add, edit, and remove information from the databases through web form
interfaces. Finally, interfaces to present the information to end-users were created, while
taking interactivity and accessibility into consideration. As new sections needed to be

added, the process was repeated.

Figure 6 — Redesign Process Flowchart
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The first step in the redesign process was to create database tables that would hold dynamic
content. Then forms allowing administrators to add, edit, or delete information were made.
Finally, an interface to present the information to end-users was created. As new sections needed
to be added, the process was repeated.
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In order to address security and make information personalized, login
functionality needed to be implemented. This was done using ColdFusion sessions. A
session is a period of connection between the user and the web server in which
information specific to the user is temporarily available to the client. Session variables
allowed me to store information, such as the user’s first name, e-mail address, and items
in their shopping cart, to be available during the session. The session ends when the user
logs out or after 20 minutes of inactivity.

The end result was a beta test version of Gigabyte Computers’ new website,
shown in Figure 7. A website index showing how pages and files are organized within the

website is shown in Appendix C.

Figure 7 — The Redesigned Website
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The redesigned website is dynamic, using a ColdFusion server with Microsoft Access database
integration.
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As previously mentioned, the new website contains login functionality. Users may
register for an account online or administrators may create an account for them. Once
logged in, users are able to access information about their account with Gigabyte
Computers. They can register for an account, view their shopping cart, wishlist, and order
history, or place an order. Product information is pulled from the database and can be
searched by several different criteria. Customers can submit a request online to have a
computer custom built based on their specifications. Services that Gigabyte Computers
offers are also generated dynamically from the database and include descriptions and
prices. These change as inventory is updated. Other dynamic information that can be
maintained through the administrative system include links, credits to those who have
made a difference in the company, frequently asked questions, and news information.
Some content, such as company policies, computer information, and contact information,
would not change frequently and therefore remained static on the website.

The business owner and a few of the interview participants mentioned that they
wanted a chat forum on the new website. Due to time constraints, it was decided to use an
open-source package to implement this request. The term “open-source” means that the
software is freely distributed and the user may modify its source code so that it functions
in accordance with his or her own preferences. The chat forum was written in Perl and its
installation involved uploading scripts to the web server and editing a corresponding
HTML template. The implementation of the forum was relatively simple and the end

product fulfilled its purpose.
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Since the website is still in its beta testing phases, new additions, enhancements,
or discovered bugs and their fixes may arise. The website is on its way to becoming a

successful dynamic application.
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DESCRIPTION OF THE THEORY

Two main information design theories were carefully applied during the website
redesign. Each of the nine human-centered design characteristics and a grid system were

incorporated into the new website’s design.

Human-Centered Design

In Information Design, Mike Cooley (64) tells us that Human-Centered Systems
“reject the notion of ‘one best way’ and the ‘sameness’ of scientific ideas and suggest
instead forms of science and technology that would be culturally specific.” According to
Cooley, Human-Centered Systems display the following nine characteristics: coherence,
inclusiveness, malleability, engagement, ownership, responsiveness, purpose, panoramic,
and transcendence.

These characteristics are said to add interactivity to a system, thus making it more
appealing to users. When redesigning the Gigabyte Computers website, special thought
was put into incorporating these traits into the design in an effort to make the system

human-centered. Described here are some of the ways this was accomplished.

Coherence

Coherence refers to letting the user know what is going on and what is possible.
(Cooley 68) The newly designed website includes a left side navigation bar containing
links to all areas of the website. As a user hovers over a link, a description of that section
appears (as shown in Figure 12). Upon viewing any page on the website, the user can get

an idea of what is possible.
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Figure 8 — Example of Coherence
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As a user hovers over a link in the left navigation bar, a description of that section appears,
adding coherence to the website.

There are also instructions at the top of most pages and forms explaining what
type of information is given on the page or directing the user on how to complete the
form. Some input boxes or phrases have a question mark icon next to them letting the
user know that more information is available if needed. When the icon is clicked, a
definition or explanation of the form input or phrase appears. This feature gives users a

better understanding of what is going on.

Inclusiveness and Engagement

Inclusiveness and Engagement involve inviting the user to participate in the
system. Inclusiveness refers to making the user feel part of a community of activities and
engagement is geared toward creating a feeling of empathy. (Cooley 68) When users are
logged in, the website refers to them by their first name, which was stored in the database
when they signed up for an account with Gigabyte Computers. Users also have the option
of having the website remember their username for the next time they login. This

personalization is inviting to the user, making the individual feel a part of the website.
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The Chat Forum is an application that invites users to participate in online
discussions. This application adds inclusiveness by giving users the ability to join in the
conversation and become part of the community of activities. The website encourages
people to sign up for accounts with both the chat forum and the main website, inviting

user participation in the system.

Malleability and Ownership

Malleability refers to the ability to mold the system to suit the specific needs of
the individual and Ownership involves making users feel as if they own part of the
system. (Cooley 68) These two characteristics are related in that they involve allowing
the user to make personal decisions and customize the website. The website then
responds based on the user’s specifications.

In this regard, every page on the website features the ability to change the size of
the text between small, medium, and large. Thus, the site molds to the preferences of the
individual when he or she decides to change the text size. Using a “cookie,” which is a
small file that stores data on a user’s local hard drive, the website will remember each
individual’s preference on that computer and use the same text size each time the user
visits the website. This capability also creates a feeling of ownership over the website
since users are changing the appearance of the web pages.

Ownership is also fostered from the ability of users to have their own accounts
with Gigabyte Computers. Registered users “own” their personal account information,
wish list, and shopping cart, all of which they are free to edit at any time. Registered

users of the chat forum own their user profile and any posts that they have written.
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Many of the search result displays, such as results of a search for products, can be
re-ordered based on user choice. Products, for example, can be listed in alphabetical order
or by selling price, either ascending or descending. News stories can be listed by their
title, the date they were written, or the date they were listed on the site, either ascending
or descending. This feature helps give the user more control and ownership over what is
presented.

Improvements to the website’s malleability could include the ability to view the
web pages with a white background rather than a black one. This enhancement is likely to
be made in the next version. Nevertheless, the website’s ownership and malleability

create a more human-centered system than a static website.

Responsiveness and Purpose

Responsiveness and Purpose both deal with the ability of a system to respond to a
user’s individual requests. (Cooley 68-70) Areas of the website that were included in the
former website, such as contact information, business hours, and information about the
company, respond to the purpose a user may have had in mind when visiting the website.
The newly redesigned website responds to the users’ needs by allowing customers to
search for, find details about, and purchase products. As shown in the interview results
and entry vignette, the former website did not fulfill the purpose users had in mind
because products could not be searched for or ordered. Also, product listings did not
contain photos and services did not have descriptions, as they do now. These new
features help to respond to the purpose that users have in mind when visiting Gigabyte

Computers’ website.
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Panorama and Transcendence

While Purpose refers to the ability of a system to respond to the purpose the user
has in mind, it also involves encouraging the user to go beyond it. This characteristic
relates to Transcendence, which is the quality of provoking the user to go beyond the
immediate task. In order to do this, boundary knowledge must be self-evident. Panoramic
means that the system provides windows through which the user can take on a panoramic
view to acquire boundary knowledge. (Cooley 70) The new website contains a site index
which lists all sections of the website with their corresponding pages and gives a
description of what is possible in each section. The new system is panoramic since
boundary knowledge can be acquired using the site index. The left navigation bar, which
lists all the section in the website, also helps to give the users a wider view of the website.

Other panoramic features include a new section called “Computer Information,”
which gives visitors tips on how to take care of their computers. The Links section
encourages users to visit other websites that the company feels contain valuable
information. The News page gives visitors information about some of the latest
computer-related news stories. The Chat Forum gives visitors the ability to ask questions
or share knowledge about computer-related topics. All of these new features make the
website more human-centered by encouraging the user to go beyond their immediate

task.

The Grid System

In his Notes on Graphic Design and Visual Communication, Gregg Berryman (8)

states, “Gestalt data reveals that humans tend to prefer organized visual and verbal

information. Grid systems allow the designer to satisfy viewer groups with respect to
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equilibrium, similarity, and continuation.” I used a grid system when designing the new
website’s interface by setting consistent widths of tables, input boxes, and div blocks.
Figure 9 shows an example of how the grid system was applied to the user interface.

The overall page consists of a three column grid (outlined in Figure 9), with
navigational links in the left column, main page content in the middle, and personalized
information in the right column. Within the main page content, this page contains a form
in which users can enter personal information to register for an account with Gigabyte
Computers. Consistent widths for the input boxes provided a cleaner, more organized
look than if the widths were haphazardly chosen. This step adds coherence to the website

as it gives the user a better idea of where to look.

Figure 9 — Application of the Grid System
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The website applies a three-column grid system (outlined with the vertical lines) to add
organization and coherence to the user interface.
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DETAIL ABOUT SELECTED ISSUES

Maintainability

The newly created administrative area for the Gigabyte Computers website is
shown in Figure 10. Users who are logged in with administrative rights have access to
this area, while users without rights would be locked out. Administrators may also be
given access only to specific areas of the administrative system. For example, if the
company wanted someone to be able to manage only news stories, that individual could
be given access to just the news section in the administrative area. This method is much
more safe and secure than to the old way of editing information, where a user who was

logged in would have access to all of the website’s source code.

Figure 10 — Maintainability Example

Gigabyte Computers
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SERVICES AOs
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NEwWs

Customers
FAQS Administrators

CREDITS
LINKS
CUSTOMERS

ADMINISTRATORS

The new website features an administrative area where individuals with access rights are able to
add, edit, or delete information that is stored in the databases.
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Each section included in this area gives administrators the ability to add, edit, or
delete records in the corresponding database table via a web form interface. One of the
simplest examples is in the Links section, in which administrators can manage links to
important websites that Gigabyte Computers feels users should visit. Administrators with
rights to this section can add or delete a link or edit a link’s information such as the URL
if, for example, that website’s URL changed as is often the case in cyberspace.

Some of the administrative sections have more advanced features. The Products
section lists all products that are currently for sale or have been recently sold. When a
product is sold online, it is marked as sold and the record is still retained in the database
in order for the buyer to view the item’s details while their order is being processes and
shipped. Administrators have the option of marking items as sold manually in case a
product is sold in-store rather than online. By the click of one button, the administrator
can delete records of all products that have been sold over sixty days ago.

The News section of the administrative system allows the website maintainers to
add, edit, or delete stories that appear in the News section of the website. In order to
assure that outdated news stories do not appear on the website, each story must have a
start date and end date. When a new story is added, the administrator decides when the
story should start being shown on the website and when it should expire, or be taken
down. Expired stories will never be shown on the website and can be deleted with the
click of one button by an administrator. This method is much more effective than what
was previously done on the old website. Instead of manually deleting HTML source
code, the administrator no longer needs to worry about removing content at the

appropriate time nor does he or she need to deal with web programming language code.
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A special feature of this area is the WYSIWYG editor, (shown in Figure 11).
WYSIWYG stands for “what you see is what you get” and the editor allows the
administrator to type in text and change its font face, color, size, weight, and alignment.
The editor also allows the user to add tables, bulleted items, pictures, and website links.
When the form is submitted, everything that was entered into the WYSIWYG editor gets
converted to HTML code automatically, making it unnecessary for the administrator to
know HTML. The editor that was used is an open-source product written mainly in
Javascript. Unfortunately, this feature only works with Internet Explorer. A plain textbox
will appear in place of the editor on other browsers. The cross-browser compatibility
issue is a problem but the benefits to maintainability that the WYSIWYG editor brings
perhaps outweigh the limitations. There are similar products on the market that function
properly across a wider range of browsers. In the future, one of these editors may be

purchased to ensure cross-browser compatibility.

Figure 11 - WYSIWYG Editor

Source

URL http://

Summary v v B I UZEE=
CiEEE QTal—ee@OdOo | @G
This is the wmary of the News Story.

WYSIWYG stands for “what you see is what you get.” The WYSIWYG editor allows users to enter
information and change its format without any knowledge of HTML.
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Interactivity

The new dynamic website adds interactivity as it offers more capabilities than the
static one does. Users could read static text and follow through links on the former
website, giving them only the interactivity of choosing where they want to navigate.
Light and Wakeman (325), say that in order to be interactive, a website should take
specifications that the users make and produce the desired response. The new website
allows users to make more decisions and produces more desired responses than was
previously possible.

For example, using a custom PC form (shown in Figure 12), users can specify
several different components that they would like included in a PC. Many parts of the
form react to input. If, for instance, when choosing a type of processor, the user selects
‘Other’ from the drop-down list, a new input box will appear, giving him or her a place to
specify the exact model.

Search forms also add interactivity to the website. When users specify their
specific search criteria by entering keywords and areas of the website to search within,
the site responds by returning web pages that match the user specifications. Products may
also be searched by several different criteria such as category, price range, condition,
manufacturer, and keyword.

Other interactive features include the ability to log in to the website, post
messages on the chat forum, and manage a shopping cart and wish list. On the
maintenance end, the website is extremely interactive since administrators are able to
add, edit, and delete information from the database, which ultimately shows up on the

user end of the website.
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Figure 12 — Interactivity Example
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The Custom Built PC form allows users to choose the types of computer parts they desire and
Gigabyte Computers will reply to their specifications will a price quote for a computer.

Accessibility

To address the issue of accessibility, a few simple yet effective measures were
taken. The new website features the ability to change the size of the text between small,
medium, and large. The result of changing the text to a large size is shown in Figure 13.
The screenshot on top shows the result of changing the text size to ‘Large’ compared to
the default ‘Small’ text size shown in the screenshot on the bottom. This gives
individuals with low vision an equal opportunity to read the text on the page. Text is not
placed within images, allowing it to retain its clarity when enlarged. To assure that
colorblind visitors would not experience any difficulties or discrimination due to their

disability, the website is not color-coded.
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All content on the web pages is accessible by the keyboard alone. Users
navigating with a keyboard move through the page using the tab key, so it had to be made
certain that each page’s tab order follow a consistent, logical order. Each page’s tab order
begins at the top search box, which can be seen in Figure 13, and follows down the left
navigational links. It resumes at the top of the middle content column and follows down
to the bottom of the page. Then the tab order is continued at the top of the right column
where the login box is located and descends to the bottom right corner of the page.

All images include descriptions in the tag’s ALT attribute. This allows blind
individuals who are using screen readers to know the purpose of each image on the
website, thus catering to users with screen readers as well as the general user population.

Links contain descriptive text, letting users know exactly where the link will take them.

Figure 13 — Accessibility Example
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The new website features a way to make the text size larger or smaller, adding accessibility to the
website’s design.
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Although Trerise stated that animations could be distracting or confusing to users
with cognitive disorders, she also noted that they may be helpful when explaining and
illustrating a process. Since the Gigabyte Computers website does not, at this time, have
any processes to illustrate, animation was not used in the website. However, if the
opportunity arises in the future, an illustrative animation may be created. Because
animations would be inaccessible to blind users as they are not able to see movement on
the page, a descriptive narrative of the movie will also be available. A transcript would
also be necessary for any audio included in the website for users that are deaf or hearing

impaired. At this time, the website does not contain audio.

Security

King (8) claims that “in their basic and most commonly developed state, web
services are inherently insecure.” As previously mentioned in the development of themes
section, unauthorized access, parameter manipulation, and network eavesdropping are
some of the major threats to website security. In order to combat these problems, several
measures were taken.

To prevent unauthorized access to information, the website contains login
functionality. Administrators must log in and be authenticated as having special access
rights in order to manage the website. Typically, users must login to gain access to their
personal information. Figure 14 shows the ‘customers’ table in the database that contains
information about every user that may log in to the website. This table contains each

member’s username and password, and access rights information.
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Figure 14 — Security Example

_I customers : Table
id | usename | password | admin

|| 1 cossowski BEF84559C47128CB3AF35795310611B503 ]
|| 3 webmaster 5D1A6804555092E079362CC1A063CD1
- 4 candice 792D5C2AEER7B93BES4C27FF2AIC4F C4
- 5 jpaladino 48E9CA4DFI372EBODOS0BACE164F30A ]
|| B wmaster 326585F BEGD73974C2B270388865103405
|| 7 shadow F578935BEF23BD67437829BF9301A7FD3
|| 16 jossowski D7EC5986A33F BEB7626C34D1F3DDAST ]
|| 17 sossowski 4E4DCOB460AF45CDFEF2AFAB215845A1 ]
P | (AutoMumber) L]

Passwords stored in the database are hashed, unable to be decrypted even if the database is
broken into.

Users are identified as administrators by a Boolean field called ‘admin.” Only
users with a “positive” value in this field (i.e. have administrative rights) may enter the
administrative area of the website. Other users only have access to their own personal
account information. To ensure that passwords cannot be retrieved even if a hacker was
to gain access to the ‘customers’ table, each user’s password has been hashed. Hashing is
a form of encryption in which the hashed word may never be decrypted. (Forta 536) In
other words, the original password may never be decoded from what is stored in the
database. Users are authenticated upon login by hashing the password that they enter and
comparing it with what is stored in the database. If the hashed passwords match, they are
granted access.

At this time, credit card information is not stored in this website’s database. Users
who wish to order products using their credit card may do so using PayPal. PayPal is an
online service that allows anyone to send money from their credit card or bank account to

anyone with an e-mail address. The end-receiver of the funds, which in this case would

Section 5: Detail about Selected Issues Page 48



be Gigabyte Computers, is unable to gain access to the payer’s financial information as
that process is taken care of by PayPal. (Schwartz 64-65)

One way that hackers may access user information is through “cookies,” which
store information on a user’s computer. The website that created the cookie can access
that information whenever the user returns to the site as long as the user has not deleted
the cookie. Joseph, the owner of Gigabyte Computers, is an Internet security specialist
and well aware that cookie information can easily be retrieved by anyone with the know-
how. Therefore, sensitive information is never stored in cookies on the website. The only
information that is stored in a cookie is the user’s text size preference.

Another way to gain restricted access to information is by using an Internet
browser where an individual has logged on to a website and has not logged off. To limit
this, the login application has been designed to automatically log the user out after 20
minutes of inactivity. Users are also logged out when their Internet browser is closed.
This prevents unauthorized users from gaining access to private information should a user
forget to manually log out of the website.

Security can also be compromised with parameter manipulation which occurs
when a hacker tries to manipulate the value of a variable contained within a web page.
This is mainly done through the variable definitions of a website’s URL. As illustrated in
Figure 15, variables are often sent through the URL of a web page. The question mark
denotes the beginning of the URL variable definitions and variable names and values
follow, delimited by an ampersand. In the case of the top URL shown, ‘action’ has the
value of ‘view’ and ‘id’ has the value of ’59.” The web page’s code then reads the value

of those variables. Therefore, the values of these variables can easily be changed by
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typing in new values and loading the new URL. To combat this potential threat, pages are
scripted in such a way that the values of variables which are not meant to be URL
variables cannot be read through the URL.

For example, the first URL shown in Figure 15 is for a page that shows
information about a product with the item number of 59. If a person manipulated this
number and loaded the page, a different item would be seen. This is harmless and
therefore acceptable. However, the bottom URL is for a page that shows the personal
profile of the user that is currently logged in to the website. In this case, it would not be
appropriate to send the user’s ID number through the URL as that would allow
manipulation of the ID number. If the ID number could be changed, anyone could

potentially gain access to anyone else’s personal profile.

Figure 15 — Parameter Manipulation

http://www.gigabyte-computers.com/products/index.cfm?action=view&id=59

/

Variable Name Value

http://www.gigabyte-computers.com/account/index.cfm?action=profile
p gigaby p

/ \

Variable Name Value

Variables can be sent through a page’s URL. Parameters sent through the URL can easily be
manipulated possible giving unwanted access to sensitive information.
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Network eavesdropping involves the interception of data as it is being transmitted
over an Internet communications medium. In order to prevent eavesdroppers from
gaining any valuable information, SSL technology is used for any sensitive data that is
sent between the client and server. SSL stands for Secure Socket Layer and can be
identified by the “https” in the URL rather than the usual “http.” Any information sent

through this protocol is encrypted and cannot be understood by network eavesdroppers.
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ASSERTIONS

Static vs. Dynamic

After careful research and observation regarding the differences between static
and dynamic websites and how they relate to the human-centered characteristics, some
generalizations can be made.

Coherence was included in the website by adding descriptions of links, providing
instructions for forms, and adhering to a straightforward and consistent design. The three
column grid added coherence by organizing similar information into separate groups.
This quality can be achieved just as well using a static website because it does not
involve manipulating information on the server side or pulling information from a
database. However, maintaining the three column grid design is much easier with
dynamic capabilities. If a website is strictly static, every single page must include the
code for the left and right navigation bars. This means that an update, such as the addition
of a link, in either of these areas would require the separate editing of every single page
that uses that design. With dynamic capabilities, templates can be created that will
contain the code for the left and right navigation bars. Each web page would then contain
a single line of code which tells it to include that template. Therefore, when a template
must be updated, only one file needs to be changed since all the other pages are simply
pulling the code from that single file.

Inclusiveness and engagement are made possible with a dynamic website. A static
website may try to welcome and include the visitor by displaying a global and generic
message but it has no way of personalizing the web page’s content. This is because, as

opposed to dynamic websites, static websites cannot determine who a user is or store
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information about that user. Dynamic websites have the ability to welcome visitors using
their first name and allow users to make more decisions, such as sorting search results.
Chat forums, which create a sense of community, also cannot be implemented on static
web pages.

Websites that reflect malleability and ownership criteria also must contain
dynamic content. In order for a visitor to feel ownership over the website, he or she must
be able to make decisions that affect what is presented on the page. The website must be
able to change based on personal specifications and static websites do not have the ability
to change.

Responsiveness and purpose can be achieved with any type of website if the
user’s needs are responded to and the purpose is fulfilled. If needs can be fulfilled
directly and quickly, these characteristics may be successful. However, dynamic websites
allow for multiple forms of presentation of information in several different ways. For
example, a user looking for a specific bit of information can perform a keyword search,
navigate through the page based on category or subject area, or look through the site
index with a dynamic website. The purpose is responded to more quickly and easily even
if the user is uncertain of what exactly he or she is seeking.

It was found that either type of website, static or dynamic, could successfully be
panoramic and transcendent. A static website can allow people to take on a panoramic
view of the system by including a site index or similar feature just as well as a dynamic
website could. It is possible on both types of websites to incorporate transcendence by
including appropriate links, encouraging users to explore. However, information is more

manageable using dynamic tools such as a database or directory listing function. For
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example, a site index could be created by using a function that lists all of the directories
in a specified area of the server rather than manually listing information and updating the

list every time the site’s structure changes.

Conclusions
It was found that there are several important costs associated with making a
website dynamic. On the other hand, this case study has also shown that many benefits
may result in a redesign. Davidson (36) states that “while a database-driven website may
provide many benefits, the process of recreating or migrating an entire site to a database
driven platform is time- and labor-intensive.” Costs include the price of an in-house
server or subscription plan with a hosting server. Hiring developer or developing a
system in-house also adds to both the overall time and monetary costs. Although
maintenance of a dynamic site has shown to be much less time-consuming, some time
must still be allotted to making updates, maintaining the website’s code, and developing
site enhancements. Some factors that must be considered are setting up and maintaining a
server if needed, converting a company’s existing data into a database-compatible format
and populating the database tables, developing the website’s interface, and maintaining
the information.
This study indicates that a website should be made dynamic if the following three
conditions are met:
= Content on the site must often change
= There is a need to allow users to perform functions through the website

= The database will be maintained
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It may be the case with some websites that information rarely ever changes. It is
unlikely that the content on a page displaying a story or article, for example, would need
to change. If this is true, putting so much work into developing a dynamic system may
not be worth the associated costs. In the case of Gigabyte Computers, content on the
website changes frequently. Products are constantly being sold and received, and prices
of services may need to change or new services may need to be added. This condition
was clearly satisfied.

It is also possible that a company would not have any services to offer online. If
this is the case, a purely informational website would suffice and dynamic features would
not prove useful. However, Gigabyte Computers would definitely benefit from online
services. Because its inventory is changing and their products are able to be shipped
anywhere in the world, their market area significantly expands when services can be
offered world-wide. Whereas current customers reside in the local area, new customers
can be acquired from all over the globe when services are offered online.

One of the drawbacks to a dynamic website is that the online database must still
be maintained. If companies do not make a commitment to do so, the purpose of a
database-driven website will be defeated. Outdated information will still appear if the
database is not kept up-to-date. Gigabyte Computers has made a commitment to maintain

their online database seeing as their market increased with online sales ability.

Further Developments

A website is never complete. Enhancements can always be made, especially when
time and money were major issues during primary development. Furthermore, as new

technologies are developed, more and different features are available, giving the
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developer several possibilities for future improvement. Some limitations that were
encountered during development are discussed here. In addition to website developments,
further research can be done in order to enhance the generalization of this case study.

Details on this issue follow.

Limitations

Due to monetary constraints, at this time the Gigabyte Computers website is
hosted on a shared server and is limited in several areas. The server is currently running
ColdFusion 5.0, which is satisfactory but not the most recent version available. Certain
ColdFusion tags and functions that are only supported by newer releases cannot be used.
For example, ColdFusion MX, a newer release, supports a tag called ‘CFLOGIN’ which
makes the login process on the code side a little more straightforward and secure. This
tag could not be used on the server that the website is currently hosted on.

Since the server is shared, certain tags and functions that would otherwise be
usable are disabled for security purposes. One such function is ‘CFFILE’ which would
allow for uploading or creating several different types of files, including images, text
documents, and spreadsheets. This would be extremely useful since it would allow for the
exporting of data from our databases. With ‘CFFILE’ enabled, it would be possible to,
for example, create a spreadsheet containing records of all the registered customers. This
spreadsheet could then be saved in a directory on the server or downloaded to a personal
computer. The business owner uses an accounting software program called Quickbooks
to manage his customer information, sales, and other finances. The spreadsheet could be
imported into Quickbooks, automatically synchronizing the customer information with

that stored in the website’s database. Unfortunately, doing so is not possible at this time.
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In the future, Gigabyte Computers could upgrade to a different server that allows
the features mentioned above. It may also be possible to perform some of these functions
using a different web programming language. Due to time constraints, it was not practical
to allot so much time to learning another language, but completing such a task in the

future is very likely.

Further Research

This case study was bounded in several ways. In order to make assertions that
could apply to a larger population of websites, some boundaries would need to be taken
away. Studies regarding static and dynamic websites could be done on sites belonging to
different types of organizations such as those which are not commercial. For example, a
website containing strictly educational information may not have the need for its content
to be dynamic if the facts presented do not change. In order to accurately detect if the
cost-benefit analysis of making a website dynamic justifies, effects should be studied
long-term. Due to the time constraints of this study, one can only speculate the effects on
sales resulting from this website transformation. Additionally, since this case study is
qualitative and in-depth interviews were done, a limited number of participants were
involved in the study. Interview responses could be generalized further with more
thoughts and opinions from additional participants. Unfortunately, the limited time frame
of this study would not allow for such further research. However, the results found seem
to provide sufficient information to make accurate assertions and satisfactory

conclusions.
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CLOSING VIGNETTE

Joseph Paladino grins after just receiving his new batch of Gigabyte Computers
tee shirts. He proudly smiles as he holds up one of the shirts on which the back states in
large, bold letters: “www.gigabyte-computers.com.” No longer is he embarrassed of the
outdated website his company once took responsibility for because now his information
says current and up-to-date. Since adding, updating, and deleting information is no longer
a hassle and all-day chore, he looks forward to the little work that must be done in order
to keep his information accurate. He now simply logs in to the website’s administrative
area, clicks on the area he wishes to edit, fills out a straightforward form, and submits it.
Instantly, the information is updated.

Customers are also pleased with the transformed website. One of the company’s
regular customers has started placing all of his orders online even though he resides in the
local area. This, he states, is because he can now browse through items, read their
descriptions, and view their photos at his leisure in the comfort of his own home. Joseph
has also expressed his delight in the fact that he is no longer bothered by as many
incoming phone calls as a result of the new website. Customers can now make requests,
place orders, and ask questions online rather than calling Joseph’s cell phone during
business hours. With customers and workers equally pleased with the new dynamic

database-driven website, the transformation has proven to be a great success.
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GLOSSARY

Analysis of Themes- “following description, the researcher then analyzes the data for
specific themes, aggregating information into large clusters of ideas and providing details
that support the themes.” (Creswell, 1998); themes that emerged from the results of the
data collection were analyzed in this section of the thesis

ASP (Active Server Pages)- “web pages that produce dynamic output using an object-
oriented scripting language.” (Ervin, 2000)

Assertions- “this is the last step in the analysis where the researcher makes sense of the
data.” (Creswell, 1998); the data provided in the post-interviews were analyzed in this
section of the thesis

Bounded System- “the case selected for study has boundaries, often bounded by time
and place.” (Creswell, 1998); this case study is bounded by the company involved,
Gigabyte Computers, and the time period of five months in which the entire study took
place

Case- “the ‘bounded system’ or ‘object’ of study.” (Creswell, 1998); the case in this
study is the website redesign for Gigabyte Computers

Case Study- “in qualitative research, this is the study of a ‘bounded system’ with the
focus being either the case or an issue that is illustrated by the case.” (Creswell, 1998); in
this case, it is an in-depth study of the website redesign for Gigabyte Computers, based
on a diverse array of data collection materials

CGI (Common Gateway Interface) Scripts- files of code typically written in Perl or
C++ that enable dynamic website features; reside in a server’s ‘cgi-bin’ directory

Client- the computer that is requesting service from a server

Coherence- one of the nine Human-Centered Design characteristics as described by
Cooley (2002); refers to letting the user know what is going on and what is possible

ColdFusion- “a commercial [HTML Preprocessor] solution originally created by the
Allaire Corporation and now owned by Macromedia. ColdFusion uses its own internal
programming language and markup system, known as ColdFusion Markup Language
(CFML)” (Cullen, 2002)

CSS (Cascading Style Sheets)- files of code that determine several attributes, such as
size, font, and color, of identified items

DHTML (Dynamic HTML)- combination of Javascript and CSS used to change the
look of a website after it has been loaded in the browser
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E-commerce- commerce that is conducted over the Internet

Engagement- one of the nine Human-Centered Design characteristics as described by
Cooley (2002); the quality of inviting the user to participate in the system

Epistemological- “addresses the relationship between the researcher and that being
studied as interrelated, not independent.” (Creswell, 1998); since the researcher is
implementing the website redesign, the researcher and that being studied are interrelated

Holistic Analysis- “in this approach to data analysis, the researcher examines the entire
case and presents descriptions, themes, and interpretations or assertions related to the
whole case” (Creswell, 1998);

HTML (Hypertext Markup Language)- the computer code that is read and interpreted
by web browsers to deliver a web page to the computer screen

HTML Preprocessor- a web programming language whose code is processed by the
server before the page is converted into HTML code

Inclusiveness- one of the nine Human-Centered Design characteristics as described by
Cooley (2002); the characteristic of including the users in the system and inviting them
feel part of a community of activities

Instrumental Case Study- “type of case study with the focus on a specific issue rather
than on the case itself” (Creswell, 1998); this study focuses on a specific issue, which is
the difference between a static and a dynamic website

Issue Subquestions- “subquestions in a qualitative study that follow the central
underlying question... written to address the major concerns and perplexities to be
resolved, the ‘issue’ of a study.” (Creswell, 1998); this study involves four issue
subquestions that follow the main research question

Javascript- client-side scripting language that can be used for various functions after a
web page has been loaded into the Internet browser

Malleability- one of the nine Human-Centered Design characteristics as described by
Cooley (2002); the possibility to shape the system to suit the specific needs of the
individual

Multiple Sources of Information- “one aspect that characterizes good case study
research is the use of many different sources of information to provide ‘depth’ to the
case” (Creswell, 1998); interviews, documents, observations, and websites from several
different sources were used in this case study

Appendix A: Glossary Page 60



Ownership- one of the nine Human-Centered Design characteristics as described by
Cooley (2002); refers to the feeling that the users own part of the system, which gives
them a sense of belonging

Panoramic- one of the nine Human-Centered Design characteristics as described by
Cooley (2002); the quality of providing windows through which the user can take on a
more panoramic view of the system to acquire boundary knowledge

Perl- a web programming language typically used for CGI scripts

Purpose- one of the nine Human-Centered Design characteristics as described by Cooley
(2002); the ability of a system to respond to the purpose a user has in mind and encourage
the user to go beyond it

Qualitative Research- “an inquiry process of understanding based on a distinct
methodological tradition of inquiry that explores a social or human problem.” (Creswell,
1998); this qualitative study involves building a complex, holistic picture, reporting
detailed information, and conducting the study in a natural setting

Query- “telling the database in a structured manner what information you want” (Ervin,
2000)

Responsiveness- one of the nine Human-Centered Design characteristics as described by
Cooley (2002); the ability of a system to respond to each user’s requirements and

individual needs

SSL (Secure Socket Layer)- a protocol that encrypts information that is sent over a
network medium; identified by “https”

Server- machine that processes and delivers the requests of clients

Tag- element of code that tells the browser how to treat the code contained within start
and end tags; tags begin with a ‘<’ symbol and end with a >’ symbol

Theme- concept that has emerged from the interviews, observations, and other data
collection methods

Transcendence- one of the nine Human-Centered Design characteristics as described by
Cooley (2002); the quality of provoking the user to go beyond the immediate task

Webmaster- person whose job is to maintain a website; commonly responsible for

“soliciting content, ensuring stylistic conformity, and handling other coordination tasks”
(Antelman, 1999
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ETHICS PERMISSION FORM

ETHICS PERMISSION FORM FOR CASE STUDY RESEARCH
Case Study: Changing a static website to a dynamic format
Candice M. Ossowski

This authorization is being requested in part to fulfill requirements of the State
University of NY Institute of Technology's Human Subjects Research Review Board as
well as state and federal regulations regarding the use of human subjects in research. The
project involves a case study that may be used in my master's research at the SUNYIT
Information Design and Technology Master's program. Excerpts or rewritten versions
may also be submitted to professional journals for publication. The case study involves
analyzing the effects of changing a website from a static HTML format to a dynamic,
database-driven one. The work involves participant and non-participant observations and
one-on-one interviews.

Gigabyte Computers is changing the format of their website and would like to know
your opinion regarding the transformation. Upon consent, you will be asked to review the
website and answer questions regarding your opinion of the website’s features and
characteristics. The information you provide will be used in a study assessing the
successfulness of a dynamically designed website.

I can be reached at (315) 768-8324, which is my home phone number. I would be
happy to answer any questions about the project.

I would like to reassure you that as a participant in this project you have several,
rights.

* Your participation in these studies is entirely voluntary.
* You are free to decline to answer any question at any time,
* You are free to withdraw from the study at any time.

My notes from meetings, interviews, and observations will be kept strictly
confidential. Excerpts from these notes may be made part of the final thesis.

Copies of the final publications will be supplied whenever possible and as requested.

I would be grateful if you would sign this form to show that you have read its
contents.

Signed

Printed

Dated
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APPENDIX D: INTERVIEW FORM

Interview Form
Project: Case Study: Changing a static website to a dynamic format

Time of Interview:

Date:

Place:

Interviewer:

Interviewee:

Company:

Position of Interviewee:

Age: 18-25 26 — 35 36 — 45 46 — 55 56 — 65 66+

You will be asked to look at two websites and answer questions based on your opinion.
Please be as descriptive as possible when answering the questions but also keep in mind
that you are free to decline to answer any question at any time, and you are free to
withdraw from the study at any time. Thank you for your participation.

Questions:

. What features of a website are most important to you?

2. Are there any websites that you like in particular?[list here]

a. How do these sites suit your specific needs?
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b. What other features do you like about these sites?

c. What do you like about these websites in terms of interactivity?

3. Are there any problems with the current website? If so, what are they?
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What features or changes would you like the new website to have?

Please evaluate the new website with regards to the following nine characteristics

Coherence

Inclusiveness

Malleability

Engagement

Ownership
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Responsiveness

Purpose

Panoramic

Transcendence

What do you think was successful or unsuccessful about the changes made to the
website?

1 would like to reassure you that my notes from meetings, interviews, and observations
will be kept strictly confidential. Thank you very much for your participation. Your
help is greatly appreciated.
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