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ABSTRACT

Exponentialgrowthinthecommercialuseoftheinternethasdramaticallyincreasedthevolumeand
scopeofdatagatheredandanalyzedbydatacentricbusinessorganizations.BigDataemergedasaterm
tosummarizeboththetechnicalandcommercialaspectsofthesegrowingdatacollectionandanalysis
processes.Formerly,muchdiscussionofBigDatawasfocusedonitstransformationalpotentialfor
technologicalinnovationandefficiency;however,lessattentionwasgiventoitsethicalimplications
beyondthegenerationofcommercialvalue.Inthispaper,theauthorsinvestigatethewide-ranging
ethicalimplicationsofBigDatatechnologyinadigitalsociety.Theyinformthatstrategiesbehind
BigDatatechnologyrequireorganizationalsystems,orbusinessecosystems,thatalsoleavethem
vulnerabletoaccidentsassociatedwithitscommercialvalueandknownasdataaccidents.These
dataaccidentshavedistinct featuresandraise importantconcerns, includingdataprivacyduring
COVID-19.Theauthorssuggestsuccessfulriskmitigationstrategies.
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INTRODUCTION

Recently,astheuseoftheInternethasgrown,sotoohasaninterestintheuseofdatagatheredand
analyzedbyarrivingatamoredigitizedandtechnologicallyconnectedsociety(Georgeetal.,2014;
Lokshinaetal.,2017).Inthe1998film“EnemyoftheState”,aroguegovernmentagencyisshown
ashavingunlimitedaccesstoprivatedatafromavarietyofdatasources.Atthatpoint,thescenario
wassodisturbingtotheFederalBureauofInvestigation(FBI)thatapublicrelationscampaignwas
launchedtoassuresocietythattheplotwaspurefiction(Miller,2013).

Nevertheless,asrecentexposuresaboutdataprivacyhavemadeclear,thesurveillanceshownin
thefilmisveryrealatthistime(Jennex,2017;Nunan&DiDomenico,2017).Whathaschangedis
theroleofgovernmentsascollectorsandusersofdata,andtheincreasingimportanceofcommercial
entitiesasthedriversofbothdatagatheringandanalysis,i.e.dataanalytics(CommitteeonCommerce,
Science,andTransportation,2020;Marr,2015;Moloketal.,2012;Sedayao&Bhardwaj,2014;
Zaslavskyetal.,2012).
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TheCOVID-19emergencyhastakenplaceinanalreadydigitalsociety.Theamountofpandemic-
relateddatagatheredandprocessedgloballyhasbeenenormous.

Additionally,advancedcomputationalmodels,somebasedonmachinelearning,haveshown
tremendouspotential in tracingsourcesorpredicting the future spreadofCOVID-19,necessary
fortheplanningofresources.Withoutcorrectdataandmodels,therisktopublichealthcannotbe
assessedcorrectly,causingaproblemthattheauthoritiescannotallocatetime,assets,andresources
appropriately,leadingtobothpenury,andoversupply,andwaste.

Therefore,itisessentialtoleverageBigDatatechnologyandintelligentanalyticsandputthemto
effectiveuseforthebenefitofpublichealth.Relianceondigitaldatasourceshasbeenofgreatvalue
inoutbreakscausedbynewpathogenssignificantlyimprovingdatacollection,however,precisedata
isstillrareandhenceforecastsarestilllessreliableandeffective(Scarpino&Petri,2019).

Theneedsandconditionsforresponsibledatagatheringandanalysisataglobalscalemustbe
clearasBigDatatechnologyhasbecomecriticalformanagingtheCOVID-19pandemicinadigital
society.Theuseofdatathathasbeencollectedfromdigitalsourcesforpredictionandsurveillanceis
veryimportantinthefightagainsttheCOVID-19pandemic,butitisequallyimportanttousethisdata
incompliancewithdataprotectionregulationsandwithduerespectforprivacyandconfidentiality
andrecognizingitspossiblylimitedvalidityorbias.

Previousgenerationsofinformationtechnologyweredominatedbytechnologycompanieswith
commercial strategiesbasedon theirexpertise inhardwareorsoftware.Currently,many leading
Internetcompanieshavecommercialstrategiesbuiltaroundthecollectionandanalysisofdata.

For datacentric business organizations like Google, Facebook, and others, the collection of
datahasbecomeatargetinsteadofawaytoachieveanyadditionalbusinessgoals.Thiscomesata
pointwhenthereisagrowinginterestfromresearchersinwide-rangingethicalimplicationsofthe
increasinguseofdataindifferentareas,includingdataprivacy(Jennex,2017;Hong&Thong,2013;
Lokshinaetal.,2019a;Luetal.,2014;Nunan&DiDomenico,2017);cyber-hacking(Bambauer,
2014;Jainetal.,2016;Pereraetal.,2015;Zaslavskyetal.,2012);governmentregulation(Committee
onCommerce,Science,andTransportation,2020;Finketal.,2012;Lokshinaetal.,2019b);and
intellectualproperty(Batemanetal.,2013;Jennex,2017;Marr,2015).

Besides,thereareconcernsaboutthelevelofgovernmentsurveillanceofcommercialsocial
networks,forinstance,revealedduetoleaksbyEdwardSnowden(Witte,2013).Inthesecircumstances,
theterm“BigData”hasobtainedpopularityinbothbusinessandpublicpolicycirclesassummarizing
industrial andcommercialaspectsof these state-of-the-artdatagatheringandanalysisprocesses
whichinvolvealsoprivatedatacollection(Marr,2015;Nunan&DiDomenico,2017;Pereraetal.,
2015;Sedayao&Bhardwaj,2014;Zaslavskyetal.,2012).

Until now, therehasbeenmuchdiscussionofBigData technology focusedon itspotential
positiveeffectsforbothbusinessandsociety(Georgeetal.,2014).Thisextendsbeyondimprovements
tocommercialefficiencyandexpandstoclaimsaboutitstransformationaleffectonsuchareasas
healthcareanddeliveryofpublicservices(Manyikaetal.,2011;Lokshinaetal.,2017).

Nevertheless,therehasbeenlessdiscussiononBigDatatechnologydevotedtoethicalissues.
ThisisnotsurprisinggiventhelimitedresearchonInternetethics(Schlegelmilch&Oberseder,2010)
andlimitedunderstandingofwide-rangingethicalimplicationsofnewtechnologiesstartedbeing
deployed(DeGeorge,2003;Nunan&DiDomenico,2017).Therefore,inthispaper,theauthorshave
giventhoughttowide-rangingethicalimplicationsofBigDatainadigitalsociety,includingduring
theCOVID-19pandemic,andevaluatedethicalissuesrelatedtoBigDatatechnologybyapplying
thenormalaccidenttheory(Perrow,1999;Nunan&DiDomenico,2017).

Normalaccidentsare“normal”inthesensethattheoccurrenceofnegativedevelopmentsis
inevitableandtakingplaceunexpectedlyinorganizationalsystemsthatarecomplex,interactive,and
tightlycoupled(Perrow,1999).Thenormalaccidenttheoryhasbeenappliedtoinvestigatenuclear
power plant accidents (Pidgeon, 2011), underground coal mine devastations (Lokshina, 2001),
planecrashes(Helmreich,1997),structuralcollapses(Likhtermanetal.,1998),failuresinhospitals,
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anesthesiasystems,thepracticeofmedicineandperfusionproducingshockingmedicationreactions
(Dain,2002),aswellasmostrecentfinancialsystemfiascos(Lokshina,2002;Guillén&Suárez,
2010;Palmer&Maher,2010).

The authors believe that in high-risk systems distinguished by multiple and unexpected
interactions,nomatterhoweffectivesafetymechanismsare,normalaccidentsareinevitable(Dain,
2002).Thesenegativeeventstakeplaceregardlessofthenumberofsafetymechanisms,thequality
ofthecareprovided,ortheawarenessofoperators.Inotherwords,incomplexsystems,errorsare
madebyhumans(Dain,2002;Lokshina&Insinga,2003).

Theauthorssuggestthatemergingdatacentricbusinessorganizations,whichcanenableorbe
enabledbyBigData,havesystemfeaturesasidentifiedinthenormalaccidenttheory.However,the
consequencesofnormalaccidentsinthesedatacentricbusinessorganizationsarelessobviousthan
withnaturaldisasters,whichmakesidentificationandremedymoredifficult(Nunan&DiDomenico,
2017).

Inthispaper,theauthorsdiscussdataaccidents,whichextendthenormalaccidenttheoryby
exploring the scale and interconnection, aswell asuncertaintyanddistrust createdbyBigData
technologyinadigitalsociety.Theauthorsinvestigatemostlywide-rangingethicalimplicationsof
BigDatasincetheconsequencesofdataaccidentsmustbeweighedagainsttheeffectivenessand
valueachievedbysocietywiththedeploymentofBigDatatechnology(Lokshina&Lanting,2018a;
Nunan&DiDomenico,2017).

Thispaperiscomprisedofeightsectionsandorganizedasfollows.Sectiontwoidentifieskey
featuresofBigDatatechnologyanddatacentricbusinessorganizationsthatenableandareenabled
byanexponentialgrowthindatacollectionandanalysisprocesses.Thissectionalsoshowsthatlarge-
scaledatacollectioncanhelpcurbtheCOVID-19pandemic;however,thisprocessshouldrespectdata
privacyandgainpublictrust.Sectionthreeanalyzesnormalaccidentsassociatedwithstate-of-the-art
andemergingtechnologies,outlinesthenormalaccidenttheory,andexplainsspecificsofdatacentric
organizationalsystems,orbusinessecosystems,thatenabledataaccidents.Sectionfourextendsthe
normalaccidenttheorybyinvestigatingdistinctfeaturesandpotentialconsequencesofdataaccidents.
Thissectionalsoprovidesaclassificationofdataaccidentsandanalyzesscenariosofsystemic,non-
commercial,andcommercialdataaccidentsincludingexamplesrelatedtoCOVID-19.Sectionfive
explainswhatshouldbedonetomitigatetherisksandpotentialimplicationsofBigDatatechnology
giventhegrowthintheindustrialandcommercialvalueofstate-of-the-artandemergingtechnologies.
Thissectionalsorecommendssuccessfulstrategiesandbestpracticestomaintainresponsibledata
collectionandprocessingstandardsonaglobalscaletosafeguardbusinessecosystems,followedby
theconclusion,acknowledgment,andreferences.

VIEWS ON BIG DATA TECHNOLOGy

Inthissection,theauthorspresenttheirviewsonBigDatatechnology.Althoughdatahasbecome
stronglyassociatedwithinformationtechnology,managingandmakingsenseofdataremainsan
oldproblem.Historians,politicians,andmilitaryleadershavereliedoninformationasasourceof
power,aswellasadrivingforce,forcenturies,whiledenyingaccesstoinformationhasalwaysbeen
alevertodiminishpower.

However,whathaschangedisthespeedandvolumeofdatagatheredtoanalyze.When,inthe
1850s,managersof theUnitedStatesrailroadsweresearchingforneworganizationaldesigns to
helpovercomethechallengesofdataoverflowinthegrowingbusiness,theyweretalkingaboutthe
volumeofdatabelowasinglemegabyteinmodernterms(Rosenthal,2014).

Ontheotherhand,animportantfeatureofdatainmodernbusinessisaconstantexponential
growthinvolume.Tousejustonecontemporarystatistic,90%ofallpresentdatahasbeengenerated
inthelasttwoyears(IBM,2015;Jennex,2017).
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Under these circumstances, Big Data first appeared as a term to describe the technological
innovationsupportingthistremendousincreaseinthevolumeofdatathatiscollectedandanalyzed
(Jacobs,2009).Beyondthevolumeofdata,enabledtobecollected,BigDatatechnologyhasalso
changedthecomplexityandvelocityofdatatobegatheredandanalyzed(IBM,2015).

Velocityreferstoprocessingpower,i.e.speedatwhichdatamaybecollectedandanalyzed,with
nearreal-timeanalysisbecomingpossibleforverylargedatasetsandcomplexanalysis.Complexity,
duetothevolumeandvarietyofdata,isalsoverysignificantasitmarksatransitionfromgathering
data in only text format towards collecting data in metadata, video, audio, and image formats
(Kuechler,2007).

Morerecently,BigDatawentfarbeyonditsindustrialrootstoincludewide-rangingcommercial
opportunitiesenabledbytheanalysisofdata,i.e.dataanalytics(Manyikaetal.2011;Lokshinaetal.,
2017).Therefore,BigDataasatermhasbeenidentifiedbypoliticiansasthemeansforachieving
economicgrowth.IntheUK,BigDatahasbecomeoneofeightkeygovernmentpriorities(HM
Government,2013;Nunan&DiDomenico,2017).IntheUnitedStates,BarrackObama’suseof
campaigndatafortheanalysishasledtonicknaminghimastheBigDataPresident(Hurwitz,2012).

Thistechnologicalinnovationhasbeensupportedbyseveraleconomicfactors.First,thecostof
storingdatahasbeenreducedtothepointthatitmightbeeconomicallyfeasibletostoreallformsof
dataevenwhilethereisnodirectuseforit.Second,therequiredhardwareandsoftwarehavenow
becomereadilyavailableinthemarketplace(Jennex,2017).

MuchofthesoftwarethatcurrentlysupportsBigDatahavefirstappearednotfromtraditional
technological companies with commercial strategies built around their expertise in hardware or
software;butfromdatacentricbusinessorganizationswheretheirspecificdemandshaveforcedthem
toresolvetheirownBigDatatechnologyissues.Particularly,tosupporttheuseofBigDatatechnology
onawidescale,muchofthistechnologyhasbecomeavailablethroughopen-sourcemodules,which
helpeddatacentricbusinessorganizationstoadoptBigDatatechnologyfortheirspecificneeds.

The Use of Big Data Technology on a Large Scale and 
Associated Commercial Opportunities
Inthissubsection,theauthorsexaminetheuseofBigDatatechnologyonalargescaleandrelated
commercial opportunities. Big Data technology creates the potential for numerous commercial
opportunitiesandinnovations.ThemostcommonexamplescomefromthemajorInternetcompanies
forwhichdatagatheringandanalysis,i.e.dataanalytics,arecorecompetencies.

Forinstance,Marcus(2012)specifiedthatGooglehasmanagedtodevelopanadvancedspell-
checker,notbecauseofitscompetenceinnaturallanguageprocessingorauniqueapproachtospelling,
butduetocollectingandanalyzingamassivedatabaseofrealspellingcorrections.Otherexamples
ofcommercialopportunitiesbaseduponsimilartechnologyusagescenariosincluderecommendation
enginesusedbyAmazonandNetflixthatbenefitfromvastdatabasesofuserpreferencesonbooks
andfilmstoproviderecommendationsforfuturereference.

However,thecommercialbenefitsofBigDatatechnologyarenotlimitedtoInternetcompanies.
Indeed,theMcKinseyreportthatservedtopromoteBigDataasacommercialstrategyindicatedthe
potentialinhealthcare,finance,andpublicservices(Manyikaetal.,2011;Lokshinaetal.,2017).

For instance, in healthcare services distinguished by using fragmented datasets, Big Data
technologyhasbeenproposedtohelpcontrolincreasingcostsandaccelerateresearchanddevelopment
(R&D)processesinnewpharmaceuticalsystems(Grovesetal.,2013;Lokshina&Lanting,2018b).

SpecificfeaturesofcommercialBigDatausagescenariosthathaveresultedinmanyadvantages
beinglesspublicizedastheyarecontinuousimprovementstoexistingprocesses.Inotherwords,
manyBigDatausagescenariosaretocontinuallyimproveexistingprocessesratherthaninventnew
procedures.

Agoodexamplederivesfromthetransitioninairlinesfromrelyingonpilotstoprovideestimated
timeofarrival(ETA)informationtoemployingadata-drivensystem,whichcombinesseveraldata
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sourcesincludingweather,radar,andflightschedules(McAffee&Brynjolfsson,2012).Formerly,
busypilotscouldmakegenerallyaccurateestimations;however,30%oftheirestimationshavebeen
over5minutesoff.Currently,bycombiningmultipledatapointswiththeuseofautomatedalgorithms,
airlinesobtainedthepowertovirtuallyeliminategapsbetweenestimatedandactualarrivaltimes,
savingmillionsofdollarsperyearfortheairports(McAffeeandBrynjolfsson,2012;Lokshinaet
al.,2019a).

WhatbringsalltheseexamplestogetherandmakesthemBigDatatechnologyisacommercial
valuecreatedbylarge-scaledataanalysis,i.e.dataanalytics,andnotonlybydatagathering,together
withsubsequentmergingdatainmultipledatasets.Whiletheseexamplescanillustratecommercial
benefitsfromBigData,thewide-rangingethicalimplicationsofBigDatatechnologythatmayresult
fromcommercialmanipulationremainunclear.Althoughthefocusisoftenplacedonthevolumeof
datagathered,BigDatatechnologyislessaboutthelargevolumeofdataandmoreonthecapacity
tosearch,aggregate,andanalyzenumerouslargedatasets(Boyd&Crawford,2012).

Uptothispoint,therearestillnotmanyconcernsaboutthewide-rangingethicalimplications
ofBigDatatechnology.Specifically,thereareonlyafewconcernsdocumentedabouttheprivacy
implicationsofthistechnologyinadigitalsociety.

Thereisnothingnewaboutprivacyconcernsinthepublicdomainrelatedtonewtechnologies
beitphotography(Warren&Brandeis,1890),personalcomputers(Zuboff,1988),ortheInternet
(Nissenbaum,2004).However,typically,thenatureoftheseconcernshasmaskedtherealityofhow
newtechnologieshaveusedandanalyzeddata(Mundie2014;Marr,2015).

Specifically,concernsaboutdataprivacyimplicationshavebeendrivenbyfearovertheactive
andvisibledatagatheringprocessbeforepassiveandautonomousdatagatheringprocess,associated
withBigDatatechnology(Jennex,2017;Nunan&DiDomenico,2017).Therefore,concernsover
dataprivacyimplicationsdirectlyrelatedtoBigDatahavebeenlessdiscussedamongtheusersofBig
Datatechnologyordescribedintheliteraturebecausetheusersofthistechnologyhavelessinsight
intorunningdatagatheringandanalysisscenarios(Lokshinaetal.,2019a).

Ontheotherhand,inthispaper,theauthorsinvestigatethelackofperspectivewhenthenatureof
privacyriskisunknown.ReturningtothemainnotionofBigDatatechnology,theauthorsrestatethat
largevolumesofdatamightbegatheredandstoredbecauseitiseconomicalandthereisapotential
forfutureanalysisofthisdata,i.e.intelligentanalytics,tocreatecommercialvalue.However,thedata
usescenariosareundetermined,thereforewide-rangingsocietalimplicationsofBigDatatechnology
remainunknownandnontransparent.

The Use of Big Data Technology for Managing 
COVID-19 Pandemic in a Digital Society
Inthissubsection,theauthorsconsidertheuseofBigDatatechnologytomanagetheCOVID-19
pandemic.OnJanuary30,2020,theWorldHealthOrganization(WHO)director-generaldeclaredthe
coronavirusdisease2019(COVID-19)outbreakapublichealthemergencyofinternationalconcern
(PHEIC).Severalweekslater,theoutbreakhasbeencategorizedasapandemic.

COVID-19hasalreadycausedahundredtimesmorecasesthanthepreviouscoronavirus-induced
PHEIC,i.e.the2002–2003severeacuterespiratorysyndrome(SARS)outbreak,andtheCOVID-19
numbersareexpectedtogrow.However,comparedwiththe2002–2003outbreak,theCOVID-19
disasterhastakenplaceinamuchmoredigitizedandconnectedecosystem.

Theamountofalldataproducedby2003isgeneratedtodaywithinafewminutes.Furthermore,
advancedcomputationalmodelslikethoseusingmachinelearninghaveshowngreatpotentialintracing
sourcesorpredictingthefuturespreadofinfectiousdiseases(Scarpino&Petri2019;Wheeler,2019).

Therefore,itisimperativetoleverageBigDatatechnologyandintelligentanalyticsandputthem
togooduseforthebenefitofpublichealth.Relyingondigitaldatasourceslikedatafrommobile
phonesandotherdigitaldevicesisofgreatvalueinoutbreakscausedbynewlydiscoveredpathogens
sinceprecisedataisstillrareandhenceforecastslessreliableandineffective(Scarpino&Petri,2019).
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ArecentstudyhasshownthepossibilityofforecastingthespreadoftheCOVID-19outbreak
bycombiningdatafromtheOfficialAviationGuidewithdataonhumanmobilityfromtheWeChat
appandotherdigitalservicesownedbyChinesetechgiantTencent(Wuetal.,2020).

Mobilephonedatahaveshownpotentialinpredictingthespatialspreadofcholeraduringthe
2010HaiticholeraepidemicwhileleveragingBigDataanalyticsdemonstratedeffectivenessduring
the2014–2016WesternAfricanEbolacrisis(Bates,2017).However,duringtherecentepidemics,
thelarge-scalecollectionofmobiledatafrommillionsofusers,especiallycalldatarecordsandsocial
mediareports,haveraisedprivacyanddataprotectionconcernsaswell.

In 2014, privacy concerns urged the GSM Association, i.e. an industry organization that
representstheinterestsofmobilenetworkoperatorsworldwide,toissueguidelinesontheprotection
ofprivacyintheuseofmobilephonedataforrespondingtotheEbolaoutbreak(GSMA,2014).In
theinformation-intensiverealityof2020,ubiquitousdatapointsanddigitalsurveillancetoolscan
easilyworsenthoseconcerns.

China, the country first and heavily affected by COVID-19, has reportedly used ubiquitous
sensordataandhealthcheckappstoreducethediseasespread(TheEconomist,2020).According
toaNewYorkTimesreport,therehasbeenlittletransparencyinwhetherandhowthisdatawas
cross-checkedandreusedforsurveillancepurposes(Mozuretal.,2020).Forinstance,thereporthas
statedthatAlipayHealthCode,anAlibaba-backedgovernment-runappthatsupporteddecisions
aboutwhoshouldbequarantinedforCOVID-19,alsoseemedtohavesharedinformationwiththe
police(Mozuretal.,2020).

InItaly,theEuropeancountryrecordingoneofthelargestnumbersoftheCOVID-19cases,
alocaldataprotectionauthorityhasbeenurgedinMarch2020toissueastatementtoclarifythe
conditionsoflawfuldatauseformitigationandcontainmentpurposes.Initsstatement,theauthority
warnedagainsttheprivacy-infringingcollectionandprocessingofdatabynon-institutionalactors,
i.e.privateemployers.

Twoweekslater,theEuropeanDataProtectionBoardissuedastatementontheimportanceof
protectingpersonaldatawhenusedinthefightagainstCOVID-19andflaggedspecificarticlesofthe
GeneralDataProtectionRegulation(GDPR)thatprovidethelegalgroundsforprocessingpersonal
datainthecontextofepidemics(EuropeanDataProtectionBoard,2020).Forinstance,Article9
allowedprocessingpersonaldata“forreasonsofpublicinterestintheareaofpublichealth,suchas
protectingagainstseriouscross-borderthreatstohealth,”providedsuchprocessingisproportionate
totheaimpursued,respectstheessenceoftherighttodataprotectionandsafeguardstherightsand
freedomofthedatasubject.

AsBigDatatechnologyhasbecomecriticalformanagingtheCOVID-19pandemicinthemodern
digitalworld,theconditionsforresponsibledatacollectionandprocessingataglobalscalemust
beclear.Theauthorsconsiderthattheuseofdigitallyavailabledataandalgorithmsforprediction
andsurveillance,i.e.identifyingpeoplewhohavetraveledtoareaswherethediseasehasspreador
tracingandisolatingthecontactswithinfectedpeople,hasbeenofgreatimportanceinthefight
againsttheCOVID-19pandemic.

However,itisequallyimportanttousethesedataandalgorithmsresponsibly,incompliance
withdataprotectionregulations,andwithduerespectforprivacyandconfidentiality.Failingtodo
socouldunderminepublictrust,whichwouldmakepeoplelesslikelytocooperateinproviding,
when necessary in the public interest, travel and contact data, follow public health guidance or
recommendations,andeventually,wouldresultmorelikelyinworsehealthoutcomes(Ward,2017).

Carefuldatamanagementpracticesshouldgovernbothdatacollectionandprocessinglevels.
Atthedatacollectionlevel,theprincipleofproportionalityregardingaffectedpeopleshouldapply,
whichmeansthatthedatacollectionintensitymustbeproportionaltotheseriousnessofthepublic
healththreat.Thisdatacollectionintensitymustbelimitedtoonlywhatisnecessarytoachievea
specificpublichealthobjectiveandbejustifiedonascientificbasis(InternationalMedicalInformatics
Association,2011;NuffieldCouncilonBioethics,2015;PHGFoundation,2015).
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For instance, gainingaccess todata frompersonaldevices for contact tracingpurposes can
bejustifiedifittakesplacewithinspecificbounds,hasaclearpurpose,i.e.warningandisolating
peoplewhomayhavebeenexposed to thevirus, andhasno less invasivealternative, i.e. using
anonymizedmobilepositioningdata,issuitableforthatpurpose.Ontheotherhand,“doityourself”
healthsurveillancelikeitwastermedbytheItaliandataprotectionauthorityshouldbeavoidedas
itscontributiontopublichealthsafetyisdoubtful(Carr,2020).

At the data processing level, data quality and security controls are required. Data integrity
weaknessesthatarecommonwhendatafrompersonaldigitaldevicesareusedcanintroduceminor
errorsinoneormultiplefactors,whichinturncanhaveanoutsizedeffectonlarge-scalepredictive
models(Wheeler,2019).

Besides,databreaches, insufficientor ineffectiveanonymization, andbiases indatasets can
becomemajor causesof distrust inpublic health services.Dataprivacy challengesnot only are
technologicalbutalsodependonpoliticalandjudicialdecisions(Carr,2020;Holmetal.,2020).

Requestingorwarrantingaccesstopersonaldevicesforpurposeslikecontacttracingcanbe
moreeffectivethansimplyleveraginganonymizedmobilepositioningdata.However,convincing
providerstoallowaccesstoorevenassistindecryptingcryptographicallyprotecteddata,similarto
whathasoccurredinthe2016UnitedStatesFederalBureauofInvestigation(FBI)-Appleencryption
dispute,maybecounterproductive,especiallywhentheagreementsbetweeninternationalauthorities
andserviceproviderswouldlacktransparencyandproportionality(Carr,2020).

Similartrade-offscouldapplytohealthappsthatrequireuserstoregisterwiththeirnamesor
nationalidentificationnumbers.Nationalauthoritiesshouldrealizethatbecausepersonaldatamight
containvaluableandsensitiveinformationaboutthesocialinteractionsandrecentmovementsof
infectedpeople,thesemustbehandledresponsibly.

Overridingconsentandprivacyrightsinthenameofdiseasesurveillancemayfueldistrustand
ultimately turnout tobedisadvantageous.Therehavebeenreports thatChina’sdigitalepidemic
controlmighthaveworsenedstigmatizationandpublicdistrust.

Thisriskofdistrustisevengreaterincountrieswherecitizensplaceamuchlowerleveloftrustin
theirgovernmentlikeItaly,France,andtheUnitedStates(OECD,2019).Therefore,wheneveraccess
tothesedatasourcesisrequiredandconsideredtobeproportional,asocietyshouldbeadequately
informed(Holmetal.,2020).

Secrecyaboutdataaccessanduseshouldbeavoided.Transparentpubliccommunicationabout
dataprocessingforthecommongoodmustbepursued.

Forinstance,dataprocessingagreementsshoulddisclosewhatdatahasbeentransmittedtothird
partiesandforwhatpurpose.ReportsfromTaiwanhaveshownapromisingwaytoleverageBig
DataanalyticstorespondtotheCOVID-19crisiswithoutfuelingpublicdistrust(Wangetal.,2020;
WMA,2016).Taiwaneseauthoritiesintegratedtheirnationalhealthinsurancedatabasewithtravel
historydatafromcustomsdatabasestoassistincaseidentification.OthertechnologieslikeQR-code
scanningandonlinereportinghavebeenusedalsoforcontainmentpurposes(Wangetal.,2020).

Thesemeasureshavebeencombinedwithpubliccommunicationstrategiesinvolvingfrequent
healthchecksandsupportforthoseunderquarantine(Wangetal.,2020).Theauthorsconsideras
morecountriespreparetousedigitaltechnologiesinthefightagainsttheCOVID-19pandemic,Big
Datatechnology,representedbylarge-scaledatacollectionandintelligentanalytics,isamongthebest
methods,providedappliedappropriately(CommitteeonCommerce,Science,andTransportation,
2020;Wheeler,2019).

VIEWS ON ACCIDENTS ASSOCIATED WITH STATE-OF-
THE-ART AND EMERGING TECHNOLOGIES

In this section, the authors present their views on accidents associated with state-of-the-art and
emerging technologies.The authors note that technological development has alwaysproduced a
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dividebetweentheeconomicadvantagesandsocietalimplications.Thequestionisnotwhetherthe
technologicalprogressincertainwaysdefinessociety,buttheextenttowhichitdoesdefinesociety
(Heilbroner,1967;Lokshina&Lanting,2018a).

Althoughcurrently,dataappearstobethemainelementinthediscussionaboutwide-ranging
ethical implications of information, communications, and computing technologies, this was not
alwaysthecase.Bydefininganotionofethicaloverload,Coates(1982)identifiedwide-ranging
ethicalissuesthatcouldrelatetocomputertechnology.Theconcernswereassociatedwithspeech
recognition,biotechnology,andtheeffectontheworkplacestructurefromworkingathomethat
currentlyhasbecomeanimportantethicaloverloadintheCOVID-19reality,whiletherehasbeen
littlereferencetotheroleofdataitself(Coates,1982).

Thisexampledemonstratesthechallengesrelatedtopredictingtheconsequencesofstate-of-
the-artandemergingtechnologies,evenwhenthesetechnologiesarewell-understoodthemselves.
Theresearchershavedescribedthesechallengesbystatingthatundersimilarcircumstances“the
newimmoralityistoactinignoranceoffutureconsequences”(Coates,1982;Lokshina&Lanting,
2018a;Nunan&DiDomenico,2017).

Althoughphysicalaccidentsandnaturaldisastershaveregularlytakenplaceinsociety,thelatest
complex,embeddedtechnologiesrequirespecialattention.Theauthorsconsiderthatnormalaccident
theorycouldhelpexplaintheconsequencesoftheselatesttechnologies,aswellastheneedfora
betterunderstandingofwhydisastroussituationsandcatastrophiceventsarelikelytotakeplace.

The Normal Accident Theory and Normal Accidents
Inthissubsection,theauthorsfocusonthenormalaccidenttheoryandassociatednormalaccidents.
AnintroductionofthenormalaccidenttheoryhasbeenlaunchedfromthereportforthePresident’s
CommissiononTheAccidentatThreeMileIslandafterthe1979nuclearaccidentatapowerplanton
thatsite(Perrow,1981).Thereportconcludedthattheaccidentwasnotcausedbydiscretetechnical
faultsorhumanerrorsasitcouldhavebeenexpectedbutbyasequenceoforganizationalfailures
thattakeplacewithinsystemslikenuclearpowerplantsthatarecomplex,highlyinteractive,and
tightlycoupled(Perrow,1981).

Therefore, the focus of the document was not on identifying who to blame, but rather on
investigating how organizational failures could develop causing such an accident to take place
(Perrow,1999).Generally,systemsinwhichnormalaccidentscantakeplacehavetwokeyfeatures:
complexinteractivityandtightcoupling(Perrow,1999;Dain,2002;Guillén&Suárez,2010;Palmer
&Maher,2010;Pidgeon,2011).

Complexinteractivityreferstothepossibilityofachainofunknownandunplannedfailuresthat
takeplaceinasequence.Thisiscontrarytolinearinteractivitywhichreferstoaseriesofobvious,
anticipated,andplannedeventsthattakeplaceaccordingtoaknownorder(Perrow,1999).

Linearitydoesnotsuggestthatalinearsystemissimple,i.e.missingcomplexity,butratherthat
eventsarewell-understoodandlinearlytakeplace.Forinstance,aproductionlineforpharmaceuticals
ortheflightofairplanesarelinearsystemsastheseprocessescanbeeasilyexplained;however,they
arenotsimpleatall.

Anaccidentcouldalsotakeplaceinthesecircumstances;however,basedonitslinearnature,
consequencescanbeeasilyidentifiedandfixed.Forinstance,whenanunexpectedsituationtakes
placeinalinearsystemlikeaproductionline,itcanbesimplyidentifiedandcorrectedbythestaff.
Ontheotherhand,complexinteractivitytakesplacewheninteractionsarenotfullyunderstoodby
thestaffwhomusttaketime-constraineddecisionsthatarenecessarytomitigateanaccident(Nunan
&DiDomenico,2017).

Tightcouplingreferstointeractionsthatarediscreteandtakeplaceveryquickly.Therefore,the
partswithinanorganizationalsystemthatistightlycoupledimpacteachotherandtriggerfailures
whichtransformintoanaccident(Nunan&DiDomenico,2017).
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Inthesecircumstances,anaccidentisdefinedasamajor,abnormalsystemfailure,contraryto
anincidentdefinedasaminor,routinesystemfailure.Therefore,anaccidentisafailureoftheentire
systemandnotofacertainpartofthesystem;theoutcomeisthatachainofdiscretesystemfailures
needstoarisebeforeasystemaccidentcantakeplace.

Achallengeforthenormalaccidenttheoryisthatapplicationoftheterm“system”isnotproperly
defineddespiteitsnotionisplacedinacenterofthetheory(Shrivastavaetal.,2009).However,
applyingthisterm,thenormalaccidenttheorycanchangeitsfocusfromadiscretefailure,i.e.a
failureofacertainpartofthesystemincludinghumanerror,toafailureoftheentiresystem.This
meansthatnowanorganizationalsystemwheretheaccidentcantakeplaceistheprimarycauseof
anormalaccident,andnotthestaff(Cummings,1984).

Theterm“normalaccident”meansthatunderspecificcircumstancesanaccidentcanbecome
inevitable.Thisdefinitioncreatedanimportantdisagreementbetweennormalaccidenttheoristsand
high-reliabilityacademicssincehigh-reliabilitythinkerssuggestedanoptiontodesignorganizational
systemsthatarecomplex,highlyinteractiveandtightlycoupled,andadditionally,abletosurvivea
normalaccident(Roberts,1990;Sagan,1993;Rijpma,1997;Perrow,2008;Shrivastavaetal.,2009).

Normal accident theorists responded that numerous incidents, even complex incidents like
multiplesystemfailures,canbepreventedwhileanormalaccidentisinevitableduetoafailureofthe
entiresystem(Perrow,2009;Shrivastavaetal.,2009).Therefore,themainmessageofnormalaccident
theoristsisnotaboutavoidingtheriskbutonhowtodealwiththeconsequencesofanormalaccident.

Thissuggestionhasput inquestiontheoverallrelationshipbetweentechnologyandsociety;
however,thenotionofthenormalaccidenttheoryremainedthesame.Forinstance,disasterscausedby
naturalsourceslikepandemicsknowninthepastandCOVID-19;catastrophespromptedbyindustrial
andtechnologicalsourceslikeformeraccidentsatnuclearpowerplants;anddevastationscaused
bydeliberatesourcesliketerrorismandmaliciousactsofviolence,havebeeninevitableandeven
growing:someofthemcouldhavebeenidentifiedandnarrowed,butneverescaped(Perrow,1999;
Lokshina,2001;Nunan&DiDomenico,2017;Bloomberg,2020;Pillinger,2020;Science,2020).

Thenotionthatanormalaccidentislikelytotakeplaceinanorganizationalsystemhasmarked
thenormalaccidenttheoryagainstallothertheoriesconcerningtechnologyrisk.Therefore,inthis
paper,theauthorsapplythisviewtothewide-rangingethicalimplicationsofBigDatatechnology.

Normal Accidents Associated with Big Data Technology
Inthissubsection,theauthorsdefinenormalaccidentsassociatedwithBigDatatechnology.The
authorsdonotsuggestthatBigDatatechnologycancreatenormalaccidents.Instead,theyassume
thatBigDatacanplayacriticalroleinshapingorganizationalsystemswherenormalaccidentsare
possibletotakeplace.Todemonstratethisassumption,theyanalyzeBigDatatechnologyagainstthe
fundamentalsofthenormalaccidenttheory,i.e.complexinteractivityandtightcoupling.

Besides,theauthorsexpandthenormalaccidenttheorybyconsideringspecificcircumstances
inemergingdatacentricbusinessorganizationsthatcanenableorbeenabledbyBigDatatechnology
wherenormalaccidentsarelikelytotakeplace.Theyalsoinvestigateuncertaintyanddistrustcreated
byBigDatatechnologyinadigitalsocietysincetheconsequencesofnormalaccidentswouldhave
tobeweighedagainsttheeffectivenessandvalueachievedbysocietyfromthedeploymentofthis
technology.

Therefore,first,theauthorsstatethatBigDatatechnologydisplaysfeaturesofatightlycoupled
system.Suchanargumentseemslikeacounter-intuitivestatementconsideringthattheInternetisa
prototypeofalooselycoupledsystemthathasbeenengineeredtosurvivethedestructionofsome
ofitspartsinaColdwarera.

However,thereisatightlycoupledinfrastructure,independentoftheInternetbutonlyusing
it,whichstandsbehindBigDatatechnologyandcompaniesthattietogetherdatacentricbusiness
organizations,dependentonthistechnology.Theauthorsalsonotethereisanongoingtransitionfrom
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datacentricbusinessorganizationsthatcouldcontroltheirtechnologystacktowardcloudcomputing
wherestorageandprocessingpowerareprovidedasservice.

Whiledatacentricbusinessorganizationscoulddevelopsoftwaretogatherdata,tomaximize
efficiency they become more dependent on the deployment of large data centers operated by
companiesprovidingcloudserviceslikeAmazon,Microsoft,orGoogle.Forallbutverylargebusiness
organizations,boththeefficiencyandflexibilityofferedbythesemultibillion-dollardatacenters
makeitaprerequisitetoapplythird-partystorageandlikelycomputingtechnology(Lokshinaetal.,
2018a;Nunan&DiDomenico,2017).

However,whenthereisafailureindatacenters,theconsequencesarefarmorewide-ranging,
unexpected, unpredictable, and dramatic than when datacentric business organizations use their
own,distributedinfrastructurethatalso,theycancontrol.Forinstance,anaccidentallossofdata
byasoftwaredeveloperwhobalancedtrafficbetweenmanyserversusingAmazonWebServices
onChristmasEve2012,resultedinasequenceoffailures thatmadeonlineservices likeNetflix
unavailableonChristmasmorning(Cockcroft,2012).

Intheirexplanationofthefailure,Amazonhashighlightedthatonlyasmallteamofsoftware
developershadaccesstothisdata;atfirst,thesoftwaredevelopersdidnotrecognizeanerror;and
initially,theentiresoftwaredevelopmentteamwasmystifiedbyanerrormessagegeneratedbythe
system(Amazon,2012).However,theproblemwasresolvednotwiththeuseoftechnicalresources,
butbyimplementinganewprocesstoensurethatchangestothesystemaredouble-checkedtoavoid
accidentallossofdatainthefuture.

Second,theauthorsnoteconcerningloosecouplingthatadistributedmethodbywhichBigData
hasbeencollectedandstoredcreatedintrinsiccomplexityamongnumerousdatacentricbusiness
organizations and various technologies. Returning to a previous example of Netflix’s failure,
theauthorsnote thatNetflixwasdependentontheinfrastructureofanotherdatacentricbusiness
organizationtodelivermuchofitscontent.Besides,Netflixwasreliantonthebusinessorganization
withwhomitcompeteddirectly,i.e.Amazon’sInstantVideoservice.

Whileafewdatacentricbusinessorganizationscanachieveverticalintegration,mostofthem
havebecomedependentonagrowingnetworkofthird-partytechnology(Lokshinaetal.,2019a;
Nunan&DiDomenico,2017).Takingahypotheticalexampleofamid-sizeonlineretailingcompany,
besideshostingitswebsite,itsdependenceonotherwebsites,i.e.third-partytechnology,couldinclude
paymentserviceslikecreditcardcompanies,PaypalandApplePay;integrationwithsocialmedia;
contentdeliverynetworkstoprovidevideocontent;integrationwithathird-partycustomerrelation
management (CRM)services; courier anddelivery services;webanalytics toolsandadvertising
servers;etc.(Lokshinaetal.,2019a;Luetal.,2014).Besidescomplexitythatisessentialfordata
collection,thereisalsoagrowingconcernovereffortstofindqualifiedemployeeswhocaneffectively
analyzedata(Brownetal.,2014).

Third,theauthorsstatethatadistinctfeatureofanormalaccidentandBigDatatechnologyisa
lackofsharedunderstandingoverrisks.Datacentricbusinessorganizationsthathavebeenpreviously
usedasexamplesofanormalaccidentmaybedesignatedassystemsthathaveunderstoodwhatcan
createanaccident,althoughtheywouldlikelydisagreeontheextenttowhichitcanbeconsidered
asanormalaccident.

Besides,datacentricbusinessorganizationsthatfrequentlycollectedlargeamountsofdatawere
governmentsthatareexpectedtobemotivatedtorespectdataprivacy.Boththelackofcommercial
incentivesandrestrictedaccesstodatahasimpliedanincreasedlevelofcontroloverdatabydatacentric
businessorganizations.Instead,commercialrequirementsthatenableorareenabledbyBigData
technologyhavebeendevelopedaroundtwofundamentalprocesses:datacollectionwithconsequent
analysis,i.e.dataanalytics,anddatasharing(Lokshina&Lanting,2018b;Nunan&DiDomenico,
2017;Marr,2015;Sedayao&Bhardwaj,2014).
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Theauthorsconsiderthistransformationhasestablishedadifferentculturewithrisksfordata
privacy.Besides,ithasputpressureonprocessesthatgenerateacommercialvaluewhichcanlikely
triggernormalaccidentsthattheauthorsinvestigateinthispaper.

VIEWS ON DATA ACCIDENTS ASSOCIATED WITH BIG DATA TECHNOLOGy

Inthissection,theauthorssuggestthatnormalaccidentsassociatedwithBigDatatechnologyhave
particularfeaturesthatmakethemdifferentfromphysicalaccidentsthathavebeendiscussedinthe
normalaccidenttheory(Perrow,1999;Snook,2000).Theterm“data”isusedonpurposeinsteadof
theterm“information”asBigDatahasbeenassociatedwithunstructureddata,i.e.dataasopposed
tostructureddata,i.e.information.

Fromatechnicalviewpoint,applyingstructuretodatarequiresdefiningparticularfeaturesof
datatogatherbeforeadatacollectionprocessisstarted.Forinstance,itmustbedefinedinadvance
thatcertaindataiseitheranimage,sound,ortext;oritisaname,currency,time,etc.

Theprocessofstructuringdatabeforeitscollectionindicatesthatsomeconsiderationwasgranted
tothefinaluseofdata.Thismaybeasemanticviewpoint,butreallyhelpfulpositiontoreinforcethe
mainstandardofBigDatatechnologyinformingthatdatacanbegathereddespite,andpotentially,
withoutknowledgeof,theaimforitsfinaluse(Anjaria&Mishra,2017;Lokshina&Lanting,2018a;
Nunan&DiDomenico,2017).

Additionally, theauthorsstate thatdataaccidentsassociatedwith largescaledatacollection
shouldbeconsideredbasedonthefollowingclassification:

• Systemicdataaccident involvinga systemic incompleteorunreliablecollectionofdataand
limitationsintheinterpretationofdata,suchas
◦ Systemicdataaccidentinvolvingasystemicincompleteorunreliablecollectionofdata,i.e.

▪ Systemicdataaccidentresultingfromthesystemicincompletecollectionofdata,and
▪ Systemicdataaccidentresultingfromthesystemicunreliablecollectionofdata.

◦ Systemicdataaccidentresultingfromsystemiclimitationsintheinterpretationofdata.
• Dataaccidentinvolvingreliablycollectedandcorrectlyinterpretabledata,suchas

◦ Dataaccidentresultingfromviolationsofdatasecuritycompromisingauthorizedaccessto
data,i.e.“denialofservice”.

◦ Dataaccidentresultingfromviolationsofdatasecuritycompromisingdataprivacybyan
unauthorizedreadaccesstodata,i.e.
▪ Dataunintendeddisclosure,violatingdataprivacybyexposingconfidentialdata,where

disclosurehaslimitedconsequencesfortheorganizationandothers,and
▪ Dataunintendeddisclosure,violatingdataprivacybyexposingconfidentialdatawhere

disclosurehasseriousconsequencesfortheorganizationandothers.
◦ Datatheftcompromisingdataprivacybyunauthorizedaccesstodata,i.e.

▪ Dataleak,undetectedunauthorizedaccessviolatingdataprivacy,
▪ Datadisclosureblackmail,whereviolatingdataprivacyisusedasalevertounlawfully

obtainfundsorotherbenefitsorconcessions,and
▪ Dataexposure,whereviolatingdataprivacyisatooltointentionallyexposedata.

◦ Data accident resulting from violations of data security compromising data validity by
unauthorizedmanipulativeaccesstodata,i.e.
▪ Dataintegrityloss,undetectedunauthorizedmanipulativeaccessviolatingbothdata

privacyandintegrity,
▪ Datadestructionblackmail,whereunauthorizedmanipulativeaccesstodataisusedas

alevertounlawfullyobtainfundsorotherbenefitsorconcessions,and
▪ Dataintegrityloss,unauthorized,irrecoverablemanipulativeaccessviolatingboth

dataprivacyandintegrity.
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Severalimportantexamplesofdataaccidentsassociatedwithlargescaledatacollectionthat
demonstrate therelevanceanduseof theproposedclassificationareconsidered in thefollowing
subsections. These examples include systemic data accidents involving a systemic incomplete
orunreliablecollectionofdataand limitations in the interpretationofdatacorresponding to the
COVID-19datacollection,interpretations,anddecisionsthatareconsideredasspecialcasedata
accidentsassociatedwithBigDatatechnology;aswellasdataaccidentsinvolvingreliablycollected
andcorrectlyinterpretabledata,containingundetectedunauthorizedaccessviolatingdataprivacylike
intheManningandSnowdendataleakscenarios,alongwithviolationsofdatasecuritycompromising
bothdataprivacyandintegritybyunauthorizedmanipulativeaccesstodatalikeintheJohnson&
JohnsonandtheWorldAnti-DopingAgency(WADA)datamanipulationscenarios.

Systemic Data Accidents
Inthissubsection,theauthorssuggesttheCOVID-19data,thefollowinginterpretations,anddecisions
derivedfromtheseinterpretationsshouldbedefinedassystemicdataaccidentsassociatedwithBig
Datatechnology.Theseshouldbeconsideredasspecialcasedataaccidentsbecausetheproblemsin
largescaledatacollectionandinterpretationsareknown,butconsideredinevitable;andtheresulting
interpretationsandextrapolationsareconsidered“best-effort”,“thebestwehave”,or“theallweget”.

Additionally,theCOVID-19dataismostlygatheredvoluntarily;therefore,itispossiblyoreven
likelyincomplete.Also,theCOVID-19datacanbeincompleteduetoerrorsbeforedataiscollected,
i.e.somepeopledyingathomeorinanelderlyhomewhichmaybeconsideredratheras“natural
death”thanastheCOVID-19fatalities.Additionally,theCOVID-19datacanbeincompletebecause
oftheinitialanonymizationofdatawhichmaysuppressbothseverityandhistoricaldata,i.e.the
numberofpeopletestedmaybeunknownwhenonlythenumberoftestsisrecorded.

Besides,thereisfeedbackbetweencollecteddata,interpretations,extrapolations,resultingactions,
andtheeffectonthecontaminationand,consequently,onthecausesbehindthesourcesofproperly
collecteddata,whichconstitutesadifficultytoassessthechallenge.Thiseffectonthedatasources
makesitsimilartonon-systemicdataaccidentslikescenariosofsuspectedsilentmanipulation,i.e.
whenmanipulationissuspectedbutbothnatureandscopeareunknown.Nevertheless,itiscritically
importanttodefinetheCOVID-19data,thefollowinginterpretationsanddecisionsderivedfromthese
interpretationsasdataaccidentssinceimplicationsofproblemswithlargescaledatacollectionand
interpretationsareneitherpreventinglocal,regional,andnationalauthoritiesnorstoppingdatacentric
businessorganizationsfrommakingcrucialdecisionssuchasnumbersofrequiredhospitalbedsor
intensivecareunit(ICU)bedsbasedonextrapolationsfromthisdata.

Thefeedbackbetweenextrapolations,strategy,actions,reductioninCOVID-19spreading,and
forinstance,thenumberofrequiredventilatorsisalsoaproblem.Thenumberofventilators,being
builtintheUnitedStatesislikelybasedonagrossover-estimationofrealneed,withoutconsidering
changesinboththetherapyandspreadduetomeasurestoreducethespreadingoftheCOVID-19
pandemic.

Besides,inassessingtheCOVID-19fatality,certainconfusioniscausedbyfailingtodistinguish
COVID-19cases fromCOVID-19 infections.Thecase fatality rate is computedbydividing the
numberoffatalitiesbythetotalnumberofconfirmedcases.ButtoobtainanaccurateCOVID-19
fatalityrate,thenumberinthedenominatorshouldbethenumberofinfectionsinsteadofthenumber
ofconfirmedcases.Intheearlydays,onlypartofinfectedpeoplewasidentifiedasconfirmedcases
thatresultedinaninaccuratefatalityratewhichdrovepublicpolicy,andsowedfear,andtriggered
thewidespreadlockdowns.

Thelockdownshaveseriouseffectsonpublichealth.TheUnitedNations(U.N.)estimatedthat
130millionadditionalpeoplewillstarvethisyearbecauseofeconomicdamageresultingfromthe
lockdowns(Givetash,2020;U.N.,2020).Also, theparentsstoppedbringingtheirchildreninfor
immunizationagainstdiseaseslikediphtheria,pertussis,andpolio.Manypatientswhohavehadcancer
andneededchemotherapystoppedcominginfortreatment,andtheothersskippedrecommended
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screeningordiabeticmonitoring.Additionally, the lockdownshaveseverepsychologicaleffects,
especiallyamongyoungadultsandchildren,whoaredeniedmuch-neededsocialization.

In theseexamples, the local, regional,andnationalauthoritiesareawareofproblems in the
COVID-19datacollectionandresultinginterpretationsandextrapolations.Therefore,themainissue
raisedbytheseinstancesisthatsinceauthoritieshaveapprovedtheCOVID-19datamanipulation
givenincompletedatacollectionandlimitationsinitsinterpretationthatimpactboththederived
decisionsandpublicopinion,thenhowsocietycanexpectthatcommercialapplicationsofBigData
technologywillnotsufferfromsimilarsituations.

Noncommercial Data Accidents
In this subsection, the authors considernoncommercialdata accidents associatedwithBigData
technology.First,keepinginmind(Perrow,1999),theauthorsexaminetworecentexamplesofdata
lossaccidentsthathavebeendescribedintheliterature.Bothexamplesareinstancesofinformation
leaksthattookplacethroughtwoindividualsassociatedwithUnitedStatesgovernmentorganizations.

OnecaseisassociatedwithBradley(Chelsea)ManningwhohasbeenleakingUnitedStates
diplomaticcablestoWikileaks.TheothercaseisassociatedwithEdwardSnowdenwhohasbeen
leakingclassifiedNationalSecurityAgency(NSA)dataandprocedurestovariousmediaorganizations
(Nunan&DiDomenico,2017;Shaneetal.,2017).Theseinstancesdonotillustratedirectcommercial
useofBigData;however,theycanhelpinvestigateissuesaroundkeyfeaturesofdataaccidents.

TheauthorsnotethatintheManningandSnowdenscenariostheterm“accident”isusedto
describeoutcomeswhenoriginaldatalosseshavebeencausednotby“accidental”systemfailuresbut
unexpectedinteractionsinorganizationalsystems.Nevertheless,theauthorsconsiderthesescenarios
wereaccidentsastheywerecausedbythefailuresofentiresystemsdesignedtopreventdatalosses,
notbydiscreteevents(Szoldra,2016;Shane,2019;Shaneetal.,2017).

LikewithapreviousscenariogivenforAmazon(Cockcroft,2012),dataaccidentshavetakenplace
byacombinationofunexpectedfailures.IntheManningcase,theWikileaksincidenthastakenplace
overajuniorstaffmember,Bradley(Chelsea)Manning,whohascopieddata,primarilydiplomatic
cables,toaCD-ROMandthencontactedmedia(Leigh,2010;Goel,2017;Shaneetal.,2017).

IntheSnowdencase,theprecisemethodbywhichEdwardSnowdenhasretrieveddatafrom
theNSAdatabasesremainsunknown,thoughitincludedcopyingdatafromacomputertoaUSB
memorydrive(Waterman,2013;Shane,2019;Shaneetal.,2017).Thissimplemethodhasnotbeen
takenintoconsiderationbecausecomputersusedtostoresensitivedataandconfidentialinformation
areexpectedtohaveUSBportsdisabled.

Whatis important, thefact thatanyoftheManningandSnowdendataaccidentstookplace
unidentifieduntildatawasleakedtomedia.Whileaccessinganddownloadingdata,thefullmeaning
ofSnowdenleakshasbeenunclearduetouncertaintyinscopeandSnowden’sintentiontopublicly
distribute.

Inbothexamples,authoritieshavebeenunawareofdatalossuntilitwasleakedtothemedia.
Besides,ithasnotbeenperformedbyaforeigngovernmentoracriminalorganizationthatinvolves
multipleactors.Instead,ithasbeenperformedbyasinglejuniorstaffmemberwhoconductedregular
organizationaltasks;however,couldquicklyaccessandtransferlargedatavolumes.Therefore,the
authorssuggestthemainissueraisedbytheseinstancesisthatifsinglejuniorstaffmembersinhigh-
securityorganizationscouldaccess,downloadandcirculatelargedatavolumes,withmuchofit,
likeintheSnowdenscenario,classified“TopSecret”,thenhowsocietycanexpectthatcommercial
applicationsofBigDatatechnologywillnotsufferfromsimilarsituations.

Next,theauthorsexaminetworecentexamplesofdatamanipulationaccidentsthathavebeen
describedintheliterature.Bothexamplesareinstancesofdatabasebreacheswhendatahasbeen
accessedandalteredinplace,posingaseriousthreatforinvolveddatacentricbusinessorganizations
andconcernedindividuals(Carr,2020;Lokshina&Lanting,2018b).
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OnescenarioisassociatedwithdatamanipulationinoneofJohnson&Johnson’sinsulinpumps
in2015,whichenabledhackerstoadministeranoverdoseonuserswithinsulin.Theotherscenario
concernsRussianhackerswhobreachedtheWorldAnti-DopingAgency(WADA)systemsin2016,
changedinplacemedicaldataofmanyathletes,andthencirculatedthisaltereddatadamagingtheir
reputation(Carr,2020).TheseinstancescannotillustratedirectcommercialuseofBigData;however,
theycanhelpinvestigateissuesaroundkeyfeaturesofdataaccidents.

Healthcare and pharmaceutical industries are at risk of data manipulation accidents when
patients’livesareaffectedbytamperingwithdataonwhatmedicationsthepatientsareprescribed,
howoftentheyshouldtakethemedications,andwhatallergiesthepatientshave.Whenhealthcare
dataismanipulatedonalargescalecausingagreatdealofharm,thisisconsideredcyberterrorism
(Carr,2020).

Datamanipulationaccidentsnotonlypromptdatacentricbusinessorganizationstolosetheir
profitsandcustomers,orpatients,orusers,butalsoshowhowcybersecurityandpublichealthand
safetyareincreasinglyconnected.IntheJohnson&Johnsonscenario,asecurityvulnerabilityinone
ofitsinsulinpumpsenabledmaliciousactorstooverdoseseveralpatientswithinsulin(Carr,2020).

Datamanipulationaccidentscreateopportunities tochangereality forsmearcampaigns.By
accessingdatainorganizationalsystemsandalteringitinplace,datamanipulationaccidentsareused
todestroythepersonalandprofessionalreputationsofvariousindividuals.IntheRussianhackers’
scenario, theWADAsystemshavebeenbreachedandthemedicaldataofmanyfamousathletes
havebeenchangedinplaceandthenreleased(Carr,2020),withaclearobjective,maskingusageof
forbiddenenhancingproductsandproceduresbyothers.

Additionally,datamanipulationaccidentsareintendedtoinfluencepublicopinionsandimpact
decisions.Whendataischanged,inevitably,choicesmadebasedonthisdataarealsomanipulated.
Byperformingcalculatedalterationstodata,thedecision-makingprocessofpeoplewhousethis
datacanbestrategicallycontrolledbymaliciousactors(Carr,2020).

Intheglobalraceforthedevelopmentofavaccine,understandingvaccineresearchandother
specificsaboutthepandemichasbecomeamaintargetforintelligenceagenciesaroundtheworld.
Currently,“state-backedhackers”morelikelytofocusonhighlysensitiveinformationsuchasthe
COVID-19vaccineresearchratherthanjustorganizationaldata.Forinstance,throughout2020,a
Russianstate-backedhackinggroupknownasAPT29targetedvariousmedicalorganizationsinvolved
intheCOVID-19vaccinedevelopmentinCanada,theUnitedStates,andtheUnitedKingdom,to
accessdata in theirorganizational systems touse, leak,ormanipulate (Fox&Kelion,2020). In
September2020,theinternationalvaccinesupplychainwastargetedbycyber-espionagetoaccess
datainitsorganizationalsystemstouse,leak,ormanipulate.Theattackers’identitywasunclear,but
thesophisticationoftheirmethodsindicatedanation-state,accordingtoIBM.Itfollowedwarnings
fromgovernments,includingtheUnitedKingdom,ofcountriestargetingaspectsofvaccineresearch
(Corera,2020).

Intheseinstances,datamanipulationhasbeenperformedbyaforeigngovernmentoracriminal
organization,involvingmultipleactors.Therefore,theauthorssuggestthemainissueraisedbysuch
instancesisthatifmaliciousactorscouldaccessdatainorganizationalsystems,alterdatainplace
andthencirculate,thenhowsocietycanexpectthatcommercialapplicationsofBigDatatechnology
willnotsufferfromsimilarsituations.

Commercial Data Accidents
Inthissubsection,theauthorsconsidercommercialdataaccidentsassociatedwithBigDatatechnology.
Theauthorsnote this isdifficult todirectlyestimate thepotential forcommercialdataaccidents
becausefirstly,unlikeintheManningandSnowdenscenariosdiscussedearlier,mostcommercial
dataaccidentsarenotmadepublic.Secondly,commercialdataaccidentshavethekeyfeaturesthat
distinguishthemfromtraditional“physicalaccidents”discussedearlieraswell.Thesefeaturesmake
dataaccidentsverydifficulttoidentify,assess,andremedy.
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Thefirstdifferenceistheabsenceofphysicalartifactsthatmakesdataaccidentsextremelydifficult
toidentifywhentheytakeplace.Inpriornoncommercialdataaccidentscenarios,thefirstindication
thatdataaccidentstookplacebecameafactthatdatawasusedatthetimeitwasused.Therefore,
ifasequenceofincidents,i.e.minorfailuresinvolvedinanuclearaccident,couldbeidentifiedata
physicallocation,dataaccidentscanbeonlydiscoveredbythefollowingdatauses.

The seconddifference is that the consequencesofdata accidents areneithergeographically
specificnorgeographicallypositioned.Datacentricbusinessorganizationsthatcollectdatacanbe
nationwide,atleastinstandardlegalterms,buttheInternetandBigDatatechnologyenablethemto
collectdataonpeoplefromaroundtheworldwithveryfewlimitations.

Oncedata is lost, legally,or illegitimately, itcanspreadallover theworldveryquickly.An
absenceofgeographicalbordershassomeconcernsintermsofauthoritywhenitappliestoboth
reducingtheconsequencesofdataaccidentsandstoppingthespreading(AllenandOvery,2013).

The thirddifference is thata specific timewhen theconsequencesofdataaccidentscanbe
identifiedisverydifficulttoforesee.Afterphysicalaccidentstookplace,theconsequencescanbe
estimatedatacertainlevel.However,afterdataaccidentstookplace,theconsequencescanbeonly
noticedduetothefollowingspreadingofthisdataanditsanalysis(Lokshina&Lanting,2018a;
Nunan&DiDomenico,2017).Andeventhen,theconsequencescouldlastforyearsinthefutureas
newmethodsofdataanalysiscanbecomeavailable.

Application of Normal Accident Theory to Real Data Accident Scenarios
Inthissubsection,theauthorsinformthatcertainresearchersbelievethatthenormalaccidenttheory
haspotentiallimitstobeeffectivelyappliedtorealdataaccidentscenariosassociatedwithBigData
technology.Theseresearchersmentionthatthemainlimitationisthelackofrealnormalaccidents
proposedbythenormalaccidenttheory.Theyconsiderthatmanydatacentricbusinessorganizations
arehighlyreliableandcanavoidnormalaccidents(LaPorte&Consolini,1991;Levesonetal.,2009;
Leveson,2016).Forinstance,Shrivastavaetal.(2009)indicatedthattheabsenceofsystemaccidents
foreseenbyPerrow(1999)demonstratedthatsomepotentialscenariosofsystemaccidentscouldbe
atsomelevelattemptstomanipulatedatatopromotethenormalaccidenttheory(Shrivastavaetal.,
2009;Leveson,2016).

ManyresearcherssuggestthattheY2Kscenariocanbeusedtoillustratethepotentiallimits
fortheapplicationofnormalaccidenttheorytorealdataaccidents.TheY2Kproblemhasbeena
normalaccident,whichinmanycaseswasdesignedoutbeforeittookplace.Additionally,theY2K
scenariowasanormalaccidentthatdemonstratedkeyfeaturescomparabletoBigDatatechnology.
Therefore,formanyresearchers,theY2Kscenariobecamethefirstexampleofconsideringthemoral
andsocietalimplicationsofstate-of-the-artandemergingtechnologies(Nunan&DiDomenico,2017).

However,therealimplicationsoftheY2Kscenariowereratherinsignificantwhencompared
withtheanticipatedextremeoutcomes(MacGregor,2003).Therefore,theauthorscanagreethatthe
casefordataaccidentsisatsomelevelcompromisedbytheshortageofrealdataaccidents.

Perrow(2008)evaluatedanalogousconsequencesinthecontextofthenuclearindustry(Perrow,
2008).Theinterpretationwasthatsocietalpressuredespiteonlyafewaccidents that tookplace,
helpeddeveloparegulatorysystemthatmadeithardtoestablishnuclearpowerasanenergysource.
Therefore,apartfromFranceandJapan,nuclearpowercontinuestoremainarestrictedpowersource.
Additionally,thisregulatorysystemservedtocreateaverydifferentmanagementstructurewithhigh
costs,amoratoriumonnewnuclearpowerplantconstruction,andgovernmentownership(Perrow,
2008).Besides,thisregulatorysystemrevealedconsiderablecoststodecommissionnuclearpower
plantsandsites.

Therefore,keepinginmindtheFukushimanuclearaccidentinJapan,theauthorsassumethat
Perrow(1999)simplysuggestedinsufficienttimeframes.Theauthorsinformthatthenotionremains
thesame,i.e.thenormalaccidenttheorycanbeeffectivelyappliedtorealdataaccidentsassociated
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with Big Data technology. Additionally, the authors notify that underestimating the potential
consequencesofstate-of-the-artandemergingtechnologiesduetounexpectedandinevitablefuture
isunwiseandrisky.

Successful Risk Mitigation Strategies
Inthissubsection,theauthorsdiscusswhatshouldbedoneifdataaccidentswouldtakeplace.For
physicalsystemswheretheriskiscatastrophicandtheconsequencesoffailurescangreatlyoffsetthe
potentialadvantages,Perrow(1999)suggestedthatsuchsystemsmustbeterminated(Perrow,1999).
However,Perrow(1999)alsoadmittedthatinpracticethisrecommendationcouldbeunfeasibleand
lessproductive(Perrow,1999;Lokshina,2001;Nunan&DiDomenico,2017).

Inhistheory,Perrow(1999)assumedthattheriskofemergingtechnologiescanbeassessed
(Perrow,1999;Lokshina,2001).However,giventheabstractionofdataaccidents,acomprehensive
andsensibleriskanalysisofdataaccidentsisfromverydifficulttoimpossible.Additionally,the
greaterintegrationofdatagatheringandanalysisprocessesinthesociallifeindicatesthatthefuture
directionofBigDatatechnologymovestowardsevenbiggerdata.However,theauthorsinformthat
thevolumeandscopeofBigDataand thepresenceof technology thatpotentiallyenablesmore
effectivedataanalysisandstoragewillnotincreasetheriskofdataaccidents.

Instead,theriskofdataaccidentscanarisefromuncertaintyanddistrustthatsurroundthedata
gatheringprocesscreatingamodern“gold-rush”situationwhendatacentricbusinessorganizations
withthelargestdatacollectionscanwin,evenwhenthecommercialvalueofvolumedataremains
unknown.

Oneriskmitigationstrategycanbetoacceptthecostsderivedfromreducingdataprivacyand
advantagesobtainedfromreducingpublicinformationasymmetry.However,itcannotbeachieved
withoutcompromisingthelegalandregulatorysystemthatgovernscustomerdatacollectionandusage
(CommitteeonCommerce,Science,andTransportation,2020;Lokshinaetal.,2019a;Nunan&Di
Domenico,2017).Theentirehistoryofgoverningcommercialactivitiesassociatedwithconsumers
demonstratesthattheregulationtakesplace“witharear-viewmirror”andwithanticipatedretroactive
consequencesliketheregulationofpharmaceuticalsandtobacco.Therefore,changesmadetothe
regulatorysystemmaytakeplaceretrospectively.

Another,morechallengingriskmitigationstrategycanbetoestablisharelationshipbetweendata
gatheringandregulation,althoughthepaceofregulationisoftenpushedbythelobbyingpowerof
concernedindustriesandeffectiveenforcement.First,thereisanunderstandingamongpolicymakers
thatthecurrentregulationsareinadequategiventhatconsumersthemselvesaremuchinvolvedindata
collectionanduse(Lokshina&Lanting,2018a).Second,thereareconcernsabouttheenforcement
ofregulationinthesettingwhendatashowincreasinglycross-borderfeaturesandtherelevanceof
regulationisunclear(Nunan&DiDomenico,2017).

Third,duetosocialnetworksandotheronlineservicesoperatinglikeserviceorganizationsand
presentingthemselvesaspublicserviceswhiletryingtoavoidappropriateregulationandlegislation,
theyshouldbepossiblysubjecttoregulationlikeregularbusinessorganizations(Bygrave,2014).
Finally,theregulationitselfisgoingthroughatransformationprocesswhentheregulationbecomes
notonlymorecommonbutalso thespiritofregulationchanges(Bygrave,2014;Lokshinaetal,
2019a;Nunan&DiDomenico,2017).

DISCUSSION AND CONTRIBUTIONS

Inthissection,theauthorsprovideadiscussionofthewide-rangingethicalimplicationsofBigData
technologyinadigitalsociety,followedbythemajorcontributionsofthispaperintheliterature
aswellasingeneralinformationtechnology(IT)andbusinessdomains.Therefore,inattemptsto
foreseefutureorganizationalenvironmentsorbusinessecosystems,theauthorsaccepttheriskaswhen
discussingpotentialdataaccidents,theauthorsusehypotheticalscenariosandpotentialimplications.
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Theauthorsdonotintendtopredictfuturedataaccidentsbecauseattemptstopredictwouldbe
misinterpretingtheinevitableandunexpectednatureofdataaccidents.Besides,theauthorsconsider
thatpotentialdataaccidentsthatcanbeforeseencanbemonitoredandmitigatedaswell.

Additionally,theauthorsemphasizethattheterm“normal”isusedfordataaccidentstoindicate
thatdataaccidentsareinevitable.Therefore,asthenormalaccidenttheorysuggests,dataaccidents
havethepotentialtotakeplace.However,thenormalaccidenttheorydoesnotdeterminewhenand
howthesedataaccidentscantakeplace.

Theterm“mitigation”doesnotrefertospecificinstances,i.e.topreventinganotherdataleak,
datamanipulation,orfinancialmeltdown;butinstead,itsuggestsreassessingbasicorganizational
environments,wherenormalaccidentshavethepotentialtotakeplace.Themitigationstrategiesmust
addressessentialrequirementstosimplifyanddecoupletheseorganizationalsystems,orbusiness
ecosystems(Leveson,2017;Nunan&DiDomenico,2017).

TheauthorsfocusonthenotionofnormalaccidenttheoryandBigDatatechnologyconcerning
mitigationstrategies.Themitigationstrategiesrequiretochangeboththeacceptancemeasureand
thedegreeoforganizationalunderstandingthatcreatestoleranceonlywhenpotentialconsequences
ofdataaccidentsassociatedwithBigDatatechnologyhavebeenaddressed,alsokeepinginmind
thatthefeaturesofpotentialdataaccidentsaredistinctanduncertain.

Therefore, the authors suggest that Big Data technology creates externalities that generally
canbe influencedby relevant regulatoryprocesses.However, thedistinct anduncertain features
of data accidents together with technical and commercial limitations associated with Big Data
technology,developchallengesforeffectiveregulation(Lokshinaetal.,2019a).Accordingly,the
authorsdemonstratethenotionbyusingtheentireprocessofupdatingdataprotectionlegislationin
theEuropeanUniontoreplacethecurrentlyoutdatedregulationfromthe1990sandtostandardize
legislativeapproachestodataprivacyacrosstheEuropeanUnionandassociatedcountries(Ashford,
2014;Jainetal.,2016;Lokshinaetal.,2019a).

First,achallengeofregulationacrossbordershasledtoattemptstoapplyregulationtothemajor,
UnitedStates-based,socialnetworks.However,thisresultedinproblemsrangingfromthepractical
concernsoverthelimitationsoftheremitofnationalauthoritiestothethreatsofatradewar(Farivar,
2014;Moloketal.,2012;Nunan&DiDomenico,2017).

Second,theattemptstoregulatetheabilityofdatacentricbusinessorganizationstogatherdatain
aformatthatenablesBigDataanalysis,i.e.dataanalytics,haveraisedissuesaboutthelevelatwhich
societyissupportiveoractivelyopposedtosuchdatacollection.Forinstance,ifthenewEuropean
UnionregulationcouldresultinGoogleandFacebooklimitingtheirfeaturesorevenwithdrawing
fromtheEuropeanmarket,howlikelytheconsumerswouldappreciateimproveddataprivacyfor
themselvesandothersorrathercriticizetheEuropeanUnionforlimitingthescopeoftheironline
activities?(Lokshina&Lanting,2018a,b).

Accordingly,theauthorssuggestthatdatacentricbusinessorganizationsmayhavetochangetheir
privacy-relatedpracticesastheselookincompleteand,maybe,insufficienttomeettherequirements
ofthenewEuropeanGeneralDataProtectionRegulation(GDPR)-Regulation(EU)2016/679of
theEuropeanParliamentandoftheCouncilof27April2016ontheprotectionofnaturalpersons
abouttheprocessingofpersonaldataandonthefreemovementofsuchdataandrepealingDirective
95/46/EC(OfficialJournaloftheEuropeanUnion,2016;EuropeanCommission,2018;Lokshina
etal.,2019a).

Theauthorsnotethatthereareproposalsfordifferentapproachesthatputcollecteddataatand
underthecontroloftheusers.Forinstance,theapproachproposedbyTimBerners-Leewiththe
SOLIDprojectintroducestheconceptofpersonalonlinedatastores(pods),hostedanywherethe
userdesires(CSAIL,2015).ApplicationsthatareauthenticatedbySolid,adecentralizeddata-linked
system,arepermittedtorequestdataiftheuserhasgiventheapplicationpermission.

TheauthorsalsoinformthatduringtheCOVID-19pandemic,thelarge-scaledatacollectionand
intelligentanalysismustrespectdataprivacyandpublictrust.Bestpracticesshouldbeidentifiedto



Journal of Business Ecosystems
Volume 2 • Issue 1 • Semi-Annually 2021

49

maintainresponsibledatacollectionanddataprocessingstandardsataglobalscale,andneedtobe
appliedtoalltypesofrelateddatacollection(InternationalMedicalInformaticsAssociation,2011;
NuffieldCouncilonBioethics,2015;PHGFoundation,2015;WMA,2016).

Forinstance,intheCOVID-19realitywhencontacttracingofpeopleisimplementedtotrace
contactswithpeoplefoundpositiveorsuspectedofhavingthevirus,whichisamongkeystrategies
tocontainthespreading,itisimportanttomaintaindataprivacyprincipleswhileestablishingcontact
tracingproceduresaspartofCOVID-19detection.Therefore,themaindataprivacyaspectsshould
beconsent,transparency,purposelimitation,proportionality,andsecuritysafeguards(International
MedicalInformaticsAssociation,2011;NuffieldCouncilonBioethics,2015).

Theterm“consent”isusedtoobtainagreementonproviding,whenrequired,contacttracingdata
tocollectionpoints,inthesamewayasformsoremployeedeclarations.Theterm“transparency”
isusedtoinformofhowdatacanbeusedaspartofthecontacttracingprocess.Theterm“purpose
limitation”isusedtonotifythatpersonalinformationwillbetreatedinstrictconfidenceandcanbe
usedonlyforthepurposestoidentifypeopletowhothevirusmayhavespread.Theterm“security
safeguards”isusedtoensurethatsecuritymeasuresaretakentoprotectpersonaldatafrombeing
shared unnecessarily or leaked. Implementing these measures would support a secure contact
tracingprocessandhelpmaintaindataprivacyonaglobalscale(InternationalMedicalInformatics
Association,2011;NuffieldCouncilonBioethics,2015).

However, the authors areworried about data security problems whenprivate data couldbe
exploitedbymaliciousactorsandstalkers.Privatedatacanbeanonymizedandencrypted,butthese
arenotsufficientlysecuremeasurestoprotectprivatedatathatisstoredinacentralizedlocationand
accessedremotely.Additionally,thereisachanceofspoofedversionsofcontact-tracingsoftwareto
bedistributed.Forinstance,agreementswithAppleandGooglecanmitigatetheissuebutcannot
eliminatetheproblem(Carr,2020;Holmetal.,2020).

GiventhecurrentunderstandingofCOVID-19,contaminationcanoccuruptotwoweeksbefore
peoplebecomesymptomaticandcanbetransmittedviaobjectsandair.Topreserveprivacy,not
onlytheaccesstobutalsotheretentiontimeofcontactdatashouldberespected;contactdatamust
bedeletedafterarecommendedtimekeepinginmindtheincubationtimeandtheresultingdelayin
discoveryofpossiblevirustransfer.

Moreover,theprivatedatacanbeusedforotherpurposes,forinstance,byintelligenceagencies.
Innormalcircumstances,suchinvasivecontacttracingwouldbeunacceptable.However,atemporary
increaseinsurveillanceshouldbetoleratedrepresentingacompromisebetweenprivacyandpublic
healthtosafeguardpublichealth,publichealthinfrastructure,businesses,andbusinessecosystems
(Carr,2020;Holmetal.,2020).

Third,theinsightintoimplicationsofBigDatatechnologyhasbecomemorechallengingdue
totheissuesofdataownership,i.e.therightstousedataafterdatacentricbusinessorganizations
haveitcollected(Lokshina&Lanting,2018a,b).Theownershiptypicallydependsonthemethod
bywhichdatahasbeencollected,andtheon-goingdiscussionintermsofregulationaimstoaddress
asymmetrieswhicharepresenthere(CommitteeonCommerce,Science,andTransportation,2020;
OfficialJournaloftheEuropeanUnion,2016;EuropeanCommission,2018;Nunan&DiDomenico,
2017).

Forinstance,whenpeoplesignupforonlineserviceslikesocialmedia,theyprovidea“blanket
consent”thattheirprivatedatacanbeusedforafrequentlyunnamedrangeofpurposesforanunknown
lengthoftime.Suchsign-upsrepresentalegalconsentthatpermitstheuseofdataand,basically,the
ownershiporatleasttherighttouseandtradefortheentirelengthoftimeasthesepeopleremainthe
membersoftheseonlineservices.However,theuseofdatabytheseonlineservicesunlikelymeets
therequirementsoftraditionalacademicresearchthatisbasedoninformedconsent(Lokshina&
Lanting,2018a).Forinstance,thecontinueduseofcollecteduserdataafterendingthemembership
isanissuethatshouldbeproperlyresolved.
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Additionally,whilepeopleexpecttohaveatleastlimitedownershiprightsonpersonaldatadirectly
collectedbydatacentricbusinessorganizations,anotherimportantissuewithBigDatatechnologyis
autonomousdatacollection.Forinstance,thecommercialvalueofdatagatheredautonomouslyby
sensorsinthecars,houses,andpublicbuildingscannotbepromptlyunderstoodevenbydatacentric
businessorganizationsthemselves(Lokshinaetal.,2019a,b).Additionally,theownershipdiscussion
overcommercialdatacanbeunrealisticaspeoplemaynotknowthatpersonaldatahasbeencollected.

Fourth, theauthorsunderline theneed toknowif thecollecteddata ispersonaldataornot.
Thisissueisveryimportantasdataprotectionlegislationtypicallydoesnotprovidetherightsover
personaldatatopeopleafteritwasaggregatedandanonymized.(CommitteeonCommerce,Science,
andTransportation,2020;Lokshinaetal.,2019a;Nunan&DiDomenico,2017).

Fifth,theauthorsnotethataparadoxofBigDatatechnologyisthatthemethodstoanonymize
datasets,canbealsousedtodeanonymizethesamedatasets.Thisparadoxcreatesfurtherethical
issuesassociatedwithbothdataprivacyanddataownershipthatearlierdidnotexist.Despitedata
anonymizationandunlikeintraditionaldataanalysisthataimstoproduceaggregateinsights,the
commercialbenefitsofBigDatatechnologyareheavilydrivenbytheneedtoanalyzepersonaldata
(CommitteeonCommerce,Science,andTransportation,2020;Lokshina&Lanting,2018b;Nunan
&DiDomenico,2017).

Besides,theauthorsrecalltheethicalissuesrelatedtotheCOVID-19pandemicdatacollection
andresultinginterpretationsandextrapolations.Theconcernisthatsinceauthoritiesapprovedthe
COVID-19datamanipulationgivenincompletedatacollectionandlimitationsinitsinterpretationthat
impactboththederiveddecisionsandpublicopinion,thenhowsocietycanexpectthatcommercial
applicationsofBigDatatechnologywouldnotsufferfromsimilarsituations.

Sixth,theauthorssuggestthatthefollowingtwomitigationstrategiesshouldbeconsidered.One
approachisabehavioraltransformationindatacentricbusinessorganizationsaddressingthewide-
rangingethicalimplicationsofBigDatatechnologydiscussedearlierinthissection.Additionally,the
authorsremindaboutadifferencebetweenthemajorindustrialcompanieswithcommercialstrategies
ingeneralandthosedatacentricbusinessorganizationsthathavedatacollectionandanalysisasa
goal.Therefore,anotherapproachistochangethefocusoftheindustrialcompaniesthatdonotplan
tobecomedataconglomeratesawayfromBigDatatechnology.

Seventh,theauthorsinformaboutanissuerelatedtotheroleofconsumerbehavioritself.For
instance,datacentricbusinessorganizationslikeGoogleandFacebookhavealreadytransitionedto
thephilosophythatatsomelevelrespectsthevalueofdataprivacyinconsumerdecision-making
(Lokshina&Lanting,2018a;Nunan&DiDomenico,2017).Additionally,theliteraturesuggests
thatconsumersconsiderdataprivacyandsecuritybeforetheysharepersonaldataonline,especially
withfishystrangers(Johnsonetal.,2012).Therefore,giventhecommercialdriversbehindBigData
technology,thismentionedintheliteraturedecreasedconsumertolerancetoonlinedatacollection
indicatesthepotentialtomoveawayfromtheBigDataeconomy(Lokshina&Lanting,2018a;Nunan
&DiDomenico,2017).

Theauthorsrecapthatthenormalaccidenttheoryhaspotentiallimitsforitseffectiveapplication
todataaccidentsassociatedwithstate-of-the-artandemergingtechnologiesdiscussedearlier.The
firstlimitisthatnormalaccidenttheoristsseemedtobepartiallywronginthepast,especiallywiththe
Y2Kscenario(MacGregor,2003).However,thiswasnotaweaknessofthenormalaccidenttheory.
Onthecontrary,thiswasaresultofattemptstousethetheorytopredictfuturedataaccidentsand
preventpotentialconsequencesinsteadofanefforttoexplain.

Inhisdefense,Perrow(2009)underlinedthatmanyresearchersdidtheiranalysisofemerging
technologieswrong.Therefore,theY2Kscenariodemonstratedchallengesintroducedbytherisk
analysisproducedbyresearcherswithoutasufficientunderstandingofthedistinctfeaturesofthese
emergingtechnologies(Perrow,2009;Nunan&DiDomenico,2017).

Thesecondlimitisrelatedtoaviewthatconstruct“BigData”shouldbeusedonlyforreference
purposes.Theliteraturealsosuggestsadifferentviewthatconstruct“BigData”isanill-definedphrase
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withanunclearandconfusingapplicationthatcreatesanassociationwithtechnologicaladvancement
withouttheneedtoproperlyunderstanditsnature(DeMauroetal,2016;Ylijoki&Porras,2016).

Theauthorsconsidertheuseoftheterm“BigData”hascurrentlysurpasseditsunderstanding
(Lokshina&Lanting,2018a;Nunan&DiDomenico,2017).However,thetermemergedfroma
practicalneedtorecognizeatransformationindatacollectionandanalysisprocessesthatalready
tookplaceinadigitalsociety.Therefore,inthispaper,theauthorsusedthetermwhentheydiscussed
theorganizationalstrategiesandneworganizationalbehaviorsinbusinessecosystemstoaddressthe
wide-rangingethicalimplicationsofBigDatatechnologyinthedigitalsocietyinsteadofinventing
newterms.

Finally,thispapermakesthefollowingmajorcontributionsintheliteratureaswellasingeneral
informationtechnology(IT)andbusinessdomains.First,theauthorsinvestigatedthewide-ranging
ethicalimplicationsofBigDatatechnologyinadigitalsociety.Second,theauthorsdeterminedthat
strategiesbehindBigDatatechnologyrequireorganizationalsystems,orbusinessecosystems,that
leavethemvulnerabletoaccidentsassociatedwithitscommercialvalueandknownasdataaccidents.
Third,theauthorsestablishedthatdataaccidentshavedistinctfeaturesandraiseimportantconcerns
aboutdataprivacyinadigitalsociety,particularly,inthetimeoftheCOVID-19pandemic.Fourth,
theauthorscreatedaclassificationofpotentialdataaccidentsandproposedsuccessfulriskmitigation
strategies.

CONCLUSION

Inconclusion,theauthorsnotethatexponentialgrowthinthecommercialuseoftheInternethas
dramaticallyincreasedthevolumeandscopeofdatagatheredbydatacentricbusinessorganizations.
BigDataemergedasatermtosummarizeboththetechnicalandcommercialaspectsofthisgrowing
datacollectionandanalysisprocesses.Previously,muchdiscussionofBigDatawasfocusedonits
transformationalpotentialfortechnologicalinnovationandefficiency.However,lessattentionwas
devotedtoitswide-rangingethicalimplicationsbeyondgeneratingcommercialvalue.

In this paper, the authors investigated the wide-ranging ethical implications of Big Data
technologyinadigitalsociety.Theauthors informedthatstrategiesbehindBigData technology
require organizational systems, or business ecosystems, that leave them vulnerable to accidents
associatedwithitscommercialvalueandknownasdataaccidents.Thesedataaccidentshavedistinct
featuresandraiseimportantconcernsaboutdataprivacyinadigitalsociety,especiallyduringthe
COVID-19pandemic.Inthispaper,theauthorssuggestedclassificationandmethodsmitigatethe
riskofpotentialdataaccidents.
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