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Abstract 

 
The entwinement of shipboard traditional and cyber assets and the unique and potentially 

severe hazards of a liquefied gas carrier necessitate the need of the robust implementation of a 

shipboard cyber risk management process. Academic research on maritime cyber risk management 

lack an empirical research on a shipboard system in operation and a broader coverage of regulatory 

and commercial insights in formulating such process. This thesis aims to propose a shipboard 

cyber risk management process with broader technological, regulatory, and commercial 

perspectives in the maritime transportation of liquefied gas cargo.  

Case study methodology is applied to describe the formulation and implementation of a 

shipboard cyber risk management process. Interpretive data collection is conducted to identify 

and review key stakeholders on the cyber risk management of American liquefied gas carriers 

and their relevant resources. A baseline of references is proposed to formulate a shipboard cyber 

risk management process. For this purpose, the cyberspace and vulnerabilities of the maritime 

industry is reviewed to identify considerations originating from a cyber environment, the 

maritime industry, and a vessel. 

Case study was conducted by reviewing documents and observing a cargo handling 

system commissioned on a liquefied petroleum gas carrier in operation. Asset-based risk 

assessment is conducted to determine quantitative risk impact value of and cyber threats to 

critical equipment. The study demonstrates how the integration of traditional and cyber assets in 

a cargo handling system introduce cyber threats and aggravate physical threats. Results 

demonstrates how existing company and shipboard practices can be enhanced to improve 

shipboard cyber resilience. 
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I. Introduction 

 

A. Background 

A maritime adventure has entailed many risks from the time immemorial when the 

humanity ventured out to sea on a boat. Throughout the history, commercial vessels have faced 

the need to overcome all risks at sea to deliver goods or passengers carried onboard in good and 

safe condition. Further to the perils of the sea (e.g. heavy weather or fire onboard), commercial 

vessels have been the prey of enemies during a conflict; Defense against such security threats as 

enemies, piracy, and stowaways shaped the maritime security.  

Physical security has been the traditional focus of maritime security. Piracy at sea and 

stowaway has been the old companion of a merchant marine, which persists in modern days (e.g. 

Maersk Alabama hijacking in 2009). Although maritime terrorism existed before the 9/11 attack 

in 2001 (e.g. USS Cole bombing in 2000), the 9/11 attack drastically drove the global maritime 

industry to count maritime terrorism as another coverage of physical security. Modern maritime 

security topics resulted in the efforts to counter maritime security threats at both international 

and domestic level. The International Ship and Port Facility Security Code, as amended, (ISPS 

Code) by the International Maritime Organization (IMO) established an international framework 

on maritime security for contracting governments to the International Convention for the Safety 

of Life at Sea, 1974, as amended (SOLAS, 1974), and the maritime industry. The USA has been 

the strong advocate for and the leading nation in countering maritime terrorism and implements 

the ISPS Code with the Maritime Transportation Security Act of 2002 (MTSA). 

Meanwhile, technological advancement in shipboard operation and communication has 

introduced cyber threats as the new dimension of maritime security. Before the late twentieth 
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century, a vessel had highly limited means of communication with the shore (e.g. Morse code, 

flag signal, or letters). Although telex and maritime satellite communication facilitated shipboard 

communication, they did not closely bind a vessel and the shore due to prohibitive cost. 

Traditional shipboard operation was conducted in analogue manner, which required on-site 

operation and supervision. However, rapid commercialization of Internet at sea provides 

affordable means of shipboard communication in the manner that external communication of a 

vessel becomes similar to that of an office (e.g. email, Internet, telephone). Digitalization alters 

shipboard operations toward remote operation and supervision. And shipboard personnel have 

benefited from the Internet at sea by being able to access the Internet in the same way as people 

on shore do. Despite these benefits, digital transformation extends the realm of shipboard 

operations to include cyberspace, which in turn introduces cyber risk to shipboard operations. 

In spite of this trend, cybersecurity and cyber risk management was the area less explored 

in maritime transportation. In 2011, the European Network and Information Security Agency 

(ENISA) argued the low level of awareness and regulatory consideration for maritime 

cybersecurity at global and international level.1 However, a decade of maritime cyber incidents 

afterwards, most notably the NotPetya attack to Maersk in 2017, increased the attention and 

awareness of maritime industry on maritime cybersecurity. Furthermore, the cyber attack to the 

IMO in 2020 reveals that no entity in the maritime industry is immune to cyber threats. 

 
1 European Network and Information Security Agency, Analysis of Cyber Security 

Aspects in the Maritime Sector, 2011, https://www.enisa.europa.eu/publications/cyber-security-
aspects-in-the-maritime-sector-1/at_download/fullReport. 

https://www.enisa.europa.eu/publications/cyber-security-aspects-in-the-maritime-sector-1/at_download/fullReport
https://www.enisa.europa.eu/publications/cyber-security-aspects-in-the-maritime-sector-1/at_download/fullReport
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B. Research Problem 

1. Maritime Cyber Risk Management 

In 2017, the IMO adopted a resolution MSC.428(98) Maritime Cyber Risk Management 

in Safety Management Systems. The resolution requires that a safety management system (SMS) 

of a shipping company should reflect cyber risk management within no later than the first annual 

verification of a document of compliance (DoC) after 1 January 2021.2 Now as 2021, the 

requirements of this resolution are binding for shipowners some of which might have already 

complied with this resolution. For others, compliance to this resolution becomes the action which 

cannot be reserved to the future. Under the maritime industry in which compliance framework 

has the potential to determine the viability of commercial operation, non-compliance to the 

MSC.428(98) potentially makes a company unable to maintain business. 

Despite this urgency, modern shipboard operations as juxtaposition of operational 

technology (OT) and information technology (IT) present challenges to shipowners in 

formulating a shipboard cyber risk management process. Despite academic research and industry 

publications, there exists a limited number of literature which presents such process in tangible 

and comprehensive manner for use of shipowners. In addition, the resolution requires that the 

confidentiality of “certain aspects of CRM” should be preserved.3 Still, the resolution is silent on 

what are such aspects the confidentiality of which should be ensured. 

 
2 International Maritime Organization, “Maritime Cyber Risk Management in Safety 

Management System,” Resolution MSC.428(98), June 16, 2017, 
https://www.imo.org/en/OurWork/Security/Pages/Cyber-security.aspx. 

3 International Maritime Organization, “Resolution MSC.428(98).” 

https://www.imo.org/en/OurWork/Security/Pages/Cyber-security.aspx
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2. Cyber Threats as Applied to Liquefied Gas Carriers 

Liquefied gas carriers bear further necessity for shipboard cyber risk management. 

Liquefied gas, if unsafely controlled, exposes threats to health and physical environment (e.g. 

suffocation, fire, or explosion). A cargo handling system of a liquefied gas carrier is 

consequently equipped with sophisticated IT and OT equipment which enables remote and safe 

containment of liquefied gas cargo. Should such system be compromised by a cyber attack, 

consequences might be severe due to innate threats of liquefied gas cargos. Further to this 

physical threat, a cyber incident can cause a vessel to fail to deliver liquefied cargo in original 

and safe condition in due time, which can result in contractual liabilities and financial 

implications. Therefore, it is imperative that a liquefied gas carrier is supported by a robust cyber 

risk management process to mitigate cyber threats to shipboard operations. 

C. Research Objective 

The greater the insight that shipowners or operators have into the business liquefied gas 

transportation and the landscape of shipboard cyber risk management, the more enabled are those 

in formulating their shipboard cyber risk management process in compliance to the MSC.428(98). 

Main objective of this thesis is to analyze maritime liquefied gas transportation and cyberspace in 

such field to develop an effective shipboard cyber risk management process for shipowners or 

managers of liquefied gas carriers. 

For this purpose, detailed objectives are: 

• To review the cyberspace of maritime transportation by describing digital 

transformation and vulnerabilities in shipboard operations; 

• To identify the current governance of shipboard cyber risk management by 

identifying key stakeholders, their expectations, and publications; 
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• To formulate a shipboard cyber risk management process; and 

• Conduct a cyber risk management of the cargo handling system of a liquefied gas 

carrier through the implementation of the above process. 

The primary scope of this thesis is a US-flagged liquefied gas carrier owned and managed by 

an American entity which is engaged in international trades. For the purpose of this thesis, cyber risk 

management will be abbreviated hereafter into CRM. And shipboard CRM is differentiated from 

maritime CRM as the one pertaining to the vessels applicable to the MSC.428(98). 

D. Methodology 

A case study methodology is the methodology that provides a comprehensive overview of 

a selected case by applying a theory into the case.4 This thesis adopts this methodology to meet the 

research objectives. In doing so, interpretive data collection is conducted to support the formulation 

of the process. The case is selected to a cargo handling system of a very large gas carrier (VLGC) 

on which the author served as a chief officer (C/O) while writing this thesis. The case study was 

approved by a shipping company of the vessel and conducted in compliance with the limitations 

to the case study which shall be further described in chapter VII.  

Interpretive data collection is part of an interpretive research methodology, involving 

interviews, observations, or documentations.5 Assisted by the working knowledge of this author, 

the interpretive data collection of this thesis involved the search online search engines (i.e. Google, 

Google Scholar, ScienceDirect, and ResearchGate) and the library website of the State University 

 
4 Khairul Baharein Mohd Noor, “Case Study: A Strategic Research Methodology,” 

American Journal of Applied Sciences 5, no. 11 (2008): 1602–4, 
https://doi.org/10.3844/ajassp.2008.1602.1604. 

5 Anol Bhattacherjee, Social Science Research: Principles, Methods, and Practices 
(University of South Florida: Global Text Project, 2012), 
http://scholarcommons.usf.edu/oa_textbooks/3/. 

https://doi.org/10.3844/ajassp.2008.1602.1604
http://scholarcommons.usf.edu/oa_textbooks/3/
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of New York Maritime College for academic and industry sources pertaining to the subject matter 

of this thesis to support the research objectives and the case study methodology of this thesis.  

E. Thesis Overview 

Under the aforesaid objectives, this thesis is divided into the following chapters: 

Chapter II conducts literature review to identify the primary discussions and trends in the 

subject matter. 

Chapter III describes the cyberspace of maritime CRM by discussing the digital 

transformation in maritime transformation and the challenges to maritime CRM.  

Chapter IV analyzes the vulnerabilities of maritime transportation and shipboard system. 

Chapter V identifies the key stakeholders in shipboard CRM and describes the roles and 

expectations of these stakeholders and resources to govern shipboard CRM. 

Chapter VI identifies the information and references on shipboard CRM in non-

exhaustive manner and proposes a baseline list for a shipboard CRM process. 

Chapter VII formulates a shipboard CRM process with emphasis on a liquefied gas 

carrier based on the list identified in the previous chapter. 

Chapter VIII implements the process with the case study of a cargo handling system of a 

liquefied gas carrier in operation. 

Chapter IX concludes this thesis and discusses the importance and limitation of this thesis 

and the area of further research. 

Appendices define terms and provide details to certain parts of this thesis.  
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II. Literature Review 

 

A. Overview 

The purpose is to analyze the academic trend in the research of maritime CRM to establish an 

academic foundation of the research objective. The subject matter is shipboard CRM (of especially a 

liquefied gas carrier). The methodology is an integrative review methodology. Hannah Snyder 

defined an integrative review methodology as the one with the view to analyze and combine 

literature to present new framework or perspectives.6 This chapter will include below objectives: 

• Critically analyze existing literature on shipboard CRM; 

• Support the selection of the research methodology of this thesis; and 

• Demonstrate that this thesis will present a novel contribution to the research of 

shipboard CRM. 

1. Data Identification 

Academic articles on maritime CRM or maritime cybersecurity are collected as the 

preliminary database of this literature review, which included journal articles, books, book 

chapters, conference papers, reports from an research institution, theses, and dissertations. 

Although the IMO utilized maritime cyber risk management in the MSC.428(98), maritime 

cybersecurity is the term colloquially utilized in lieu in the maritime industry and the academia. 7 

 
6 Hannah Snyder, “Literature Review as a Research Methodology: An Overview and 

Guidelines,” Journal of Business Research 104 (2019): 333–39, 
https://doi.org/10.1016/j.jbusres.2019.07.039. 

7 Definition of maritime cyber risk management and cybersecurity is located in glossary 
of terms. 

https://doi.org/10.1016/j.jbusres.2019.07.039
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8 In this recognition, this literature review utilized the following keywords: 

maritime+cyber+risk, maritime+cyber+risk+management, and maritime+cybersecurity. Google 

Scholar, ScienceDirect, ResearchGate, and the library website of the State University of New 

York Maritime College were consulted. Criteria in collecting the database were: 

• The subject matter is on maritime CRM or maritime cybersecurity. Those that discuss 

these subject matters as part of their discussion were not considered; 

• The subject matter is on the maritime industry, not marine industry or naval defense; and 

• The article is entirely written in English. 

 
Figure 1. Process of literature identification and selection. Source: Author. 
 

The preliminary data collection identified 178 articles, detailed list of which is stated in 

figure 1. The first data selection was conducted to identify those that discuss shipboard CRM or 

shipboard cybersecurity as the subject matter. The criteria in the first selection were as follows: 

 
8 In-depth differentiation of maritime CRM and maritime cybersecurity is beyond the 

objectives of this thesis. 
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• The subject matter pertains to risk management, not risk assessment.9 The selection 

was guided by the definition of the two terms, the objectives stated in each literature, 

and the review of each literature by this author; 

• The literature that discuss the subject matter as the part of the discussion were not 

included (e.g. discussion of shipboard CRM in discussing relevant legal principles as 

the subject matter); and 

• The literature that discuss the subject matter as part of maritime supply chain or 

maritime critical infrastructure were not included in consideration of the specific 

focus of this thesis on a vessel.  

The second selection was performed to identify those employing an empirical research 

methodology. The purpose of this selection is to enhance the quality of the literature adopted for 

review and differentiate those without empirical research with those with such methodology. 

Literature conducting an empirical legal research and that conducting an empirical literature 

review were included in the third selection. This process resulted in the select list of literature for 

this chapter as presented in figure 1. 

B. Discussion 

The discussions of the literature reviewed in this chapter are summarized in appendix 1 

which also summarizes the discussion hereafter. 

Guy L. Babineau et al. presented the earliest work on the subject matter among the 

literature selected for this literature review. In their conference paper, a system-aware 

 
9 Definition of risk assessment and risk management is located in glossary of terms. 
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cybersecurity method was presented for shipboard control systems.10 The solution of diverse 

redundancy was weighted with security and cost factors to identify a best security method. In 

addition to being the earliest work on maritime CRM, the distinguishing point of this paper is the 

systematic cost-benefit analysis which is less observed in the research of the subject matter. 

Selected literature approached the shipboard CRM from the perspective of a vessel as a smart 

or cyber-enabled vessel. Rishikesh Sahay et al. proposed a cyber risk mitigation framework in which 

shipboard control systems are communicated through an SDN controller to promote cyber resiliency 

by providing a multi-path routing network.11 Similarly, Keisuke Furumoto et al. proposed a CRM 

framework that integrates shipboard control systems into a hierarchical zone-based network 

architecture. 12 Keisuke Furumoto et al. discussed the advantage of the proposed framework as 

secure communication and prompt detection and isolation of anomalies. Whereas these two literature 

focused on communication and network among shipboard systems, Georgios Kavallieratos and 

Sokratis Katsikas performed a CRM process on select shipboard cyber-physical systems with the 

 
10 Guy L. Babineau, Rick A. Jones, and Barry Horowitz, “A System-Aware Cyber 

Security Method for Shipboard Control Systems with a Method Described to Evaluate Cyber 
Security Solutions” (2012 IEEE Conference on Technologies for Homeland Security (HST), 
Waltham, MA: IEEE, 2012), https://doi.org/10.1109/THS.2012.6459832. 

11 Rishikesh Sahay et al., “CyberShip: An SDN-Based Autonomic Attack Mitigation 
Framework for Ship Systems,” in Lecture Notes in Computer Science, vol. 11287 (International 
Conference on Science of Cyber Security, Springer, n.d.), 191–98, https://doi.org/10.1007/978-3-
030-03026-1_14. 

12 Keisuke Furumoto et al., “Toward Automated Smart Ships: Designing Effective Cyber 
Risk Management” (International Conferences on Internet of Things (iThings) and IEEE Green 
Computing and Communications (GreenCom) and IEEE Cyber, Physical and Social Computing 
(CPSCom) and IEEE Smart Data (SmartData) and IEEE Congress on Cybermatics 
(Cybermatics), Rhodes, Greece: IEEE, 2020), 100–105, https://doi.org/10.1109/iThings-
GreenCom-CPSCom-SmartData-Cybermatics50389.2020.00034. 

https://doi.org/10.1109/THS.2012.6459832
https://doi.org/10.1007/978-3-030-03026-1_14
https://doi.org/10.1007/978-3-030-03026-1_14
https://doi.org/10.1109/iThings-GreenCom-CPSCom-SmartData-Cybermatics50389.2020.00034
https://doi.org/10.1109/iThings-GreenCom-CPSCom-SmartData-Cybermatics50389.2020.00034
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STRIDE and DREAD risk assessment methodology.13 14 The identified risks were controlled by the 

application of controls to constitute CRM. Despite empirical contributions to the subject matter and 

consideration on shipboard OT systems, the outcomes of these literature appears to be slightly behind 

a full-fledged CRM due to the absence of the discussion on how proposed solutions mitigate 

identified or hypothetical cyber risks to an acceptable level. 

Boris Svilicic et al. are the prominent researchers in the subject matter. They presented a 

CRM framework based on industry guidelines from the IMO, BIMCO, DNV-GL, and National 

Institute of Standards and Technology (NIST) (as presented in figure 2) and applied it to 

navigation equipment by a boarding cybersecurity test on a vessel in operation.15 16 17 Whereas 

many of their research subjects were electronic chart display information system (ECDIS), one 

of them was the one less explored in the academia: a marine radar equipment. The research of 

Svilicic et al. differs from other discussed heretofore and hereafter in that the former 

incorporated industry guidelines to formulate a CRM process. However, little were said on how 

their proposed solutions shall mitigate identified cyber risks to acceptable level and how the 

 
13 Georgios Kavallieratos and Sokratis Katsikas, “Managing Cyber Security Risks of the 

Cyber-Enabled Ship,” Journal of Marine Science and Engineering 8, no. 10 (September 30, 
2020): 768, http://dx.doi.org/10.3390/jmse8100768. 

14 Definition of STRIDE and DREAD is located in glossary of terms. 

15 Boris Svilicic et al., “Assessing Ship Cyber Risks: A Framework and Case Study of 
ECDIS Security,” WMU Journal of Maritime Affairs 18 (2019a): 509–20, 
https://doi.org/10.1007/s13437-019-00183-x. 

16 Boris Svilicic et al., “Maritime Cyber Risk Management: An Experimental Ship 
Assessment,” The Journal of Navigation 72, no. 5 (2019b): 1108–20, 
https://doi.org/10.1017/S0373463318001157. 

17 Boris Svilicic et al., “Towards a Cyber Secure Shipboard Radar,” The Journal of 
Navigation, no. 73 (2020): 547–58, https://doi.org/10.1017/S0373463319000808. 

http://dx.doi.org/10.3390/jmse8100768
https://doi.org/10.1007/s13437-019-00183-x
https://doi.org/10.1017/S0373463318001157
https://doi.org/10.1017/S0373463319000808
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solutions can be justified by a cost-benefit analysis. In this regard, despite sound and empirical 

research on maritime CRM, the research of Svilicic et al. are yet to embrace commercial 

perspective that propels the maritime industry. 

 

 
Figure 2. Shipboard CRM process presented by Svilicic et al. Source: Svilicic et al., 

“Towards a Cyber Secure Shipboard Radar,” 549. Reproduced by the permission of Cambridge 
University Press. 

 

Another notable research is observed in the master’s thesis of Bartlomiej Hyra. The thesis 

combined Internet search with Boolean search operators and interview with shipping companies 

and maritime organizations to perform CRM of shipboard systems through an asset-based risk 

assessment methodology.18  Whereas the rest of the reviewed literature address one specific 

shipboard system or equipment, the thesis extensively addressed shipboard systems. Although 

the impressive contribution of the thesis lies in the extensiveness, a drawback also originates 

from this issue, in that a hypothetical vessel for use of Hyra’s thesis thesis did not duly consider 

the specialization of a modern commercial vessel (e.g. a liquefied gas carrier). This approach led 

to the inclusion of certain system that is not commonly expected to be found in a cargo vessel 

(e.g. a passenger-facing system). Therefore, the hypothetical methodology of Hyra’s thesis limits 

 
18 Bartlomiej Hyra, “Analyzing the Attack Surface of Ships” (master’s thesis, Lyngby, 

Denmark, Technical University of Denmark, 2019), 
http://orbit.dtu.dk/files/174011206/190401_Analyzing_the_Attack_Surface_of_Ships.pdf. 

http://orbit.dtu.dk/files/174011206/190401_Analyzing_the_Attack_Surface_of_Ships.pdf
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its academic soundness as a true empirical research on maritime CRM. In addition, despite the 

extensive CRM, this thesis did not fulfill its objectives one of which was to suggest 

improvements, which led the outcome of this thesis to be rather perceived as risk assessment. 

The CyberShip project is one of the culminations in the subject matter. Funded by the 

Danish Maritime Fund and Orients Fund from September 2017 to June 2020, this project aimed 

at proposing a theoretical CRM framework on a conceptual cyber-enabled vessel.19 The outcome 

of the Hyra’s thesis enabled this project to expand the description of a hypothetical vessel. The 

proposed framework of Rishikesh Sahay et al. established a CRM framework as the operation of a 

strategic managerial prevention framework (Wave Analogy model) proposed in the project. Despite 

the utilization of a conceptual model as an empirical research, the CyberShip project is limited from a 

full-fledged empirical research involving a vessel in operation (as performed by Boris Svilicic et al.). 

The research on the subject matter embarks on the autonomous shipping. Ahmed Amro et al. 

conducted a risk assessment of a hypothetical autonomous passenger vessel with a qualitative six-

step model.20 Ahmed Amro et al. incorporated similar methodology of Georgios Kavallieratos and 

Sokratis Katsikas by utilizing the STRIDE methodology in assessing attack scenarios. Ahmed Amro 

et al. presented an objective outcome of risk mitigation, whereas Boris Svilicic et al. did not.  

Whereas the literature reviewed heretofore assessed an empirical or hypothetical 

shipboard system to perform CRM, other literatures are found that assess the CRM posture of 

 
19 Sepúlveda Estay and Daniel Alberto, “CyberShip Project Cyber Resilience for the Shipping 

Industry - Final Project Report” (Lyngby, Denmark: Technical University of Denmark, 2020), 
https://orbit.dtu.dk/en/publications/cybership-project-cyber-resilience-for-the-shipping-industry-fina. 

20 Ahmed Amro et al., “Impact of Cyber Risk on the Safety of the MilliAmpere2 
Autonomous Passenger Ship,” in IOP Conference Series: Materials Science and Engineering, 
vol. 929 (The 3rd International Conference on Maritime Autonomous Surface Ship, Ulsan, 
Korea: IOP Publishing, 2020), https://doi.org/10.1088/1757-899X/929/1/012018. 

https://orbit.dtu.dk/en/publications/cybership-project-cyber-resilience-for-the-shipping-industry-fina
https://doi.org/10.1088/1757-899X/929/1/012018
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shipping companies. A. Dimakopoulou et al. conducted a quantitative survey on Greek shipping 

companies to assess the cybersecurity posture and implementation of shipboard CRM.21 The 

framework of maritime CRM was explored within the IMO and commercial stakeholders to 

establish the background of the discussion. Whereas the respondents to the survey were mostly 

shore personnel, the survey did not include shipboard personnel to balance the CRM posture of 

both a shore office and vessel. This observation is also observed in the quantitative survey of 

Cenk Sakar et al.22 Cenk Sakar et al. conducted a survey on Turkish shipping companies for the 

same objectives as those of A. Dimakopoulou et al. Still, the survey of Cenk Sakar et al. has a 

slight advancement over A. Dimakopoulou et al. in that the former included captains: However, 

Sakar et al. is also limited from evaluating the CRM posture of shipboard personnel of all ranks. 

C. Conclusion 

Cyber risk is the concept yet to reach a universally agreed definition.23 According to the 

proposed definition by Grzegorz Strupczewski, the impact of a cyber risk extends to physical and 

invisible threats, performance of assets, business interruption, and reputational threats.24 This 

definition demonstrates that CRM addresses more than cybersecurity risks to include commercial 

 
21 A. Dimakopoulou et al., “The New Cyber Security Framework in Shipping Industry,” 

Journal of Multidisciplinary Engineering Science and Technology 6, no. 12 (December 2019), 
https://www.jmest.org/wp-content/uploads/JMESTN42353223.pdf. 

22 Cenk Sakar et al., “Are The Ships Fully Secured Against The Cyber-Attacks?” (Global 
Conference on Innovation in Marine Technology and the Future of Maritime Transportation, 
Izmir, Turkey, 2019), 
https://www.researchgate.net/publication/334317307_Are_The_Ships_Fully_Secured_Against_
The_Cyber-Attacks. 

23 Definition of cyber risk by the NIST is located in the glossary of terms. 

24 Grzegorz Strupczewski, “Defining Cyber Risk,” Safety Science 135, no. 105143 
(March 2021), https://doi.org/10.1016/j.ssci.2020.105143. 

https://www.jmest.org/wp-content/uploads/JMESTN42353223.pdf
https://www.researchgate.net/publication/334317307_Are_The_Ships_Fully_Secured_Against_The_Cyber-Attacks
https://www.researchgate.net/publication/334317307_Are_The_Ships_Fully_Secured_Against_The_Cyber-Attacks
https://doi.org/10.1016/j.ssci.2020.105143
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risks. The maritime industry is essentially a commercial business in which significant amount of 

finance is involved in maritime transportation. The transaction of such finance under a contract 

of carriage of goods shall lead to potentially huge amount of liability in case of a breach to the 

contract or an incident. For example, the Exxon Valdez oil spill incident of 1989 is said to have 

caused Exxon to be pay about US$ 3.8 billion for cleanup and liability, while total environmental 

cost is assumed to mount to as far as US$ 2.8 billion.25 In addition, compliance issue is an 

notable aspect of shipboard operations that can determine the business continuity of a shipping 

company. In relation to this, it is the interest of a shipping company in implementing shipboard 

CRM to be able to limit and be protected from liability and compliance risk. This need 

necessitates the expansion of the interest of a research on maritime CRM beyond IT management 

alone to embrace various perspectives in maritime transportation. 

Kimberly Tam and Kelvin Jones argued that the majority of current research on the 

subject matter is limited to the analysis on a specific system and the risk and vulnerability 

assessment on especially a navigation system.26 Similarly, this author concludes that there exist 

few literature that embark on maritime cyber risk management with an empirical methodology, 

which then validates the argument in the research problem on the limited number of literature.27 

Although literature addresses one or more aspects of maritime CRM (e.g. regulation, 

vulnerability assessment, or risk assessment), few papers extend their discussions to include the 

 
25 History.com editors, “Exxon Valdez Oil Spill,” August 21, 2018, 

https://www.history.com/topics/1980s/exxon-valdez-oil-spill. 

26 Kimberly Tam and Kevin D. Jones, “Cyber-Risk Assessment for Autonomous Ships” 
(2018 International Conference on Cyber Security and Protection of Digital Services (Cyber 
Security), Glasgow, United Kingdom, 2018), http://hdl.handle.net/10026.1/11245. 

27 p.3. 

http://hdl.handle.net/10026.1/11245
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risk mitigation and objective discussion of such mitigation to constitute fully-fledged CRM. 

Despite IT management techniques proposed for maritime CRM, literatures do not pay due 

attention to international or domestic regulations that shall continue to govern shipboard 

operations despite the advent of maritime CRM. Even if some do so, few articles encompass 

commercial or financial aspects that maritime CRM should address or include broad and global 

coverage on maritime stakeholders. In sum, academic literature are yet to formulate a shipboard 

CRM process in the tangible and comprehensive manner for the maritime industry. 

Other problems of the current research on the subject matter lie in the concentration into 

a navigation system and the conceptual model approach. Even though a research on a system 

other than a navigation system was conducted, appendix 1 demonstrates that it continues to 

concentrate on IT assets or formulate an hypothetical system in lieu of an actual vessel in 

operation. Although an attempt is made to extensively discuss shipboard systems, it does not 

focus on a specific type of a fleet (e.g. a liquefied gas carrier). In this regard, the commercial 

operation and competition among shipping companies may make shipping companies unlikely to 

allow a boarding research for an empirical research. Although the experience or knowledge of a 

current or former seafarer shall enhance the technical detail of such concept, a limited access to a 

vessel in operation shall detach the outcome of an empirical research with a hypothetical model 

from the actuality in maritime transportation.  

In conclusion, the research of maritime CRM requires broader insight to encompass 

maritime industry from regulatory and commercial perspective. Various entities around the world 

participate in maritime industry, which present unique perspectives, expectations, and publications 

on maritime CRM of a commercial vessel. Global business of shipping necessitates the inclusion 

of diverse actors and guidelines in reviewing the framework of maritime CRM. In doing so, its 
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commercial nature should be considered to mitigate commercial and reputational loss by a cyber 

incident. On the other hand, the digitalization in shipboard operations invites shipboard systems 

that are equally important in shipboard operations and vulnerable to cyber threats.28 Therefore, 

research on maritime CRM should strive to encompass the business of shipping and the 

combination of shipboard IT and OT systems in order to propose a holistic shipboard CRM 

framework. At the same time, a research on a shipboard system of a strong OT characteristic shall 

expand the insights of the research on the subject matter by providing an empirical information for 

further research. In these regards, the research objective of this thesis is thus validated, as it shall 

incorporate broader perspectives in shipboard CRM in order to propose a shipboard CRM process 

for use of a shipping company. The case study methodology shall combine the actuality of a 

shipping company and a cargo management system of a liquefied gas carrier to provide a practical 

implementation of the process. 

 

 
  

 
28 Definition of cyber threat is located in glossary of terms. 
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III. Cyberspace of Maritime Industry 

 

The maritime industry has not been the exception in the digital transformation of the last 

twentieth century. Characteristics of the maritime industry and commercial vessels have facilitated 

the digital transformation and in turn have been affected by this phenomenon. A professional 

designing a shipboard CRM process should therefore first understand the status of digital 

transformation in maritime transportation and challenges posed against maritime CRM. A 

cyberspace is divided into 4 domains. 29 30 Given below categorization, this chapter explores the 

physical, information, and social domain of a maritime cyberspace of a liquefied gas carrier.  

• Physical domain: Hardware, software, and network; 

• Information domain: Monitoring, storage, and visualization of information; 

• Cognitive domain: Analysis and interpretation of information; and 

• Social domain: Social and ethical consideration involving people and policy. 

A. Digital Transformation in Maritime Transportation 

The digitalization in the maritime industry is driven by recent advances in artificial 

intelligence (AI), cloud computing, blockchain, maritime satellite and cellular communication, 

Internet of things (IoT), all of which encompass both vessels and shore. Although the development 

and utilization of these technologies are still at nascent level, these technologies have strong 

potential to shape the future of maritime transportation. 

 
29 Zachary A. Collier, Igor Linkov, and James H. Lambert, “Four Domains of 

Cybersecurity: A Risk-Based Systems Approach to Cyber Decisions,” Environment Systems and 
Decisions 33 (2013): 469–70, https://doi.org/10.1007/s10669-013-9484-z. 

30 Definition of cyberspace is located in glossary of terms. 
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1. Artificial Intelligence 

AI pertains to big data analysis that deals with accumulation, management, and 

interpretation of massive data to yield insights, predictions, or solutions. 31 With machine 

learning, AI learns from these data to generate new rules for future analysis. Through the 

utilization of big data and machine learning, AI assists complex analytical, descriptive, and 

predictive tasks too intensive for humans’ labor and time to be automated. AI facilitates the 

analytics and business decision of the shore management of a shipping company, and begins to 

influence various shipboard systems. For example, Hong-Kong-based Orient Overseas Container 

Line partnered with Microsoft Research Asia in 2018 to apply AI in network operations and 

efficiency with the view to operational cost savings of up to $10 million.32 Similarly, the AI 

designed by the IBM is utilized in an autonomous vessel Mayflower.33  

2. Cloud Computing 

Cloud computing offers a ubiquitous and scalable access to computer resources through the 

access to a shared pool of networks commonly called a cloud. In maritime transportation, cloud 

computing can reduce the investment on IT hardware and software and manage data, functions, 

and processes between a shore management and vessel over a cloud.34 Maritime cloud computing 

 
31 Maryville University, “Big Data Is Too Big Without AI,” accessed March 1, 2021, 

https://online.maryville.edu/blog/big-data-is-too-big-without-ai/. 

32 Microsoft, “MSRA and OOCL Embrace AI in Digital Transformation,” April 23, 2018, 
https://news.microsoft.com/en-hk/2018/04/23/msra-and-oocl-embrace-ai-in-digital-
transformation/. 

33 BBC, “AI-Driven Robot Mayflower Recreates Historic Voyage,” September 16, 2020, 
https://www.bbc.com/news/technology-54176209. 

34 Pančo Ristov, Mile Perić, and Vinko Tomas, “The Implementation of Cloud 
Computing in Shipping Companies,” Scientific Journal of Maritime Research 28 (2014): 80–87. 
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can also provide an secure infrastructure in which maritime stakeholders in a port can interact with 

each other for decision making, information exchange, and optimal in-port operation.35 

Considerations 

Despite some promises, the openness of cloud computing makes cloud computing 

vulnerable to various threats. Cloud computing involves a physical architecture vulnerable to 

physical attack vectors. Cyber threat actors can exploit an open platform of a cloud to infiltrate 

within the platform as a legitimate user with nefarious intentions. In this regard, the 

vulnerabilities of cloud computing are, but not limited to the following:36 37 

• Unauthorized access; 

• Protocol vulnerabilities; 

• Poor management. 

• Poor authentical control; 

• Insecure user behavior; and 

3. Blockchain 

Blockchain can improve the security in the information exchange over an insecure 

connection. Blockchain is a cryptographic technology that ensures the integrity of data 

exchanged over distributed networks in an openly accessible and decentralized manner, which 

utilizes a digital signature and ledger to validate the data. In the maritime industry in which 

various actors exchange information and documents, blockchain can be utilized in various 

 
35 The Maritime Cloud Development Forum, “Maritime Cloud Conceptual Model” 

(International Association of Marine Aids to Navigation and Lighthouse Authorities, March 
2017), https://www.iala-aism.org/content/uploads/2017/03/IALA-Input-paper-Maritime-Cloud-
conceptual-model.pdf. 

36 Bernd Grobauer, Tobias Wallischek, and Elmar Stocker, “Understanding Cloud 
Computing Vulnerabilities,” IEEE Security & Privacy 9, no. 2 (2011): 50–57, 
https://doi.org/10.1109/MSP.2010.115. 

37 Definition of vulnerability is located in glossary of terms. 
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documents used in commercial operations, such as a bill of lading (BL) and cargo document, to 

secure and validate the integrity of those documents.38 

4. Maritime Satellite Communication 

The technical development of maritime satellite communication technology driven by the 

deployment of high-throughput satellites has been the driving force in enhancing the digital 

communication between the shore and a vessel by expanding communication bandwidth. Current 

maritime satellite communication is primarily offered through C-band, Ku-band, and Ka-band 

frequency-based satellites which can offer bandwidth from 64 Kbps to 8 Mbps.39 The increased 

bandwidth has enabled shipboard communication system to extend its extent of external 

communication for may use cases onboard. At the same time, the increasing layers of maritime 

satellite communication (e.g. VSAT, FleetBroadband, and low-earth orbit satellite) enhances the 

reliability of maritime satellite communication by providing diverse channels. 

Considerations 

Further to current technological development in maritime satellite communication, promises 

outside the maritime industry can provide more layers. However, they require precautions beyond 

apparent ambitions. For example, the promise of SpaceX to launch up to 42,000 satellites can sound 

as if these satellites can be utilized for maritime satellite communication.40 However, the technical 

 
38 Ivan Peronja, Kristijan Lenac, and Roko Glavinović, “Blockchain Technology in 

Maritime Industry,” Scientific Journal of Maritime Research 34, no. 1 (2020): 179-80, 
https://doi.org/10.31217/p.34.1.19. 

39 Marlink, “What Is Maritime VSAT?,” June 5, 2019, https://marlink.com/what-is-maritime-
vsat/#:~:text=A%20stabilised%20maritime%20VSAT%20antenna,higher%20data%20rates%20are
%20available. 

40 TankerOperator, “Starlink - What Does It Mean for Shipping Communications?,” 
March 19, 2020, http://www.tankeroperator.com/news/starlink---what-does-it-mean-for-
shipping-communications/11452.aspx. 
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considerations on low-earth orbiting satellites to which the SpaceX ones belong, the absence of the 

interest from SpaceX on maritime use, and the considerations on reliability and cost are mentioned as 

potential challenges to the maritime use of SpaceX.41 At the same time, financial capacity to sustain 

the satellite deployment should be verified to make a service applicable for maritime satellite 

communication. For example, OneWeb, another provider of a low-earth orbiting satellite 

communication service with interest to offer its service for the maritime industry, was said to have 

filed for bankruptcy due to the failure to secure funding.42 

5. Maritime Cellular Communication 

In addition to maritime satellite communication, 4G LTE service is already utilized for 

external communication when a vessel can receive the cellular signal. It was surveyed that 4G 

LTE technology shared 38% in ship’s connectivity solutions after a very small aperture terminal 

(VSAT).43 4G LTE cellular service can be extended to reach a vessel navigating along the coast 

by the extension of the cellular data from a shore signal station. For example, SK Telecom, a 

telecommunication company in Republic of Korea, tested LTE-M technology in August 2015 

which was aimed at extending LTE coverage to 100 km (About 328 feet) from shore.44 Among 

 
41 TankerOperator, “Starlink.” 

42 Digital Ship, “OneWeb Files for Backruptcy,” March 30, 2020, 
https://thedigitalship.com/news/maritime-satellite-communications/item/6490-oneweb-files-for-
bankruptcy. 

43 Vodafone Roaming Services, “Near Shore Connectivity Whitepaper,” Whitepaper, 
2019, https://www.vodafone.com/content/dam/vodcom/images/maritime/Near-Shore-
Connectivity-Whitepaper.pdf. 

44 Digital Ship, “SK Telecom to Develop Maritime Wireless Network,” August 4, 2015, 
https://thedigitalship.com/news/maritime-satellite-communications/item/3954-sk-telecom-to-
develop-maritime-wireless-network. 

https://www.vodafone.com/content/dam/vodcom/images/maritime/Near-Shore-Connectivity-Whitepaper.pdf
https://www.vodafone.com/content/dam/vodcom/images/maritime/Near-Shore-Connectivity-Whitepaper.pdf
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its various implications, the extension of 4G LTE coverage can enable shipboard personnel to 

use the same devices as they use on shore to access the Internet.  

In addition, 4G LTE service is blended with maritime satellite communication to enhance 

the reliability of the latter. For example, Marlink offers a hybrid network of both maritime 

satellites and 4G LTE link to increase reliability and availability with “guaranteed bandwidth”.45 

This example demonstrates that 4G LTE can support maritime satellite communication by 

increasing the limited bandwidth of the latter which is cited by ship managers as the main 

constraints of satellite connectivity.46  

Maritime 5G communication 

Although at nascent level, the 5G technology is expected to provide faster connectivity to 

enable more use cases such as Internet of things and integrate maritime satellite communication 

into a hybrid service. At this moment, one attempt to utilize 5G in maritime transportation can be 

found in autonomous navigation as part of an autonomous vessel. For example, SK Telecom and 

Samsung Heavy Industries conducted an autonomous navigation test in which 5G technology 

was utilized to remotely control a vessel.47 Likewise, 5G technology is expected to lead the 

autonomous shipping by combining AI and cloud computing discussed heretofore and offering 

faster communication with more reliability. 

 
45 Marlink, “Hybrid Networks,” accessed March 1, 2021, 

https://marlink.com/solutions/hybrid-networks/. 

46 Vodafone Roaming Services, “Near Shore Connectivity Whitepaper,” 11. 

47 Maritime Executive, “5G Autonomous Navigation Platform Tested,” December 10, 
2019, https://www.maritime-executive.com/article/5g-autonomous-navigation-platform-tested. 
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6. Internet of Things in Maritime Transportation 

Although many definitions exist for IoT, the discussion for maritime applications lie in 

that digital communication enables traditional shipboard OT systems to communicate among 

them and with the shore through Internet connectivity. Through this manner, physical shipboard 

assets and physical maritime world become present in the digital world, vice versa.  

While maritime application of IoT can be seen beyond what can be expected, it can be 

safely assumed that it can support the safety, security, and environmental protection at sea by 

enhancing the communication of information between the shore and a vessel. The main 

application of the IoT can be found within the following areas:48 

• Vessel tracking; 

• Emissions control; 

• Predictive maintenance; 

• Supply chain visibility; 

• Safety and welfare; and 

7. Autonomous Vessel 

The future of maritime transportation through digitalization is ultimately found in 

autonomous vessels which culminates all technological developments discussed heretofore.  

Autonomous vessels are pursued for below and more reasons:49 

• Safety by mitigating human error; 

• Increased cargo capacity by making accommodation unnecessary; 

 
48 Thetius, “Maritime Applications for IoT,” accessed March 1, 2021, 

https://thetius.com/maritime-applications-for-iot/. 

49 Gary C. Kessler and Steven D. Shepard, Maritime Cybersecurity: A Guide for Leaders 
and Managers, 2020, https://smile.amazon.com/Maritime-Cybersecurity-Guide-Leaders-
Managers/dp/B08HBDDSQD/ref=sr_1_3?dchild=1&keywords=maritime+cybersecurity+a+guid
e&qid=1603433315&sr=8-3. 

https://smile.amazon.com/Maritime-Cybersecurity-Guide-Leaders-Managers/dp/B08HBDDSQD/ref=sr_1_3?dchild=1&keywords=maritime+cybersecurity+a+guide&qid=1603433315&sr=8-3
https://smile.amazon.com/Maritime-Cybersecurity-Guide-Leaders-Managers/dp/B08HBDDSQD/ref=sr_1_3?dchild=1&keywords=maritime+cybersecurity+a+guide&qid=1603433315&sr=8-3
https://smile.amazon.com/Maritime-Cybersecurity-Guide-Leaders-Managers/dp/B08HBDDSQD/ref=sr_1_3?dchild=1&keywords=maritime+cybersecurity+a+guide&qid=1603433315&sr=8-3
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• More efficient and less expensive operation; and 

• Difficulty in finding shipboard personnel. 

The IMO labels autonomous vessels as maritime autonomous surface ships (MASS) and 

categorizes them into four degrees as follows:50 

• Degree one: Ship with automated processes and decision supports; 

• Degree two: Remotely controlled ship with seafarers onboard; 

• Degree three: Remotely controlled ship without seafarers onboard; and 

• Degree four: Fully autonomous ship. 

The IMO assumes that the first degree has already been implemented across the existing 

vessels.51 For example, vessels over 10,000 gross tonnage under article V/19.2.8.2 of the SOLAS, 

1974, are required to have a heading or track control systems, commonly called an autopilot, which 

automatically manages ship’s heading based on defined condition.52 While an autopilot control 

controls ship’s heading in an autonomous manner, a navigation officer can return to the manual 

steering anytime in such circumstances as rough weather and port arrival and departure. 

Irrespective of the level of automation, MASSs depend on wide array of IT and OT systems, 

such as the global positioning system (GPS), automatic identification system (AIS), and camera. 

MASSs of the future are expected to be fully autonomous. For example, Mayflower (introduced in 

section III.A.1) was under 6 months of sea trial at the time of writing this thesis to engage in 

 
50 International Maritime Organization, “Autonomous Shipping,” Media Centre, accessed 

March 1, 2021, http://www.imo.org/en/MediaCentre/HotTopics/Pages/Autonomous-shipping.aspx. 

51 International Maritime Organization, “Autonomous Shipping.” 

52 International Maritime Organization, “International Convention for the Safety of Life 
at Sea, 1974, as amended” (1974). 
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transatlantic voyage.53 Current digital technologies and those to come will facilitate the safe, secure, 

and environmentally responsible operation of an autonomous vessel in the following manner: 

• AI: The foundation for its operation by enabling it to autonomously analyze the 

prevailing navigational situation to yield safe decision; 

• Cloud computing: Provision of a ubiquitous platform for the information exchange 

between it and remote operator; 

• Blockchain: Means of a secure connection over an insecure communication through 

maritime satellite or cellular network; 

• Maritime communication technology: Provision of more reliable connection; and 

• IoT: Enablement of the data collection and communication from and to a vessel. 

B. Digital Connectedness in Shipboard Systems 

1. Characteristic of Maritime Industrial Control System 

Distinctions from the shore 

Whereas computerization and digitalization of a shipping company have been similar to 

those of a typical office environment, these trends in shipboard operations have been distinct 

from other nodes of transportation due to the presence of shipboard OT equipment.54 New or 

retrofitted aircrafts embrace new technologies to become ‘e-enabled aircrafts’ installed with IP-

enabled networks, wireless connectivity, and a GPS equipment.55 Freight rail transportation is 

transformed by electronic and digital equipment (e.g. electronically controlled pneumatic brakes, 

 
53 BBC, “AI-Driven Robot Mayflower Recreates Historic Voyage.” 

54 Definition of OT is provided in glossary of terms. 

55 Roadmap to Secure Control Systems in the Transportation Sector Working Group, 
“Roadmap to Secure Control Systems in the Transportation Sector,” August 2012, https://us-
cert.cisa.gov/sites/default/files/documents/TransportationRoadmap20120831.pdf. 

https://us-cert.cisa.gov/sites/default/files/documents/TransportationRoadmap20120831.pdf
https://us-cert.cisa.gov/sites/default/files/documents/TransportationRoadmap20120831.pdf
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onboard network system) and digital control systems (e.g. yard control and automation system, 

locomotive remote controls).56 Whereas newbuilt and autonomous vessels of the future may 

embrace similar level of digitalization, maritime industrial control system (ICS) on existing 

vessels that still constitute the majority of global fleet may not entirely be cyber or digital due to 

conventional shipboard systems not necessarily designed with cyber-related considerations. 

 

 
Figure 3. Digital connectedness in shipboard systems. Source: Author. Image source: 

Radoan_tanvir, Cargo Ship Freight Container Trade, accessed March 1, 2021, 
https://pixabay.com/vectors/cargo-ship-freight-container-trade-5718352/. Reproduced under the 
Pixabay free license. 

 

Complexity is another distinguishing characteristic of shipboard ICSs. Myriad of systems 

and components with dissimilar functions are fitted to operate a vessel in a self-reliant manner. 

Although aircrafts are also designed to be self-reliant during a flight, they may not be designed to 

be in operation for such an extended time as vessels are designed to function (e.g. a month). 

Contrary to the freight rail transportation system spanning across geographical areas, 

interconnectivity in a comparatively confined container (i.e. vessel) distinguishes shipboard ICSs 

from other ICSs in the transportations sector. 

 
56 Roadmap to Secure Control Systems in the Transportation Sector Working Group, 

“Roadmap to Secure Control Systems in the Transportation Sector,” 25. 

https://pixabay.com/vectors/cargo-ship-freight-container-trade-5718352/
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IT system and OT system in maritime context 

TABLE 1 . Characteristics of IT and OT system. 

 
Source: BIMCO et al., The Guideline on Cyber Security Onboard Ships, 3rd ed., 2018, 
https://www.bimco.org/-/media/bimco/about-us-and-our-members/publications/ebooks/cyber-
security-guidelines-2018.ashx. 

 

Shipboard OT systems have continued to ensure shipboard safety and environmental 

protection. Before digitization, there had been a distinction between an IT asset and OT asset, 

caused by the different characteristic of each asset as summarized in table 1. However, the 

advent of a maritime cyberspace contributed to the integration of OT assets with IT ones to 

enable a shipboard ICS. Analogue data of OT assets are converted to digital data operating in the 

https://www.bimco.org/-/media/bimco/about-us-and-our-members/publications/ebooks/cyber-security-guidelines-2018.ashx
https://www.bimco.org/-/media/bimco/about-us-and-our-members/publications/ebooks/cyber-security-guidelines-2018.ashx
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ICS. Increasing reliance on the digital information have caused both IT system and OT systems 

to be converged into an integrated one.57 

Through the digitalization of analogue information, shipboard systems bear the characteristic 

of an ICS in which sensors, equipment, and systems are interconnected to a supervisory control and 

data acquisition (SCADA) system where an operator monitors and controls an ICS in a centralized 

station.58 Simultaneously, computerization enabled shipboard administrative tasks and paperwork to 

be done with computers. In conjunction with the development of maritime communication 

technology, computerization facilitated digital connectedness with the shore by providing a common 

platform with the shore. Consequently, vessels become a data center in which data keeps generated 

onboard and communicated with external parties.59 

2. Bridge System 

Integrated navigation system 

Driven by technological advances, various navigation equipment has been fitted on a 

bridge to assist navigation officers in achieving a safe and secure voyage. These equipment are 

connected to each other through an array of sensors to formulate an integrated navigation system 

(INS), in which the monitoring and execution of navigation, propulsion machinery, mooring, and 

security control can be realized in a centralized console. Facilitated by digitalization and 

 
57 BIMCO et al., The Guideline on Cyber Security Onboard Ships, 4th ed., 2020, 

https://www.bimco.org/-/media/bimco/about-us-and-our-members/publications/ebooks/cyber-
security-guidelines-2018.ashx. 

58 Definition of industrial control system and supervisory control and data acquisition is 
located in glossary of terms. 

59 Sotria Lagouvardou, “Maritime Cyber Security: Concepts, Problems and Models” 
(master’s thesis, Lyngby, Denmark, Technical University of Denmark, 2018), 
https://pdfs.semanticscholar.org/3158/103669fe46911b52e55dc7afe82237994036.pdf. 

https://www.bimco.org/-/media/bimco/about-us-and-our-members/publications/ebooks/cyber-security-guidelines-2018.ashx
https://www.bimco.org/-/media/bimco/about-us-and-our-members/publications/ebooks/cyber-security-guidelines-2018.ashx
https://pdfs.semanticscholar.org/3158/103669fe46911b52e55dc7afe82237994036.pdf
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computerization, an INS relies on a computerized process of sensory navigational information 

from such equipment as illustrated in figure 4. 

 

 
Figure 4. Example of integrated navigation system. Source: Odd Sveinung Hareide et al., 

“Enhancing Navigator Competence by Demonstrating Maritime Cyber Security,” The Journal of 
Navigation 71, no. 5 (April 30, 2018): 1025–39, https://doi.org/10.1017/S0373463318000164. 
Reproduced by the permission of Cambridge University Press. 

Electronic chart and display information system 

Digitalization and computerization in a bridge system can best be explained with an 

ECDIS. Drawing information from the sensors connected to an INS, an ECDIS plots the GPS 

position of a vessel and provides functions for passage planning, execution, monitoring, and 

updating electronic navigational charts. Also, an ECDIS displays various navigational 

information over layered vectors, such as the following: 

• Passage plan; 

• Navigational hazard; 

• Safety contour; 

• AIS and radar signal; 

• User-created maps and mariner’s notes; 

• Estimated time of arrival; and 

• Maritime safety information.

 

 

https://doi.org/10.1017/S0373463318000164
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Voyage optimization service 

Beyond the boundary of a navigation bridge, digital transformation can be witnessed in 

the provision of a voyage optimization service. Facilitated by the utilization of AI, it assists a 

passage planning by providing below and more information:60 

• Weather forecast; 

• Optimal and safe route based on the expected weather condition during a voyage; 

• Optimization of engine and fuel consumption for optimal performance; and 

• Estimation of an estimated time of arrival under an optimal route. 

To realize these services, a voyage optimization service relies on the provision of such 

navigational information as a ship’s particular, date and port of departure, destination, and fuel 

properties. In doing so, the communication can be made directly from one or more shipboard 

navigation equipment and system or by an email over a shipboard communication system. 

3. Propulsion and Machinery Management and Power Control System 

A vessel is fitted with fuel and engine machineries that provide propulsion power and 

electricity for shipboard operations. A propulsion system generates the energy rotating a ship’s 

propeller in order that a vessel can make the speed underway, while a power control system 

generates electricity used throughout a vessel. In doing so, engine machineries rely on an 

intricate system of fuel tanks, pipelines, and pumps (as illustrated in figure 5). 

 

 
60 NAPA, “NAPA Voyage Optimization,” accessed 1 March, 2021, 

https://www.napa.fi/software-and-services/ship-operations/napa-fleet-intelligence/voyage-
optimization/. 
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Figure 5. Example of marine machinery. Source: seabreezesky, The Engine Room on the 

Bulk Cargo Big Ship, 4896 x 3264 pixel, Shutterstock, accessed March 1, 2021, 
https://www.shutterstock.com/image-photo/engine-room-on-bulk-cargo-big-1086978293. 
Reproduced under the Shutterstock.com license. 

 
Figure 6. Simplified example of integrated automation system. Source: Author. 
 

Digital transformation of this system is the digitalization toward a SCADA system. 

Operational condition and sensory data of machineries are transmitted to an ICS: an integrated 

automation system (IAS) (as exemplified in figure 6). An IAS enables remote monitor and control 

of machineries by control consoles across a vessel. Machinery alarms and critical safety alarms are 

https://www.shutterstock.com/image-photo/engine-room-on-bulk-cargo-big-1086978293
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remotely monitored from an engineer’s cabin, enabling an unattended machinery space operation. 

Information management facilitated by digital management of machinery condition facilitates a 

computerized preventive maintenance system (PMS) that assists marine engineers in planning 

maintenance or inspection schedule and controlling the inventory of spares. 

Furthermore, digitalization and computerization in machinery systems contribute to 

environmental protection in maritime transportation. A voyage optimization service also contributes 

to this purpose by helping a vessel optimize fuel efficiency so that fuel consumption can be 

minimized during a voyage.61 Certain marine main engine is capable of electronically controlling its 

fuel injection in electronical manner to optimize operation efficiency and maintenance interval. 62 

4. Cargo Handling and Management Systems 

 
Figure 7. Simplified example of cargo handling system of VLGC. Source: Author. 
 

 
61 NAPA, “NAPA Voyage Optimization.” 

62 MAN Energy Solutions, “ME-B Application,” accessed March 1, 2020, 
https://marine.man-es.com/two-stroke/2-stroke-engines/me-b-engines. 
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A cargo handling system is the important shipboard system to make a vessel a 

commercial vessel. It monitors and controls the condition of a cargo carried onboard to ensure 

that a cargo is delivered to a consignee in a safe and secure condition. Due to the diverse 

category of cargos which can be carried by a vessel, the system is different among the types of a 

vessel. The cargo handling system of a liquefied gas carrier is composed of pipelines, valves, 

pumps, compressors, inert gas generators, and other machineries (as illustrated in figure 7). Also, 

it includes a ballast handling system that manages ballast water onboard. 

Digitalization and computerization of a cargo handling system are similar to those of a 

propulsion and machinery management and power control. Certain cargo and ballast information 

(e.g. ship’s trim and list, liquid level, liquid temperature, and tank pressure, ballast tank level) is 

transmitted in digital format to an IAS to enable remote monitoring of cargo and ballast 

condition. An IAS monitors and controls cargo and ballast machineries remotely from a cargo 

control room (CCR). Also, information management by an IAS facilitates automatic actuation of 

safety functions to prevent a hazardous event from resulting to an incident. Cargo information 

can be communicated to a shore management or stakeholder (e.g. charterer or consignee) 

through directly from the system or from a shipboard communication system.  

5. Communication System 

A shipboard external communication includes, but is not limited to, email communication 

and the global maritime distress and safety system (GMDSS). Email communication utilizes 

desktops and software. For example, emails with attachments are sent via Microsoft Outlook. A 

GMDSS is required for SOLAS-compliant vessels provides the means of navigational safety and 

distress communication at sea. 
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Very small terminal aperture 

Digitalization in external communication is manifested by a VSAT system.63 The 

introduction of maritime VSAT connectivity is attributable to technological development which 

decreased the cost per data, which made cost no longer an entry barrier.64 As of 2019, estimated 

75% of vessels and 61% of shipboard personnel have internet connectivity.65 Driven by this 

connectivity, the amount of the information communicated between a fleet and a shore 

management is estimated to be 57GB per month.66 

e-Navigation 

E-Navigation is defined by the IMO as “the harmonized collection, integration, exchange, 

presentation, and analysis of marine information on board and ashore by electronic means”.67 It 

seeks to standardize and automate ship’s reporting and exchange of navigational information with 

the shore by utilizing the integration of navigation equipment and sensors and the development of 

shipboard external communication system.68 Thus, e-Navigation can be seen as the digitalization 

in safety communication which makes navigation further interfaced with shore stakeholders. 

 
63 Definition of very small terminal aperture is located in glossary of terms. 

64 Marlink, “Cyber Security: Next Generation Defences against the Growing Threat of 
Cyber-Attacks,” 2018, https://marlink.com/cyber-security/. 

65 Vodafone Roaming Services, “Near Shore Connectivity Whitepaper,” 11. 

66 Vodafone Roaming Services, “Near Shore Connectivity Whitepaper,” 24. 

67 International Maritime Organization, “E-Navigation,” accessed March 1, 2021, 
https://www.imo.org/en/OurWork/Safety/Pages/eNavigation.aspx. 

68 International Maritime Organization, “E-Navigation.” 

https://marlink.com/cyber-security/
https://www.imo.org/en/OurWork/Safety/Pages/eNavigation.aspx
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6. Administrative and Crew Welfare System 

An administrative and crew welfare system pertains to an internal communication system. 

Shipboard personnel utilize an administrative system to generate records, reports, and plans kept 

onboard or communicated with the shore. A crew welfare system provides welfare services 

onboard for use of shipboard personnel at rest, the example of which includes a telephone service, 

access to entertainment contents, recreational facilities, and fitness facilities. Digitalization in this 

system is manifested as the computerization in which shipboard administrative tasks and welfare 

services are conducted through computers (as exemplified with figure 8). Digital connectivity 

allows shipboard personnel to communicate with the shore by utilizing the same computers and 

programs as utilized on shore, such as Microsoft Windows and Office products. 

 

 
Figure 8. Simplified example of shipboard administrative system. Source: Author. 
 

At the same time, digital connectivity through a VSAT terminal has transformed a crew 

welfare system by allowing shipboard personnel to access the Internet with the same personal 

devices as they use on shore. Despite physical isolation at sea, they become the same consumers on 

the Internet as those on shore. For example, the shipboard respondents to the 2018 Futurenautics 

survey remarked that they accessed social media such as Facebook and Whatsapp, news such as 
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BBC and CNN, and shopping sites such Amazon and eBay.69 The devices used use to access the 

Internet are the same as those used on shore, such as smartphone, laptop, tablet PC, smart watch, 

and even gaming console.70 The provision of maritime connectivity is now the major determinant 

of a seafarer in selecting the company to work for, with 75% of the respondents to the 2018 

Futurenautics considering it influential in their application.71 

7. Other Shipboard System 

TABLE 2 . Other shipboard systems 

 Equipment 

Access control system 

• Surveillance system 
• Bridge navigational watch alarm system 
• Ship security alarm system 
• Electronic personnel-on-board system 

Passenger servicing and 
management system 

• Property management system 
• Electronic health record 
• Finance-related record 
• Passenger/visitor/seafarer boarding access system 
• Network architecture 

Passenger-facing 
network 

• Internet access for passenger 
• Guest entertainment system 
• Network architecture 

Source: BIMCO et al., Annex 1 Guideline on Cyber Security (4th Ed.). 
 

The impacts to other shipboard systems are similar to the systems discussed heretofore in 

that information is monitored and controlled in digital manner and that the information generated 

from these systems is communicated with the shore through increased digital connectivity. Table 

2 presents other shipboard systems and equipment potentially impacted by digitalization. 

 
69 Futurenautics Ltd., “Crew Connectivity 2018 Survey Report” (London, United Kingdom, 

2018), http://www.crewconnectivity.com/?product=2018-crew-connectivity-survey-report. 

70 Futurenautics Ltd., “Crew Connectivity 2018 Survey Report,” 39. 

71 Futurenautics Ltd., “Crew Connectivity 2018 Survey Report,” 21. 

http://www.crewconnectivity.com/?product=2018-crew-connectivity-survey-report
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C. Maritime Cyber Incidents 

Maritime cyber incidents against a shipping company or a vessel are presented as 

appendix 2. In addition to the information of appendix 2, The Guidelines on Cyber Security 

Onboard Ships presents some incidents the date of which are undisclosed.72 Appendix 2 

demonstrates that maritime cyber incidents date as far as 2010. Further to appendix 2, maritime 

cyber incidents continue to occur. 47% of the respondents to the 2018 Futurenautics survey 

remarked that they worked on a vessel that was the target of a cyber attack.73 Dryad Global 

found that 22 cyber attacks were made to vessels through a malicious email during the third 

week of June 2020 alone.74 In the light of these findings, major maritime cyber incidents are 

either yet to occur or to made known to the public while lurking under the maritime industry. 

D. Challenges to Maritime CRM 

Digitalization and computerization in shipboard operations provide benefits for shipboard 

operations and welfare of shipboard personnel; However, they leave a shipping company, a vessel 

and seafarer onboard vulnerable to cyber threats. Although the need for maritime CRM originates 

from these trends, such demand pose challenges to maritime CRM in combination with the 

characteristics of maritime transportation. Table 3 summarizes the discussion of this section. 

 

 

 

 
72 BIMCO et al., Guideline on Cyber Security (4th Ed.). 

73 Futurenautics Ltd., “Crew Connectivity 2018 Survey Report,” 28. 

74 Dryad Global, “Maritime Cyber Security & Threats Jun 2020 Week Three,” June 23, 
2020, https://dryadglobal.com/maritime-cyber-security-threats-jun-wk3/. 



39 
 

 

TABLE 3. Overview of challenges to maritime CRM 

Sector Challenges 

Cyber environment • Constant evolvement of techniques 
• Recent inclusion into the maritime industry 

Maritime industry 
• Global operation 
• Security concern in the maritime chain of communication 
• Confidentiality in maritime transportation 

Maritime regulation • Various stakeholders in governance 
• Absence of procedural of technical requirements on maritime CRM 

Vessel 

• Diverse age distribution and specification 
• Increasing interconnection with the shore blurring physical air gap 
• Increasing interdependency among shipboard systems 
• Information available to the public 

Shipboard personnel 
• Shipboard hierarchy not designed in consideration of maritime CRM 
• Limited shore supports available while at sea 
• Diverse nationalities 

Source: Author. 

1. Cyber Environment 

Constant evolvement of techniques 

A cyberspace is a dynamic theatre in which cyber threat actors continue to develop new 

attack vectors for successful cyber incidents, while defenders strive to identify and counter those 

vectors and to strengthen their cyber resilience. Cyber threat actors are constantly evolving attack 

technique to introduce further elaborate attacks by conducting reconnaissance on a victim and 

developing an attack vector specific to that victim. At the same time, rapidly evolving technologies 

and vulnerabilities in maritime cybersecurity make a risk management approach by technical 

standards challenging.75 This constant development of attack vectors necessitates the constant 

readiness and improvement of maritime CRM for retaining cyber resilience. 

 
75 International Maritime Organization, “Guidelines on Maritime Cyber Risk 

Management,” Circular MSC-FAL.1/Circ.3 (London, United Kingdom, July 5, 2017), 
https://www.imo.org/en/OurWork/Security/Pages/Cyber-security.aspx. 

https://www.imo.org/en/OurWork/Security/Pages/Cyber-security.aspx
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Recent inclusion into maritime industry 

Because CRM gains a recent attention of the maritime industry, the industry is yet to reach 

a consensus on the true definition and ramification of a maritime cyber risk.76 The outcome of the 

Silgado’s survey support this argument, in which surveyed shipping companies and maritime 

authorities are found to have different classification of cyber risks.77 Accelerated by diverse 

perspectives to maritime transportation, the dissenting description of a maritime cyber risk leads to 

a fragmented approach in maritime CRM by diverse players in maritime transportation. 

Maritime CRM differs from traditional safety and security management in that information 

on maritime cyber risks is yet to be accumulated enough to provide references for maritime CRM. 

Under this circumstance, the formulation of maritime CRM is contingent on clear understanding of 

maritime cyberspace, CRM techniques, and knowledge of maritime operations. In doing so, 

because the business of shipping is commercial in nature, so is that of maritime CRM. As the 

latter attempts to grasp its stake in the maritime industry, the commercial perspective taken by 

the maritime CRM sector hinders the clear and constructive awareness of maritime cyberspace 

and CRM. Insufficient accumulation of academic or industrial research aggravates this concern 

by providing an incomplete experience and understanding to guide the players in identifying 

credible references from the pool of stakeholders in maritime CRM. 

 

 

 
76 David Miranda Silgado, “Cyber-Attacks: A Digital Threat Reality Affecting the 

Maritime Industry” (master’s thesis, Malmö, Sweden, World Maritime University, 2018), 
https://commons.wmu.se/all_dissertations/663. 

77 Silgado, “Cyber-Attacks,” 55. 

https://commons.wmu.se/all_dissertations/663
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2. Maritime Industry 

Global industry 

The maritime industry is a global industry in which vessels are transporting goods and 

maritime services are made at global level. As of early 2020, 98,140 vessels are said to be in 

operation around the world, with gas carriers representing 4% of total deadweight.78 Those vessels 

called ports around the word 4,362,737 times in total during 2019.79 Global liquefied natural gas 

(LNG) and very large gas carrier (VLGC) fleet called terminals 12,222 and 55,227 times respectively 

during 2019.80 As the natural consequence of global maritime transportation, a shipping company 

manages its fleet scattered throughout the world and across time zones. From the perspective of 

maritime CRM, this global landscape leads to a challenge that maritime CRM should address cyber 

resilience of vessels belong to different owners and operating around the world. The international 

nature of maritime transportation makes the maritime industry further exposed to cyber threat actors 

around the world, which makes the impacts of a cyber incident reach beyond a nation. For example, 

a cyber incident resulting to the collision of a vessel and subsequent pollution in one nation may 

result in liability claims from the nation, even though cargo was loaded in another nation. 

Maritime chain of communication 

The maritime industry is again a global business in which numerous governmental and 

non-governmental entities are interconnected in ship management and operation. For example, a 

 
78 United Nations Conference on Trade and Development, “Review of Maritime 

Transport 2020,” 2020, https://unctad.org/system/files/official-document/rmt2020_en.pdf. 

79 United Nations Conference on Trade and Development, “Review of Maritime 
Transport 2020,” 70. 

80 United Nations Conference on Trade and Development, Table 3.1 to “Review of 
Maritime Transport 2020,” 71. 

https://unctad.org/system/files/official-document/rmt2020_en.pdf
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Panama-flagged liquefied gas carrier constructed in South Korea visits a American terminal, 

owned by a Japanese company, classed to Lloyd’s Register of the United Kingdom, insured to a 

German marine insurer and Swedish protection and indemnity (P&I) club, operated by a Hong 

Kong charterer, managed by a Singaporean ship management company, and manned by a 

Malaysian master, Indonesian officers and Burmese ratings from their local manning agents. 

Given this complex chain of communication, maritime CRM is challenged by intricate 

relationship of roles, responsibilities, and liabilities among these players. 

Security. Although secure communication is crucial for secure ship operations, dynamic 

communication poses a challenge under which cyber threat actors equipped with insights to the 

maritime industry can be disguised as legitimate clients to introduce a cyber attack. Dryad 

Global supports this analysis, in which cyber threat actors utilize maritime-related topics (e.g. 

quotation request, agency nomination) with plausible contents and sender address to send an 

email to a target using a Microsoft word or excel file infected with a malware.81 However, the 

broad number of global maritime players makes it difficult for vessels and shipboard personnel 

to vet their credentials in each communication. To complicate matters, when cyber threat become 

aware of the profitable nature of the maritime industry, communication can draw the attention of 

cyber threat actors if each entity under this maritime chain has different CRM posture.82  

Confidentiality 

Commercial and competitive operation of commercial vessels makes it important to 

ensure the confidentiality of vessels and their operation. A negative performance of a vessel or a 

 
81 Dryad Global, “Maritime Cyber Security & Threats Jun 2020 Week Three.” 

82 Silgado, “Cyber-Attacks,” 15. 
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shipping company and a disclosure of confidential information can result in such reputational or 

financial damage as to negatively influence the continuation of their operations. 

In this regard, certain safety indicators are made available to the public under mandatory 

requirements from an administration or the maritime industry (e.g. maritime accidents or 

inspection data). However, a shipping company might be hesitant to disclose the total impact and 

cost caused by a cyber incident, which contributes to few information on maritime cyber 

attacks.83 84 For example, exploiting the global nature of the maritime industry, a company can 

protect its confidentiality by registering itself and its fleet to a government posing less stringent 

regulations. Academic researches become therefore limited, because they shall inquire on the 

actual implementation of maritime CRM by shipping companies in limited manner due to the 

confidentiality and the fear of shipping companies on the exposure to cyber incidents or the 

reputational risk.85 Therefore, the favor of the maritime industry on confidentiality makes the 

researches of maritime CRM primarily driven by shipping companies, rather than by the 

maritime industry overall or the academia. 

3. Maritime Regulation 

Various stakeholders in governance 

The combination of IT and traditional shipboard OT technologies expands the 

governance of maritime CRM beyond what can be considered maritime. For example, maritime 

communication is provided by land-based infrastructure, which is beyond the governance of the 

 
83 Danish Defense Intelligence Service, “Threat Assessment: The Cyber Threat against 

Operational Systems on Ships,” April 2020, https://fe-
ddis.dk/cfcs/publikationer/Documents/Cyber_threat_against_operational_systems_on_ships.pdf. 

84 Hyra, “Analyzing the Attack Surface of Ships,” 17-19. 

85 Silgado, “Cyber-Attacks,” 62-64. 

https://fe-ddis.dk/cfcs/publikationer/Documents/Cyber_threat_against_operational_systems_on_ships.pdf
https://fe-ddis.dk/cfcs/publikationer/Documents/Cyber_threat_against_operational_systems_on_ships.pdf
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IMO.86 Vast interactions under a maritime chain of communication invite many stakeholders to 

maritime CRM governance but with insufficient coordination among them.87 This leads to a 

fragmented framework in which they exert their expectations with less coordination with other 

regulatory stakeholders. Consequently, the fragmented framework of maritime CRM leads to 

different classification of cyber risk among shipping companies and maritime administrations.88  

Absence of procedural or technical requirements on maritime CRM 

Despite the MSC.428(98), the IMO has not established a convention or code that 

elaborate on procedural or technical requirements on maritime CRM. Even though some 

statutory conventions can be related to maritime CRM in their broad interpretation, they are not 

explicitly connected.89 Even if such instruments were to exist, their enforcement is left to the 

responsibility of member  governments to the IMO. 

Under the absence of a convention or code specific to maritime CRM, no means of the 

harmonization of requirements and enforcement exist to compel the consistent implementation of 

maritime CRM that can provide technical and legal basis across the maritime industry.90 The 

enforcement of maritime CRM is contingent to the dedication of each contracting government to 

the IMO, while the implementation of maritime CRM is up to voluntary dedication of many 

 
86 Rory Hopcraft and Keith M. Martin, “Effective Maritime Cybersecurity Regulation - 

The Case for a Cyber Code,” Journal of the Indian Ocean Region 14 (September 11, 2018): 254–
66, https://doi.org/10.1080/19480881.2018.1519056. 

87 European Network and Information Security Agency, Analysis of Cyber Security 
Aspects in the Maritime Sector, 11-13. 

88 Silgado, “Cyber-Attacks,” 55. 

89 Hopcraft and Martin, “Effective Maritime Cybersecurity Regulation,” 8. 

90 Hopcraft and Martin, “Effective Maritime Cybersecurity Regulation,” 8-11. 

https://doi.org/10.1080/19480881.2018.1519056
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commercial players in the maritime industry.91 This can result in the situation that shipowners 

implement maritime CRM at different levels, although they have valid DoC as per the 

MSC.428(98). Under a maritime chain of communication, an unsafe cyber resilience of one 

shipping company leaves a potential ripple effect throughout the maritime industry. 

4. Vessel 

Diverse age distribution and specification 

With various vessels in operation, the degree of digitalization and computerization in 

shipboard systems becomes inconsistent among vessels. The harmonization of technical 

standards becomes challenged, as some systems are based on the standards not necessarily drawn 

from the maritime context.92 For example, a desktop on a vessel may not necessarily be 

approved from a classification society for shipboard use, which limits the implementation of 

maritime safety or security regulations. Given these arguments, the challenge of maritime CRM 

lies in providing a universal process in consideration of inconsistent specifications of vessels.  

Age. The average age of vessels around the world was 21.29 years in 2019, ranging from 

9.28 (for bulk carrier) to 19.46 years (for general cargo vessel).93 Global LNG and VLGC fleet 

had the average age of 10 and 14 years respectively.94 A vessel is fitted with systems that, once 

fitted, are expected to last until its demolition. In another word, the degree of digitalization and 

 
91 Oliver Daum, “Cyber Security in the Maritime Sector,” Journal of Maritime Law & 

Commerce 50, no. 1 (January 2019): 14-15. 

92 Hopcraft and Martin, “Effective Maritime Cybersecurity Regulation,” 3. 

93 United Nations Conference on Trade and Development, “Review of Maritime 
Transport 2020,” 37. 

94 United Nations Conference on Trade and Development, Table 3.2 to “Review of 
Maritime Transport 2020,” 71. 
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computerization in shipboard systems is expected to remain at a steady condition until the 

demolition. Due to massive cost for newbuilding, the decision for replacing existing old vessels 

is not as simple as changing IT devices in an office. For this reason, old vessels which have been 

constructed without the considerations on maritime CRM continue to be in operation, whereas 

newbuilt vessels are expected to be in operation as long as currently old ones are. 

Specification. Maritime transportation is driven by vessels of highly different 

specifications and types, from a coastal container feeder to ultra large crude carrier. Each vessel 

is fitted with equipment and system distinct from one another which are defined by use cases and 

regulatory requirements from, inter alias, classification societies.95 Although a shipowner can 

describe a specification and a classification society can certify their cyber resilience, third-party 

manufacturers design and commission shipboard systems. Although the ideal condition for 

maritime CRM is to build and retain vessels to embrace all latest technologies and cybersecurity 

measures, the investment of a shipowner and the interest of maritime governance determines the 

level of automation and technological advances applied to a vessel.  

Increasing interconnection with the shore 

Under a maritime chain of communication, a vessel interacts with various service 

providers to sustain commercial operations some of which may be beyond the ordinary capacity 

of shipboard personnel. For example, during high workload which shipboard personnel face 

during shipboard operations, they cannot dedicate sufficient efforts into the CRM of a vessel.96 

For example, they are expected to meet a tremendous number of contractors and service 

engineers, especially during a dock stay period. They might be asked to take a huge amount of 

 
95 Hopcraft and Martin, “Effective Maritime Cybersecurity Regulation,” 3. 

96 Marlink, “Cyber Security,” 4. 
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stores or spares that they cannot scan for vulnerabilities and cyber threats in due time because of 

other concurrent operations. Or they are asked by inspectors or auditors to print an inspection 

report from a ship’s computer, while a file is delivered through a personal USB thumb drive of 

inspectors or auditors.97 As illustrated in these examples, a dynamic shipboard operation pose a 

challenge under which even robust maritime CRM cannot be effectively implemented while a 

vessel and shipboard personnel face a peak in their capacity to respond to cyber threats.  

Air gap. Digital connectedness in shipboard operations clears the obscurity of vessels that 

has provided an air gap for the CRM of vessels.98 Physical isolation of a vessel has functioned as a 

natural air gap in that a vessel and its equipment and system are physically isolated from the world. 

However, the prevalence of private digital devices onboard is found to easily compromise the air 

gap. For example, a USB thumb drive can be exploited to introduce a malware into a network 

disconnected from the open network. Due to digital connectedness, physical isolation of a vessel is 

no longer capable of securing the vessel from cyber threats in that a cyber attack can be realized by 

exploiting human factors through even a trivial medium. 

Increasing interdependency among shipboard systems 

Interdependency among shipboard systems begins to invite those not truly digital in 

nature into digital assets. They become increasingly connected to each other to enable ship 

operations. For example, shipboard systems utilize the coordinate information from a GPS sensor 

to record their activities. They rely on a shipboard administrative system to generate and 

communicate documents with the shore. Under this interdependency, a SCADA system and the 

reliance on sensory information extend the scope of maritime CRM beyond physical security or 

 
97 BIMCO et al., Guideline on Cyber Security (4th Ed.), 20. 

98 Definition of air gap is located in glossary of terms. 
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cybersecurity against cyber effects or cyber threat actors to protect the control, confidentiality, 

integrity, and availability of the data generated in maritime transportation.99 100 

Information available to the public 

Whereas the contact information of a vessel remains confidential, some others are not. 

Real-time tracking of vessels is available to the public through common websites (e.g. 

MarineTraffic, VesselFinder, or Fleetmon) so that people can check such information as 

coordinate and destination even from a smartphone application. Whereas this enhances the 

connectivity with the shore and navigational safety, its open availability poses a challenge in 

maritime CRM in that whereabouts of a vessel is available to cyber threat actors to support their 

nefarious intentions. For example, such open information can be utilized for both targeted or 

untargeted attacks by exploiting such vulnerabilities of vessels as spoofing and jamming. Publicly 

available information increases the cyber threat of information leakage and raise concerns from the 

IMO on the potentially detrimental impact to shipboard security.101 

5. Shipboard Personnel 

Traditional shipboard hierarchy 

The shipboard hierarchy of a vessel has been traditionally structured into the master, deck 

department, engine department, and catering department. Whereas a passenger or cruise vessel 

can include more departments, for example one dedicated to maritime CRM, this will not always 

be the same for cargo vessels. Economy of scale and cost leadership results in the situation in 

which the number of crews is reduced to around 20 to 30 all of whom multitask shipboard 

 
99 Lagouvardou, “Maritime Cyber Security,” 21. 

100 Definition of cyber effect is located in glossary of terms. 

101 Kessler and Shepard, Maritime Cybersecurity. 
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operations. One solution might be to board additional seafarer only responsible for maritime 

CRM to relive multitasking shipboard personnel from being further encumbered by maritime 

CRM. However, this decision will introduce considerable cost (e.g. wage, training, crew change) 

for having this kind of shipboard personnel present in entire fleet. Under the maritime industry 

driven by commercial and financial motivations, rationales are required to justify the cost over 

the benefits of having one seafarer only dedicated to maritime CRM on each vessel.  

Limited shore supports available while at sea 

Despite increasing interconnection with the shore, the global fleet operation adds another 

challenge under which such worldwide scale limits shipboard personnel from obtaining prompt 

supports for prompt and effective response. For example, if the shipboard external communication 

were to fail due to a cyber incident against a vessel at sea far from the shore, shipboard personnel 

are left with few resources and knowledge in responding to the incident until external 

communication is restored to make technical support from a shore IT department available. 

Diverse nationalities 

Maritime CRM is challenged with diverse nationalities of shipboard personnel which 

shall pose insider threats. For example, different nationalities and religions of seafarers onboard 

might be exploited for an insider attack. Motivations can significantly vary, such as personal 

interest in a script kiddie, frustration with a fellow seafarer onboard or with a shipping company, 

and even diplomatic affairs. Even without external threats, cultural stance on cybersecurity and 

educational background from their respective nation shall aggravate insider threats driven by 

inconsistent awareness and competency on maritime CRM. Without in-company trainings and 

educations, maritime CRM is challenged by verifying how maritime education institutes of the 

nations manning a fleet provide relevant programs to future shipboard personnel.  
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IV. Analysis of Vulnerabilities 

 

The MSC-FAL.1/Circ.3 argues that exploitation of vulnerabilities in IT/OT equipment 

can yield the compromise of the confidentiality, integrity, and availability of information and 

certain safety implications.102 Given these cyber effects, the assessment of vulnerabilities in 

shipboard systems is crucial for risk assessment and risk mitigation under shipboard CRM. 

Positioned at the intersection of the maritime industry and IT management, shipboard CRM is 

influenced by the maritime industry, while drawing the principles of IT management. Due to this 

nature, challenges to shipboard CRM increases the exposure of maritime vulnerabilities. 

A. Vulnerability of Maritime Transportation 

TABLE 4 . Overview of vulnerabilities in maritime transportation 

Sector Vulnerabilities 

Maritime 
industry 

• Proactive implementation of maritime CRM subject to the perception of 
financial incentives or motivation by a shipping company 

• Diverse capacity and resources of shipping companies leading to inconsistent 
dedication and implantation of maritime CRM among shipping companies 

• Flag of convenience exploited to dodge stringent requirements of a flag 
administration 

Shipboard 
personnel 

• No explicit requirement on competencies on maritime CRM which limits their 
involvement to shipboard recovery and response as non-specialists in security 

• Reliance to inconsistent awareness and competency under regulatory 
limitations and limitations of external and internal courses 

• Constant crew changes exposing inconsistent implementation of shipboard CRM 
• Insider threats by the use of private devices 

Source: Author. 

This section pertains to procedural or operational vulnerabilities, the discussions of which 

are summarized as table 4. 

 
102 International Maritime Organization, “MSC-FAL.1/Circ.3,” 2. 
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1. Maritime Industry 

The growing awareness of the maritime industry on maritime cybersecurity and the 

MSC.428(98) mitigate the vulnerabilities from the characteristics of the maritime industry. The 

MSC.428(98) places a shipping company holding a DoC responsible for implementing maritime 

CRM, regardless of how they perceive financial incentives or motivations. However, the absence 

of procedural or technical requirements exposes maritime vulnerabilities. 

Profit-driven industry 

The maritime industry has a profit-driven nature in which managerial decisions are based 

on cost-benefit analysis. Although certain companies are family- or nation-owned and thus less 

likely to be driven by profit, they are also sensitive to profit in terms of cost saving. Under this 

nature, shipowners or operators might hesitate to implement maritime CRM until they are 

financially motivated to do so.103 Similarly, a shipping company might focus more on cost saving 

than on technical qualification in deciding services or subcontractors. A company shall take actions 

only after they suffer financial losses from a cyber incident. Thus, a vulnerability exists in which 

the proactive implementation of maritime CRM is subject to the perception of financial incentives. 

Diverse capacity and resource of shipping companies 

Capacity and resource of shipping companies are inconsistent from top-class global 

companies to small-sized ones. Although the former can effectively cope with maritime cyber 

threats by investing great amount of resources in developing their CRM process, the latter are 

more limited in doing the same. Thus, the unified development and implementation of maritime 

CRM is constrained by the diverse capacity of shipping companies, leading to a fragmented 

universe of investment and preparedness. Because there are various other focuses to be 

 
103 Silgado, “Cyber-Attacks,” 58. 
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maintained to sustain commercial operation, shipping companies have to balance capacity and 

resources in investing for maritime CRM. This fact contributes to different dedication and 

implementation of maritime CRM among shipping companies.  

Flag of convenience 

The registry of a vessel under a so-called flag of convenience is the method with which 

the above vulnerabilities can be exploited in the maritime context.104 International and 

commercial characteristic of maritime transportation contributes to the circumstance in which a 

shipowner seeks a flag administration offering more cost attractiveness. However, a sacrifice to 

such benefit lies in less stringent enforcement of safety, security, and environmental protection 

of a vessel registered to such fleet. This implies that such a flag of convenience may pose less 

stringent requirements on the CRM of a vessel under the MSC.428(98). 

For example, the Panama Maritime Authority echoes the contents of the MSC.428(98) and 

IMO circular MSC-FAL.1/Circ.3 in its merchant marine circular MMC-354 Maritime Cyber Risk 

Management to encourage shipping companies that register their vessels to take action on maritime 

CRM.105 In doing so, the Authority places no apparent advises or requirements. Maritime 

Authority of the Cayman Islands takes a similar approach, in which it makes references to the 

MSC.428(98) and MSC-FAL.1/Circ.3.106 Without dictating explicit requirements, the authority 

 
104 Definition of flag of convenience is located in glossary of terms. 

105 Panama Maritime Authority, “Maritime Cyber Risk Management,” Merchant Marine 
Circular No.354, June 2019, https://panamashipregistry.com/circulars/maritime-cyber-risk-
management/. 

106 Maritime Authority of the Cayman Islands, “Maritime Cyber Risk Management in 
Safety Management System,” Guidance note 072019, November 11, 2019, 
https://www.cishipping.com/system/files/notices/documents/GN%202019-
07%20CYBER%20SECURITY%20%28Rev%201%29.pdf?download=1. 

https://www.cishipping.com/system/files/notices/documents/GN%202019-07%20CYBER%20SECURITY%20%28Rev%201%29.pdf?download=1
https://www.cishipping.com/system/files/notices/documents/GN%202019-07%20CYBER%20SECURITY%20%28Rev%201%29.pdf?download=1
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states that recognized organizations will review the measures by shipping companies to prepare for 

the implementation of the MSC.428(98).107 These documents marks sharp contrast with the CVC-

WI-027(1).108 Whereas the latter delineates a own procedure in assessing the effectiveness of 

shipboard CRM and enforcing the MSC.428(98), the formers do not prescribe how they will 

implement the MSC.428(98) with a procedure and enforceable instrument. 

Likewise, the different degree of expectations, requirements, and enforcements among 

flag administrations shall result in different level of the implementation of maritime CRM among 

their fleet. The purpose of port state control (PSC) regimes is to check the lenient management of 

certain flag administrations. However, vessels under such flags can dodge stringent PSC regimes 

by, as long as commercial operation grants, not calling ports governed by these regimes. Given 

this argument, a flag of convenience exemplifies a vulnerability in which vessels have 

inconsistent CRM postures depending on their respective flag.  

2. Shipboard Personnel 

The survey by the Safety at Sea and BIMCO found that about half of the respondents 

considered personnel to be the biggest vulnerability of their organization.109 Likewise, human factors 

continue to be cited as a single point of failure. As long as shipboard personnel work on a vessel, the 

same will be true in shipboard CRM. Although they are situated at the forefront of shipboard CRM, 

they become a convenient medium of a cyber incident through human-oriented attack vectors. 

 

 
107 Maritime Authority of the Cayman Islands, “Guidance Note 072019.” 

108 Discussion of the CVC-WI-027(1) shall be made in section V.C.2. 

109 Safety at Sea and BIMCO, “Safety at Sea and BIMCO Cyber Security White Paper” 
(IHS Markit, 2020), https://ihsmarkit.com/Info/1020/safety-at-sea-and-bimco-cyber-
security.html. Cited with the permission of IHS Markit.  

https://ihsmarkit.com/Info/1020/safety-at-sea-and-bimco-cyber-security.html
https://ihsmarkit.com/Info/1020/safety-at-sea-and-bimco-cyber-security.html
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Shipboard personnel as non-specialist in cybersecurity 

Article B-VI/6.1 of the International Convention on Standards of Training, Certification 

and Watchkeeping for Seafarers, 1978, as amended (STCW 78), states that “shipboard personnel 

are not security experts” and that the purpose of the STCW 78 is not to “convert them into 

security specialists.”110 It can be inferred from this article that the competency standards of the 

STCW 78 are not intended to make shipboard personnel specialists in maritime CRM. Even 

though the STCW 78 and its domestic counterparts can be interpreted in broad interpretation to 

support shipboard CRM, such interpretation adds another task to already multitasking shipboard 

personnel and is not specific to maritime CRM. 

As long as shipboard personnel are competent on shipboard CRM as non-specialists, their 

limited competency poses a vulnerability in which they cannot respond to and recover from a cyber 

incident in technical and self-reliant manner. Although they can rely on a part of a SMS on 

shipboard CRM, their competency hiders them from applying sophisticated cybersecurity 

techniques. Even though the purpose of shore expert assistance is to compensate for this 

competency gap, the physical isolation of a vessel poses a challenge in providing on-site technical 

assistance. Despite the possibility of remote assistance, some shipboard systems may require 

shipboard personnel to implement remote instruction of shore experts during a remote assistance. 

In addition to the cost of dispatching an expert team to a vessel in a foreign port, the COVID-19 

pandemic reveals an unseen challenge that shore support cannot visit a vessel at all, contrary to 

how a response and recovery team can be promptly dispatched to a shore office. 

 

 
110 International Maritime Organization, “International Convention on Standards of 

Training, Certification and Watchkeeping for Seafarers, 1978, as Amended” (1978). 
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Insufficient awareness and training 

In 2018 Futurenautics survey, only 15% of seafarers received a training on 

cybersecurity.111 The respondents also considered that they have rarely received any 

cybersecurity training and called for additional training on digital technology and 

cybersecurity.112 As long as statutory regulations, external courses, or internal courses fail to 

enhance competencies of shipboard personnel for shipboard CRM, shipboard CRM relies on 

personal interest, awareness, and proficiency of shipboard personnel. Also, shipboard personnel 

have inconsistent competency and awareness, thus being incapable of effectively responding to a 

cyber threat against a vessel.113 

Regulation. Author’s review of the STCW 78 indicates that the STCW 78 does not 

currently make qualifications of shipboard personnel on maritime CRM mandatory for 

contracting governments. Although a flag administration can impose qualifications standards 

specific to maritime CRM, a shipowner can escape from such requirements with a flag of 

convenience. In 2019, Panama, Liberia, Marshall Islands, and Hong Kong occupied more than 

half of global deadweight.114 Given that some of these flags are criticized as flags of 

convenience, the discussion of a flag administration applies to argue the absence of explicit 

requirements on competencies on maritime CRM. 

 
111 Futurenautics Ltd., “Crew Connectivity 2018 Survey Report,” 28-29. 

112 Futurenautics Ltd., “Crew Connectivity 2018 Survey Report,” 33-34. 

113 Daum, “Cyber Security in the Maritime Sector,” 6. 

114 United Nations Conference on Trade and Development, Table 2.5 to “Review of 
Maritime Transport 2020.” 
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External course. Even if a regulatory framework fails to enforce such competencies, a 

shipping company can provide relevant educations and trainings for its own reasons. In case of 

external courses, courses listed in appendix 4 reveal that many of them are limited to increasing 

the awareness on maritime cybersecurity. With the duration of many courses for shipboard 

personnel being less than a day, contents of these courses might not be designed to enhance 

competencies of shipboard personnel on responsibilities under shipboard CRM. 

Internal course. A shipping company can establish and provide own internal program in 

response to this observation. However, the perception and risk exposure must be different among 

employees and shipboard personnel. For example, the majority of the respondents to the survey 

by David Miranda Silgado remarked that they consider security and cybersecurity a “very 

serious topic”.115 To the contrary, the survey on Montenegrin seafarers by Ivan Mraković and 

Ranko Vojinović indicates that the majority of the respondents do not consider themselves an 

important vulnerability in shipboard operations.116 This leads to an awareness gap in which the 

expectations of an internal course may not match nor alter the actual perception of shipboard 

cyber risks by shipboard personnel. This may decrease the effectiveness of such program and 

continue to expose human vulnerabilities in shipboard CRM. An experiment conducted in a 

shipping company revealed the vulnerability of shipboard personnel against a phishing attack, in 

which 37% of the victims opened a phishing email and 98% clicked on a phishing link.117 

 

 
115 Silgado, “Cyber-Attacks,” 55. 

116 Ivan Mraković and Ranko Vojinović, “Evaluation of Montenegrin Seafarer’s 
Awareness of Cyber Security,” Transactions on Maritime Science 02 (2020): 206–16, 
https://doi.org/10.7225/toms.v09n02.005. 

117 Lagouvardou, “Maritime Cyber Security,” 56. 

https://doi.org/10.7225/toms.v09n02.005
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Crew change 

Further to above subsection, constant crew changes mean that shipboard systems are 

operated by shipboard personnel unfamiliar with them, “increasing the risk of user error and poor 

real-time management of security breathes and incidents.”118 Shipboard personnel come from 

within a shipping company and other company to which they were previously employed. The 

2018 Futurenautics survey reveals that the presence of CRM policy is different from the lowest 

as 29% in general cargo vessels and to 65% in passenger vessels.119 If an officer comes from a 

company without maritime CRM, he or she is expected to have little awareness and competency 

in implementing shipboard CRM. Their backstories shall lead to a vulnerability in which the 

implementation of the CRM of a vessel is inconsistent, because crew changes make the 

implementation of shipboard CRM inconsistent among persons in charge.  

Private device 

A vessel has a unique working environment where a workplace and living space are placed 

together within minutes’ walk. This means that there exist both shipboard IT/OT assets belonging 

to a shipowner and private electronic devices of shipboard personnel. Although a shipping 

company can exert full control over the former, it limited in doing the same for the latter. For 

example, even though patch management can be enforced for shipboard IT/OT equipment, the 

same level of enforcement cannot be ensured for every personal device of shipboard personnel. If 

insufficient training or control measures are taken to address this, personal IT devices shall 

continue to be a significant vulnerability and insider threat, which was already realized in a cyber 

 
118 Hopcraft and Martin, “Effective Maritime Cybersecurity Regulation,” 3. 

119 Futurenautics Ltd., “Crew Connectivity 2018 Survey Report,” 29. 
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incident to an ECDIS in 2016.120 Furthermore, increasing connection to the Internet complicates a 

cyberspace of shipboard CRM by exposing the possibility of a cyber attack against sensitive and 

confidential information of shipboard personnel. 

B. Vulnerability of Shipboard Systems 

TABLE 5. Overview of vulnerabilities in shipboard systems 

Component Vulnerabilities 

Common vulnerabilities 

• Presence of legacy equipment 
• Reliance to third-party producers 
• Use of removable devices 
• Account and password management 
• Physical threat 

Bridge system 

• Vulnerabilities of a GPS sensor 
• Vulnerabilities of an AIS 
• Vulnerabilities of a marine radar equipment 
• Vulnerabilities of an ECDIS 
• Vulnerabilities of a voyage data recorder (VDR) 

Propulsion and machinery 
management and power 
control systems 

• Manipulation of configuration 
• Lack of encryption 
• Remote access 

Cargo handling and 
management system 

• Integrity and availability of sensory data 
• Legacy equipment and software 
• Lack of authentication and encryption 
• Manipulation of message format 

Communication system 

• Satellite-related vulnerabilities 
• Hardware-related vulnerabilities 
• Software-related vulnerabilities 
• Vulnerabilities of 4G LTE 

Administrative and crew 
welfare system • Service as entry point 

Other shipboard systems • Interaction with passengers 

Source: Author. 

 
120 See appendix 2 for relevant information on this cyber incident. 
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Contrary to the previous section, this section relates to technical vulnerabilities of 

shipboard systems. In addition to unique vulnerabilities of each shipboard system, there exist 

common vulnerabilities across shipboard systems (as summarized in table 5). 

1. Common Vulnerabilities 

BIMCO et al. suggests common shipboard vulnerabilities as follows::121 

• Outdated system with improper patch and security management; 

• Inadequate security configurations and best practices;  

• Constant connectivity of safety-critical shipboard assets to the shore; 

• Insecure procedures; and  

• Training and competency of shipboard personnel. 

The IMO considers the causes of shipboard vulnerabilities as the followings:122 

• Inadequacy in design, integration and/or maintenance; 

• Inadequate operation, integration, maintenance, and design; 

• Intentional and unintentional cyber threats; and 

• Lapse in cyberdiscipline. 

Presence of legacy equipment  

Given that a vessel is designed and expected to serve for long period, it is probable that 

shipboard legacy equipment and systems are not designed and constructed with CRM or 

cybersecurity measures.123 Discontinuation of technical service on shipboard legacy software 

 
121 BIMCO et al., Guideline on Cyber Security (4th Ed.), 17. 

122 International Maritime Organization, “MSC-FAL.1/Circ.3,” 2. 

123 Hopcraft and Martin, “Effective Maritime Cybersecurity Regulation,” 3. 



60 
 

 

means that shipboard systems then rely on a software no longer supported by its developer. 

Furthermore, driven by the compliance issues in shipboard operations, an update or modification of 

shipboard equipment and system may not be as straightforward as that of IT equipment in a shore 

office environment due to regulatory considerations. Cost consideration under profit-driven nature 

of the maritime industry necessitates a cost-benefit analysis which can impede the prompt adoption 

of these equipment and systems until the cost is justified.  

Reliance to third-party producers 

Even in the case of a newbuilt vessel, shipboard IT/OT equipment and systems are not 

designed, constructed, and installed onboard in unified manner, because they are commissioned 

by diverse third-party producers.124 Although a shipowner can place its requirement and 

expectation on shipboard equipment and systems, the owner cannot exert all control over the 

design, construction, and specification which are the responsibility of third-party producers. 

Under the proprietary nature of shipboard systems, corrective and preventive response to 

vulnerabilities of a system are also reliant to them.  

Therefore, cyber resilience of a vessel relies on voluntary dedication and standards of 

third-party producers on cyber resilience of equipment and systems. The diverse capacity of 

third-party producers results in fragmented standards on cyber resilience of their proprietary 

equipment and systems. Although a shipowner or charterer can ask a manufacturer to have a 

certification on CRM of a shipboard system to be fitted onboard, the decision for such 

certification is up to one or more stakeholders in the absence of commercial or punitive 

measures. For example, although clause (b) of the BIMCO cybersecurity extends the 

 
124 Hopcraft and Martin, “Effective Maritime Cybersecurity Regulation,” 3. 
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responsibility for implementation of maritime CRM to contracted third-party service providers, 

the adoption of the clause is contingent on the parties to a charter party.125 

The diversity in manufacturers of shipboard systems can be interpreted as an advantage 

in that cyber threat actors should identify vulnerabilities of respective equipment. However, 

given diver cybersecurity posture of systems, a vulnerability exists in which vessels rely on 

third-party assets that may not always be cyber resilient and that shipping companies are not 

extensively involved in design and production to retain satisfactory cyber resilience. Also, the 

reliance on third-party producers makes a vessel reliant to them for cyber response and recovery. 

Use of removable devices 

Continuous interfacing with third-party entities reveals a vulnerability in which an 

external USB thumb drive is sufficient to introduce a cyber attack. It is already shipboard 

personnel can be required to compromise a policy on removable devices even for a legitimate 

reason.126 Furthermore, the presence of private IT devices aggravate this vulnerability by 

increasing potential use of such devices for shipboard administrative purposes. For example, 

more than half of the respondents to the 2018 Futurenautics survey indicated that they utilized 

their personal computer to perform their duties.127 This implies that the tasks conducted in their 

personal devices might be transferred to shipboard IT/OT through an unsecure medium such as a 

personal USB thumb drive. As long as shipboard personnel are unaware of the cyber risks in 

using an unsecure medium, this practice will provide a viable attack surface even for a vessel 

 
125 BIMCO, “Cyber Security Clause 2019,” Contracts and Clauses, accessed July 9, 2020, 

https://www.bimco.org/contracts-and-clauses/bimco-clauses/current/cyber-security-clause-2019. 

126 p.46-47. 

127 Futurenautics Ltd., “Crew Connectivity 2018 Survey Report,” 28. 

https://www.bimco.org/contracts-and-clauses/bimco-clauses/current/cyber-security-clause-2019
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with robust CRM.128 The possibility of this compromise is witnessed with 3 instances of 

malware infection to an ECDIS in operation in 2010 and a cyber incident to another ECDIS in 

2016, both of which were linked to the use of a private IT device.129 

Further to a cyber effect within a vessel, the growing exchange of shipboard information 

with the shore aggravates the impact of this vulnerability, if the connection for such exchange is 

unsecure. In doing so, the interdependency and complexity among shipboard assets that 

constitute a shipboard network increase the vulnerability and magnitude of a cyber effect in case 

of the failure of one equipment.130 For example, in case of a highly automated and 

interconnected INS, an injection of a malicious code into an ECDIS through a removable device 

can compromise the integrity of navigational information transmitted within the INS by 

manipulating the information (e.g. AIS information, GPS coordinate). 

Account and password management 

Challenges in controlling the credentials of shipboard IT/OT systems pose a vulnerability 

in which insecure credential management allows cyber threat actors to easily compromise a 

system. Maritime CRM faces limited control over the credential management of shipboard 

systems embedded with Microsoft Windows, because these may require the use of administrator 

account due to their nature of operation. Similarly, a third-party service engineer can require an 

administrator control to a shipboard system to perform their duties. In doing so, intentional or 

unintentional continuous use of an administrator account exposes the vulnerability of an 

 
128 Definition of attack surface is located in glossary of terms. 

129 See appendix 2 for the said cyber incidents. 

130 Eric York Wallischeck, “ICS Security in Maritime Transportation,” DOT-VNTSC-
MARAD-13-01 (Volpe National Transportation System Center, July 29, 2013), 
http://dx.doi.org/10.13140/RG.2.1.2140.2963. 

http://dx.doi.org/10.13140/RG.2.1.2140.2963
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administrator account, because administrator account is provided with the highest level of access 

control over Microsoft Windows. Furthermore, with limited control available to a shipowner in 

commissioning a shipboard system, a system can be fitted onboard with few measures to secure 

account information, whereas a shipowner cannot fully implement security controls over it. 

Password policy. The 2018 Futurenautics survey indicated that 25% of the companies to 

which the respondents are employed did not have a password policy.131 Other 18% had a policy to 

change a default password, whereas other 33% implemented a policy to regularly change 

passwords.132 If a lenient credential policy is combined with low cybersecurity awareness of 

shipboard and reliance to third-party providers, a vulnerability in credential management is further 

aggravated, as a cyber threat actor can easily guess a credential to compromise a shipboard system. 

Physical threat 

Ambient environment. The ocean does not always offer calm weather to a vessel: a 

vessel can experience heavy weather anytime during a voyage. A vessel is navigating across 

various areas of the world with different temperature and humidity. Heavy weather aggravates 

the possibility under which shipboard equipment can be damaged due to direct or indirect 

impacts of such weather condition (e.g. damage by the ingress of seawater or by ship’s excessive 

motion). At the same time, high humidity may cause corrosion of IT equipment, while low 

humidity may increase the threat of electrostatic discharge. 

As seen in figure 3 (in p.27), the cyberspace of shipboard systems includes traditional OT 

assets. Although technical standards on OT equipment regulate their physical integrity to 

withstand inclement weather conditions expected during a voyage, the absence of procedural and 

 
131 Futurenautics Ltd., “Crew Connectivity 2018 Survey Report,” 29-31. 

132 Futurenautics Ltd., “Crew Connectivity 2018 Survey Report,” 29-31. 
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technical standards implies that IT assets (e.g. a desktop) are not expected to withstand harsh 

weather of the ocean in the same extent. This poses a vulnerability in which the exposure to 

ambient environment at sea shall compromise the physical security of shipboard IT equipment. 

Power source. All shipboard systems are self-reliant in energy, as they utilize the 

electricity generated by shipboard diesel generators. In addition to shipboard generators, article 

II-1/43 of the SOLAS, 1974, requires a commercial cargo vessel to have an emergency source of 

electrical power which is capable of supplying electricity to such equipment as defined by the 

article.133 Although this regulation is aimed at providing electrical power for shipboard essential 

assets, a vessel will be left with no source of electricity if shipboard power control system is 

impacted by a cyber attack and if the system fails to be recovered within 18 hours. Furthermore, 

because electricity controls a shipboard propulsion system, long power failure will leave the 

vessel not underway and thus not maneuverable. Therefore, shipboard power supply poses 

another physical threat in case of an extreme failure of a shipboard power control system. 

2. Bridge System 

While ensuring the safety and security of navigation, the sensory data generated from an 

INS is crucial for other shipboard systems, because some of these data shall be transmitted to 

other systems. The vulnerabilities of an INS and navigation equipment consequently contribute 

to those of other shipboard systems due to the dependencies of other shipboard systems.  

Global Positioning System 

The vulnerabilities of a GPS sensor may impact the integrity of information of other 

shipboard systems dependent for a coordinate information. For example, a VSAT terminal 

utilizes a GPS coordinate from a GPS receiver to identify a maritime satellite and orient its 

 
133 International Maritime Organization, “SOLAS, 1974, as amended”. 
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antenna to the satellite. Engine machinery system and cargo handling system utilize the location 

information to record their critical activities for presentation to various inspectorates. Eris York 

Wallischeck suggested 5 vulnerabilities of a GPS sensor, as listed below. 134 135 Given the 

dependency on a GPS coordinate, they can aggravate cyber risks of other dependent shipboard 

systems in regard to their information integrity. 

• Spectrum encroachment; 

• Interference by space weather; 

• Signal jamming;  

• Signal spoofing; and 

• GPS infrastructure destruction (e.g. maintenance, intentional tempering, destruction). 

Automatic Identification System 

By utilizing a GPS coordinate in communicating with vessels in vicinity, an AIS inherits 

the vulnerabilities of the GPS. Marco Balduzzi et al. identified the following vulnerabilities:136

• Signal spoofing; 

• Hijacking signal; 

• Slot starvation; 

• Frequency hopping; and 

• Timing attack.

 
134 Eric York Wallischeck, “GPS Vulnerabilities in the Transportation Sector,” DOT-

VNTSC-NOAA-16-01 (Volpe National Transportation System Center, August 31, 2016), 
https://rosap.ntl.bts.gov/view/dot/12386. 

135 Definition of jamming and spoofing is located in glossary of terms. 

136 Marco Balduzzi, Kyle Wilhoit, and Alessandro Pasta, “A Security Evaluation of AIS” 
(Trend Micro, 2014), 6-12, http://www.trendmicro.com/cloud-content/us/pdfs/security-
intelligence/white-papers/wp-a-security-evaluation-of-ais.pdf. 
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Similarly, G. C. Kessler et al. identified the following vulnerabilities:137  

• Malfunction; 

• Bad data; 

• Jamming; 

• Bit error; 

• Spoofing; 

• Eavesdropping; 

• Flooding; 

• Manipulation of information; and 

• Data diddling.138 

Marine radar equipment 

Marine radar equipment has been in deployment long before the attention of the maritime 

industry on maritime cybersecurity. Therefore, the vulnerability of legacy equipment is 

particularly relevant to the discussion for marine radar equipment. Boris Svilicic et al. identified 

below vulnerabilities on a marine radar equipment in operation:139 

• Outdated Microsoft Windows; 

• Remote access by exploiting older version of Microsoft server message block (SMB); 

• Man-in-the-middle attack by exploiting the absence of security signature; and 

• Elevation of privilege through remote protocol. 

 

 

 

 
137 G. C. Kessler, J. P. Craiger, and J. C. Haass, “A Taxonomy Framework for Maritime 

Cybersecurity: A Demonstration Using the Automatic Identification System,” The International 
Journal on Marine Navigation and Safety of Sea Transportation 12, no. 3 (2018), 
https://doi.org/10.12716/1001.12.03.01. 

138 Definition of data diddling is located in glossary of terms. 

139 Svilicic et al., “Towards a Cyber Secure Shipboard Radar,” 555. 

https://doi.org/10.12716/1001.12.03.01
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Electronic Chart Display and Information System 

An ECDIS draws signal from various navigational equipment, including a GPS sensor, 

AIS, and marine radar equipment. Thus, it inherits the vulnerabilities of these equipment. In 

addition, Boris Svilicic et al. identified below vulnerabilities of an ECDIS in operation: 140 

• Outdated and out-of-service web server; 

• Insecure SMB version 1; and 

• Outdated operation system (OS). 

Furthermore, Boris Svilicic et al identified below vulnerabilities of another ECDIS in 

operation:141 

• Remote code execution in SMB version 1; 

• Buffer overrun in the server service; 

• Improper handling of remote procedure call; 

• Information disclosure vulnerability in SMB version 1; 

• Man-in-the-middle weakness in the Remote Desktop Protocol service; and 

• Insecure encryption of the Terminal Services. 

Voyage data recorder 

A VDR is vulnerable to manipulation of input data. A VDR only records the information 

transmitted from connected assets without the means to verify the integrity of provided 

 
140 Svilicic et al., “Assessing Ship Cyber Risks: A Framework and Case Study of ECDIS 

Security,” 517. 

141 Svilicic et al., “Maritime Cyber Risk Management: An Experimental Ship 
Assessment,” 6. 
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information.142 Thus, driven by the common vulnerabilities in shipboard systems, a VDR record 

might provide a manipulated information. In this regard, Ruben Santamarta identified the 

following vulnerabilities of a VDR system in operation:143  

• Buffer overflow;144 

• Command injection; 

• Insecure update mechanism; 

• Weak encryption; and 

• Remote access with root privilege. 

Wear-and-tear. A VDR relies on sensory data from the equipment of an INS, such as, 

but not limited to, a GPS position, an ECDIS screen, ship’s speed, wind condition, radar image, 

conversations on bridge, and alarms. While a data collection and processing unit is placed within 

a navigational bridge, a recovery capsule is often located on a top bridge. Although the purpose 

of this placement is to ensure the recovery of the capsule even in case of a capsize, the exposure 

on deck increases the vulnerability to wear and tear from wind and moisture at sea, which may 

contribute to the loss of integrity from sensory data due to the corruption of data-in-transit. 

3. Propulsion and Machinery Management and Power Control System 

Under a SCADA architecture interfacing with the sensory data of supporting OT equipment, 

a propulsion and machinery management and power control system is controlled by an IAS. 

Therefore, the interface with OT equipment leads to such vulnerabilities as Bartlomiej Hyra 

identified: Manipulation of configuration, remote access, and lack of encryption.145

 
142 Ruben Santamarta, “Maritime Security: Hacking into a Voyage Data Recorder 

(VDR),” IOActive, December 9, 2015, https://ioactive.com/maritime-security-hacking-into-a-
voyage-data-recorder-vdr/. 

143 Santamarta, “Maritime Security: Hacking into a Voyage Data Recorder (VDR).” 

144 Definition of buffer overflow is located in glossary of terms. 

145 Hyra, “Analyzing the Attack Surface of Ships,” 83-94. 
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4. Cargo Handling and Management System 

Due to the similarity to a propulsion and machinery management and power control 

system, the vulnerability of this system is similar to the above system. Boris Svilicic et al. 

suggested the following vulnerabilities:146 

• Insecure authentication; • Password management; 

• Incident detection, analysis, and response; and 

• Physical and environmental threat. 

Bartlomiej Hyra suggested the following vulnerabilities: Lack of authentication and 

encryption legacy OS.147 

5. Communication System 

Physical isolation of a vessel contributes to the reliance on wireless frequency-based 

communication on which maritime satellite and cellular communication rely. The vulnerabilities 

of communication systems are divided into satellite, hardware, and software-related ones. 

Satellite-related vulnerabilities 

Satellites are exposed to the space and remotely operated from an earth station. Jessica A. 

Steinberger identified below vulnerabilities in satellite.148 These vulnerabilities can degrade the 

performance of a satellite, thus compromising the availability of a shipboard VSAT system. 

 

 
146 Svilicic et al., “Assessing Ship Cyber Risks: A Framework and Case Study of ECDIS 

Security,” 513. 

147 Hyra, “Analyzing the Attack Surface of Ships,” 94-103. 

148 Jessica A. Steinberger, “A Survey of Satellite Communication System Vulnerabilities” 
(Air Force Institute of Technology, 2008), 
https://scholar.afit.edu/etd/2729?utm_source=scholar.afit.edu%2Fetd%2F2729&utm_medium=P
DF&utm_campaign=PDFCoverPages. 

https://scholar.afit.edu/etd/2729?utm_source=scholar.afit.edu%2Fetd%2F2729&utm_medium=PDF&utm_campaign=PDFCoverPages
https://scholar.afit.edu/etd/2729?utm_source=scholar.afit.edu%2Fetd%2F2729&utm_medium=PDF&utm_campaign=PDFCoverPages
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• Jamming; • Spoofing. 

• Unintentional radiofrequency interference form adjacent satellites; 

• Equipment or human error from a satellite or an earth station; 

• Ionospheric interference during solar max; 

• Frequency spectrum congestion; 

• Multipath caused while passing through various medium; 

• Physical damage by the space environment; and 

• Intentional damage; 

Hardware-related vulnerabilities 

The characteristics of maritime satellite communication add to vulnerabilities that can 

compromise a shipboard system without any cyber threats or cyber threat actors. 

Physical movement. A shipboard VSAT antenna is different from antennas on shore in 

that the former is constantly moving over the ocean. A vessel is constantly vibrating due to the 

propulsion power of shipboard propulsion system and also experiencing movements (e.g. rolling 

and pitching) throughout a voyage. Thus, a shipboard VSAT antenna is constantly moving to 

adjust its azimuth and elevation and to track the network of geosynchronous satellites (as 

illustrated in figure 9). The combination of these circumstances results to the circumstance in 

which a shipboard VSAT antenna cannot track a satellite due to ship’s heading or movement or 

in which there exists no satellites available to be tracked due to ship’s position. This technical 

weakness mounts to a vulnerability in which the availability of a VSAT satellite can be 

compromised due to physical movement of a vessel. 
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Figure 9. Example of VSAT system coverage. Source: Yattipong002, “File:C-Band-Ku-

Band-Comparison.Jpg,” Wikipedia Commons, October 17, 2014, 
https://commons.wikimedia.org/wiki/File:C-band-ku-band-comparison.jpg. Reproduced under 
the Creative Commons license. 

Marine environment. A shipboard VSAT antenna is constantly exposed to weather at 

sea. With limited resource and opportunity for maintenance due to ship’s constant operation, a 

VSAT system is further exposed to wear and tear from ambient physical threats which can 

reduce performance of the system. On the other hand, the reception of the antenna can be 

hampered if the sky is obscured by dense clouds. Therefore, marine environment contribute to 

the vulnerability in which constant exposure to weather at sea can damage a shipboard VSAT 

system or compromise the availability of the system. 

Software-related vulnerabilities 

Research identified vulnerabilities specific to an analyzed software or VSAT product, as 

presented in table 6. If these vulnerabilities are exploited in tandem with hardware-related ones, a 

cyber attack can trigger unsafe physical movement of a shipboard antenna or manipulate 

coverage information. 

 

 

 

https://commons.wikimedia.org/wiki/File:C-band-ku-band-comparison.jpg


72 
 

 

TABLE 6. Overview of software-related vulnerabilities 

Author Product Vulnerabilities 
Ballano 
(2017) 

AmosConnect 8 
(Discontinued) 

• Blind SQL injection149   
• Privileged backdoor account 

CISA (2015) Cobham Sailor 900 
VSAT product • Buffer overflow 

Santamarta 
(2018) 

Intellian VSAT 
product 

• Manipulation of a firmware 
• Botnet 
• Remote control by reverse engineering of a protocol 

Pavur et al. 
(2020) 

4 major maritime 
VSAT solutions 

• Lack of encryption in communication 
• Eavesdropping 
• TCP session hijacking 

Source: Author. 

Vulnerabilities of 4G LTE 

TABLE 7. Research on the vulnerabilities of 4G LTE 

Author Vulnerabilities 

Shaik et al. (2015) • Disclosure of location 
• Denial of service (DoS) 

Cimpanu (2020) • Eavesdropping 
Rupprecht et al. (2020) • Impersonation 

Mahmud (2021) • Jamming 
• Interference to and with digital TV, GPS, and Wi-fi 

Source: Author. 
 

Researches identified vulnerabilities in 4G LTE communication, some of which are 

summarized as table 7. Whereas a maritime satellite communication utilizes the service of a 

specialized satellites at sea, an 4G LTE relies on a shore base station which communicates with 

various devices on shore. Therefore, an unsecure maritime 4G LTE system can be exposed to the 

same vulnerabilities as 4G LTE has.  

 
149 Definition of SQL injection is located in glossary of terms. 
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6. Administrative and Crew Welfare System 

As illustrated in figure 8 (in p.36), a shipboard administrative system has a network 

topology that can also be seen in a shore office environment. The vulnerabilities of this system 

thus resemble those which can be found on shore. In this regard, Boris Svilicic et al. (2019a) 

suggested below vulnerabilities in Internet communication systems:150 

• Routers and firewall designs, rules, and policies; 

• Central management and reporting; 

• Malicious software infections; and 

• Central management and reporting. 

Given that important service of a crew welfare system is the access to the Internet with a 

VSAT terminal, the system inherits the vulnerabilities of communication system. 

Service as entry point 

An administrative system accesses the Internet for email communication or to search the 

Internet with such common software as Google Chrome or Microsoft Outlook. Frequent connection 

to the Internet makes the system as one of the entry points to shipboard systems. When combined 

with the vulnerabilities of other systems, the vulnerabilities of a shipboard administrative system can 

trigger ripple effects to unsecured shipboard systems connected with this system, increasing the 

potential to contribute to persistent threats to many shipboard IT/OT systems.151 

 

 

 
150 Svilicic et al., “Assessing Ship Cyber Risks: A Framework and Case Study of ECDIS 

Security,” 513. 

151 Danish Defense Intelligence Service, “Threat Assessment,” 9. 
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Untapped value of resident data 

Digitalization and computerization in shipboard operations increase the storage and 

communication of shipboard documentation in digital format via an administrative system. The 

Vodafone whitepaper reckons that, from 111 GB of data generated from a typical commercial 

vessel, 88% of the data is left onboard.152 This information implies that the value of such data is 

not fully assessed, even if they are identified. While these amount data provide opportunity for 

analytics, they expose a vulnerability in which their hidden untapped value might provide 

motivations to a cyber incident. For example, manufacturer information in a shipboard PMS 

database can be exploited for a phishing attack in which a cyber threat actor is disguised as a 

manufacturer of a shipboard equipment to inject a malware into the device. 

7. Other Shipboard System 

The variety of other shipboard systems (as illustrated in table 2 in p.37) makes it difficult 

to provide a comprehensive review of them. Still, recognizing that many systems listed in table 2 

pertains to equipment interacting with passengers, the vulnerabilities can be found from this 

interaction. In this regard, Boris Svilicic et al. (2019a) suggested below vulnerabilities in Internet 

communication systems:153 

• Documentation of authorized users and privileges; 

• Redundant architecture and backup systems; 

• Password sharing and common accounts are forbidden; and 

• Incident recognition and handling. 

 
152 Vodafone Roaming Services, “Near Shore Connectivity Whitepaper,” 19-20. 

153 Svilicic et al., “Assessing Ship Cyber Risks: A Framework and Case Study of ECDIS 
Security,” 513. 
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Interaction with passengers 

A survey on American consumers indicated that, while around half of the respondents 

were somewhat informed of cybersecurity and implement such measures as password 

management and avoidance of suspicious email attachments, forced change and easy passwords 

continue to be used.154 Whereas shipboard personnel are assigned with security duties of various 

degree, passengers are not expected to have high awareness on cybersecurity. When such 

passengers stay in a vessel, especially in a cruise ship, they become considerable cyber threat 

actors who, intentionally or not, can contribute to cyber attacks with their personal IT devices. 

  

 
154 fiserv, “Consumers’ Awareness, Behavior and Concerns around Cybersecurity,” 2019, 

https://www.firstdata.com/images/fd-
facelift/images/FDC_Cybersecurity_and_Awareness_eBook.pdf. 
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V. Key Stakeholders in American Shipboard CRM 

 

 
Figure 10. Stakeholders in shipboard CRM of American liquefied gas carrier. Source: Author. 

 

Hopcraft and Martin argued that maritime CRM should be “a comprehensive strategic 

framework of international collaboration, feedback, coordination, and communication”.155 

Comprehensive analysis of stakeholders in shipboard CRM benefits this purpose by facilitating 

the understanding of relations, expectations, and roles of the players in the maritime industry. In 

doing so, the global maritime industry shall invite large number of stakeholders. An overview of 

shipboard CRM begins with identifying key stakeholders (as presented in figure 10) that are 

directly related to ship’s operations. For the purpose of this thesis, the scope of this chapter is 

based on an American liquefied gas carrier. 

A. International Maritime Organization 

The IMO is the most important organization in discussing global maritime governance. 

As the specialized agency of the United Nations, the IMO is the venue in which member nations 

 
155 Hopcraft and Martin, “Effective Maritime Cybersecurity Regulation,” 5. 
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and non-governmental organizations convene to shape a regulatory framework on maritime 

safety, security, and environmental protection. It is also an organization that establishes strategic 

direction of the global maritime industry on the future of maritime transportation. Consequently, 

maritime CRM is one of the areas of the IMO’s focus, which can be manifested with strategic 

directions of the IMO and resolution MSC.428(98). The analysis of this section demonstrates 

that the IMO recognizes digital transformation in maritime transportation and is thus dedicated to 

addressing maritime cyber risks. The IMO in turn expects the maritime industry to enhance 

cyber resilience by implementing a CRM process. 

1. Strategic Direction 

With a strategic plan for the period of 2018 to 2023, the IMO will continue to exert its 

leadership in the shipping industry and respond to “challenges of continuing developments in 

technology and world trade” through “the review, development and implementation of and 

compliance with IMO”.156 The IMO established 6 strategic directions, inter alias:157 

• SD 2: Integrate new and advancing technologies in the regulatory framework 

• SD 5: Enhance global facilitation and security of international trade 

The SD 2 recognizes safety and security challenges posed by advancing technologies and 

thus focuses on establishing legal frameworks that can accommodate them: The SD 5 recognizes 

the increasing dependency on “electronics and digital technologies” and electronic exchange of 

 
156 International Maritime Organization, “Strategic Plan for the Organization for the Six-

Year Period 2018 to 2023,” Resolution A 30/Res.1110 (London, United Kingdom: International 
Maritime Organization, December 8, 2017), 
http://www.imo.org/en/About/strategy/Documents/A%2030-RES.1110.pdf. 

157 International Maritime Organization, “A 30/Res.1110,” 6-7. 
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information introduce cyber risks and strives to promote a “cooperative approach” in addressing 

the cyber risks among member States and stakeholders.158  

2. MSC.428(98) Maritime Cyber Risk Management in Safety Management Systems 

The IMO resolution Maritime Cyber Risk Management in Safety Management Systems 

(MSC.428(98)) was adopted on 16 June 2017. Recognizing the role of the International 

Management Code for the Safe Operation of Ships and for Pollution Prevention, as amended 

(ISM Code) on safe management of commercial vessels, the IMO defined the deadline for the 

inclusion of CRM in a SMS.159  

A DoC is issued to a company in accordance with the ISM Code and domestic legislation 

of a contracting nation to the SOLAS, 1974. Given this article, the IMO expects that a holder of a 

DoC is responsible for implementing maritime CRM within its SMS. The MSC.428(98) describes 

the IMO’s expectations on the strategy of a maritime CRM process in the maritime industry. Given 

that a SMS is implemented in compliant vessels to govern shipboard operations, the inclusion into 

a SMS invites shipboard personnel as key players in shipboard CRM. 

3. Expectation on the ISPS Code 

Despite the reference to the ISM Code in the MSC.428(98), the language of 

‘complementary role to the ISPS Code’ leaves uncertainty on whether the framework of a 

shipboard CRM process can be predicated on the ISPS Code. During the 101st maritime safety 

committee of the IMO, the delegation of the USA commented that the focus of some national 

legislations on CRM from the perspective of the ISPS Code was observed as being inconsistent 

 
158 International Maritime Organization, “A 30/Res.1110,” 7. 

159 International Maritime Organization, “MSC.428(98).” 
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with the gist of the MSC.428(98).160 Ensuing discussions led to the consensus that CRM should 

be included in a SMS, while reference to the ISPS Code can be made for certain aspects (e.g. 

physical security).161 Although a vessel security plan (VSP) can refer to the elements of CRM in 

a SMS, the committee agreed that a separate shipboard cybersecurity management system is not 

necessarily required in conjunction with a SMS.162 These discussions demonstrate that the IMO 

expects a shipboard CRM process to be predicated on the ISM Code, rather than the ISPS Code. 

4. Port State Control 

Despite advantages for compliance, member nations are not required to ratify and be bound 

by statutory regulations of the IMO. Despite critical role of the IMO on maritime governance, the 

IMO as an international organization is limited from enforcing its instruments or being the only 

international venue for maritime governance: Member nations to the IMO adopt, implement, and 

enforce these regulations under their domestic legislations. Whereas a flag state inspection (FSI) 

are the enforceable instrument to national vessels, PSC inspections are aimed at foreign vessels.  

PSC regimes ensure that contracting nations enforce the implementation of maritime 

CRM with authorities prescribed by the SOLAS, 1974, and domestic legislations. Contracting 

governments to the SOLAS, 1974, concluded regional agreements to form 9 PSC regimes (as 

illustrated in figure 11): The USA maintain a separate regime.  

 

 
160 Maritime Safety Committee, “Report of the Maritime Safety Committee on Its 101st 

Session,” MSC 101/24 (London, United Kingdom: International Maritime Organization, July 12, 
2019), https://docs.imo.org/. 

161 Maritime Safety Committee, “MSC 101/24,” 23. 

162 Maritime Safety Committee, “MSC 101/24,” 24. 

https://docs.imo.org/


80 
 

 

 
Figure 11. Distribution of PSC regimes. Source: Kristofferjay, “File:Portstatecontrol.Svg,” 

Wikipedia Commons, November 16, 2009, https://en.wikipedia.org/wiki/File:Portstatecontrol.svg. 
Reproduced under the Creative Commons license. 

 

Article I/19 of the SOLAS, 1974, authorizes the contracting nations to exert control on 

foreign vessels.163 It grants a PSC officers to control vessels in port of a contracting government 

and detain vessels under certain clear grounds and expiration of certificates issued by other 

contracting governments. Under American legislation, 46 U.S.C. § 3303 and 46 C.F.R. § 2.01-13 

makes foreign SOLAS-complaint vessels subject to inspection. 46 U.S.C. § 3711 requires vessels 

carrying liquid bulk dangerous cargos to have a certificate of compliance to operate in the 

navigable water of the USA. 

Concentrated inspection campaign 

A concentrated inspection campaign by a PSC regime is the measure with which the 

regime can concentrate on verifying specific statutory regulations.164 In addition to maintaining a 

regular flow of a PSC inspection, a PSC officer shall focus on certain areas defined by a campaign.  

 
163 International Maritime Organization, “SOLAS, 1974, as amended”. 

164 Definition of concentrated inspection campaign is located in glossary of terms. 

https://en.wikipedia.org/wiki/File:Portstatecontrol.svg
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Despite the MSC.428(98), the absence of a statutory convention or code supporting the 

MSC.428(98) leaves less grounds for PSC regimes in implementing a concentrated inspection 

campaign on maritime CRM. However, a regime shall introduce a campaign based on its need to 

concentrate on certain issue. For example, the USCG stated that the motivation of a concentrated 

inspection campaign from 2018 to 2019 was on the sinking of the EL FARO and in support of 

phasing out open lifeboats.165 Likewise, should a PSC regime perceive a need to concentrate on 

the inspection of shipboard CRM, or should a critical shipboard cyber incident occur to raise 

such need, a concentrated inspection campaign shall be a method with which a PSC inspection 

will further focus on verifying and enforcing the implementation of shipboard CRM. 

B. US Government 

The USA has been the key player in the maritime transportation of liquefied gases. The 

USA is the home to numerous liquefied gas shipping companies listed in New York stock 

exchange. At the same time, the USA has been a leading nation in maritime security and 

cybersecurity. Given federal frameworks on cybersecurity, the USA is dedicated to enhancing 

cyber resilience in maritime sector and in turn expects American maritime sector to implement 

robust CRM. For this purpose, the US government and federal agencies support and collaborate 

with the American maritime industry with relevant legislations, codes, and presidential orders. 

Cyber-related sanction 

The expectation of the US government on cyber resilience of commercial entities can be 

exemplified with the sanction of the Department of the Treasury’s Office of Foreign Assets 

Control on certain cyber threat actors. The Office warned that American entities engaging in a 

 
165 United States Coast Guard, “Concentrated Inspection Campaign: Open Lifeboats,” 

MSIB 04-18, May 2, 2018, 
https://www.dco.uscg.mil/Portals/9/DCO%20Documents/5p/MSIB/2018/MSIB_004_18.pdf. 

https://www.dco.uscg.mil/Portals/9/DCO%20Documents/5p/MSIB/2018/MSIB_004_18.pdf
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transaction by a ransomware attack of those cyber attackers can be placed liable, even though 

they do not know or have to know that they were engaging with these attackers.166 This 

information demonstrates that any entities in the American maritime industry can be held liable 

even if they inadvertently pay ransom to such cyber threat actors. This shall imply that the US 

government expects the American maritime industry to be also resilient to cyber threat actors. 

1. Federal Regulatory Framework 

Federal regulatory framework approaches the CRM of maritime critical infrastructure as 

a control system security which pertains to both critical infrastructure security and resilience and 

global supply chain security.167 Under this framework, the US government is concentrated in 

ensuring the cyber resilience of critical infrastructure by enhancing fault tolerance, adaptation, 

redundancy, recovery, and mitigation.168 Appendix 3 summarizes the notable contents of the 

following American legislations, executive orders, and presidential policy directives which are 

relevant to maritime CRM: 

• Homeland Security Act of 2002; 

• Executive Order 13636 (EO 13636); 

• Presidential Policy Directive 21 (PPD 21); 

• Cybersecurity Enhancement Act of 2014; 

• National Cybersecurity Protection Act of 2014; 

 
166 Department of Treasury, “Advisory on Potential Sanctions Risks for Facilitating 

Ransomware Payments,” October 1, 2020, 
https://home.treasury.gov/system/files/126/ofac_ransomware_advisory_10012020_1.pdf. 

167 Wallischeck, “ICS Security in Maritime Transportation,” 19. 

168 Wallischeck, “ICS Security in Maritime Transportation,” 19. 

https://home.treasury.gov/system/files/126/ofac_ransomware_advisory_10012020_1.pdf
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• Executive Order 13691 (EO 13691); 

• Executive Order 13718 (EO 13718); 

• Presidential Policy Directive 41 (PPD 41); 

• Executive Order 13800 (EO 13800); and 

• National Cybersecurity Strategy. 

2. Department of Homeland Security 

TABLE 8 . Overview of the offices of the DHS relevant to maritime CRM. 

Office Work 
Science and technology 
directorate (Department 
of Homeland Security 
n.d.-a) 

• Address the capacity and technology gaps in, inter alias, 
maritime security, critical infrastructure, and cybersecurity 

• Conduct technology transition and coordinate research and 
development with government agencies and private sectors 

Cybersecurity and 
Infrastructure Security 
Agency (CISA) 
(Department of 
Homeland Security 
n.d.-b) 

• Established by the Cybersecurity and Infrastructure Security 
Agency Act of 2018 

• Focus on cyber incident response, protection of critical 
infrastructure, and promotion of information sharing, training and 
exercises, and cyber safety 

Source: Author. 
 

Under the Presidential Policy Directive 21, the Department of Homeland Security (DHS) is 

responsible for security and resilience of the American transportation systems, including maritime 

transportation.169 Table 8 summarizes the responsibilities of the offices of the DHS which are 

relevant to maritime CRM. 

 
169 The White House, “Presidential Policy Directive - Critical Infrastructure Security and 

Resilience,” February 12, 2013, https://obamawhitehouse.archives.gov/the-press-
office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil. 
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3. Department of Transportation 

Under the presidential policy directive 21, the Department of Transportation (DoT) is 

responsible for security and resilience of transportation systems.170  The Maritime 

Administration (MARAD) is responsible for the development and maintenance of American 

merchant marine, American fleet, and maritime infrastructure. Among the offices of the 

MARAD, the office of maritime security (MAR-420) collaborates with the DHS and other US 

federal agencies to introduce best practices in the cybersecurity of the maritime industry.171 

4. National Maritime Cybersecurity Plan 

Signed by the former president Donald J. Trump in December 2020, the National Maritime 

Cybersecurity Plan to the National Strategy for Maritime Security is a recent document by the US 

government on maritime cybersecurity. The Plan designates select US federal agencies to be 

responsible for priority actions on the following areas:  Risks and standards, Information and 

intelligence sharing, and creation of a maritime cybersecurity workforce.172 

From the perspective of a shipping company, the Plan provides expectations on how key 

federal maritime agencies will govern maritime CRM. For example, the Plan states that the 

United Stated Coast Guard (USCG) shall revise its guidelines to maritime stakeholders on 

reporting maritime cyber incidents for the purpose of the increased awareness on and reduction 

of maritime cyber risk. The NIST is to develop an OT risk assessment framework for, inter alias, 

 
170 The White House, “Presidential Policy Directive 21.” 

171 U.S. Department of Transportation, “Office of Maritime Security,” Maritime 
Administration, accessed March 1, 2021, https://www.maritime.dot.gov/ports/office-
security/office-maritime-security#mda. 

172 The White House, “National Maritime Cybersecurity Plan to the National Strategy for 
Maritime Security,” December 2020, https://www.hsdl.org/?view&did=848704. 

https://www.hsdl.org/?view&did=848704
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a shipping company.173 In this regard, the Plan demonstrates the dedication of the US 

government on the information exchange with the maritime industry and the collection of 

maritime cybersecurity intelligence as one of the three pillars of the Plan.  

C. Flag Administration: The United States Coast Guard 

As a sector-specific branch of the DHS, the USCG is responsible for the enforcement of 

American maritime laws, maritime response, pollution prevention, maritime transportation system 

management, maritime security operations, and defense. Under these responsibilities, the USCG is 

responsible for the inspection of US-flagged vessels as the flag administration of the USA.  

As a US federal agency, the USCG has demonstrated strong dedication to maritime 

cybersecurity. The assistant commandant for C4&IT (CG-6) is responsible for strengthening the 

cyber capability of the USCG by addressing, inter alias, its cybersecurity and resilience.174 The 

USCG stated its expectations on the CRM of US-flagged vessels in accordance with the 

MSC.428(98) with a work instruction to USCG officers conducting FSI or PSC inspections. 

1. USCG Cybersecurity Strategy 

Recognizing the importance of cybersecurity to the national security and maritime 

transportation, the USCG established a cybersecurity strategy to “operate effectively within the 

cyber domain, and to counter and protect against maritime cyber threats”.175 In doing so, the 

USCG set three strategic priorities that guide its framework on the operation in cyber domain: 

 
173 The White House, “US Maritime Cybersecurity Plan,” 12. 

174 United States Coast Guard, “Tech Revolution – Vision for the Future,” accessed March 1, 
2021, https://www.dcms.uscg.mil/Portals/10/CG-6/roadmap/C5i-roadmap-FINAL-v6.pdf. 

175 United States Coast Guard, “United States Coast Guard Cyber Strategy” (Washington, 
D.C., June 2015), 9-10, https://www.uscg.mil/Portals/0/Strategy/Cyber%20Strategy.pdf. 
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Defending cyberspace, enabling operations, and protecting infrastructure.176 To support these 

priorities, USCG identifies certain factors to ensure log-term success, such as the communication 

and sharing of cyber information with the maritime transportation sector. 

Guidance to maritime industry 

TABLE 9 . Overview of the USCG documents on maritime cybersecurity 

Document  Content 

Policy Letter 
No.08-16 

• Definition of suspicious activities and breaches of security in relation to 
physical and cyber threats177 

• Provision of reporting procedure 
• Glossary of terms in cybersecurity  
(Thomas 2016) 

MSIB 04-19 

• Information on email phishing and malware intrusion attempts on some 
commercial vessels 

• Reminder of reporting procedure of the policy letter 08-16 
(Inspections and Compliance Directorate 2019a) 

MSA 06-19 
• Information on a cyber incident of a deep draft vessel 
• Recommendation on cybersecurity measures and assessment  
(Inspections and Compliance Directorate 2019b) 

MSIB 10-19 

• Information on a MTSA-regulated facility 
• Recommendation on ransomware-related protective measures 
• Reminder to the policy letter 08-16 
(Inspections and Compliance Directorate 2019) 

NVIC 01-20 
• Guidance to the MTSA-regulated facilities for the interpretations of 

certain articles of the MTSA for their maritime CRM process 
(United States Coast Guard 2020) 

Source: Author. 
 

The USCG has published policy letters, marine safety information bulletins, and marine 

safety alerts for the maritime industry on cybersecurity (as summarized in table 9). These 

documents demonstrate that the USCG is working to promote maritime CRM and expects 

 
176 United States Coast Guard, “USCG Cyber Strategy,” 9-10. 

177 Definition of breaches of security and suspicious activities is located in glossary of terms. 
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American shipping companies to collaborate with the USCG. In this regard, the USCG 

emphasized in MSA 06-19 that “maintaining effective cybersecurity is not just an IT issue, but is 

rather a fundamental operational imperative in the 21st century maritime environment.”178  

2. CVC-WI-027(1) Vessel Cyber Risk Management Work Instruction 

Published on October 27 2020, the USCG work instruction Vessel Cyber Risk Management 

Work Instructions (CVC-WI-027(1)) provides instructions to USCG officers on evaluating a SMS in 

alignment with the MSC.428(98). The USCG explicitly stated that it expects US-flagged and foreign 

vessels to incorporate CRM into their SMS.179 Likewise, this document describes the expectation, 

implementation, and enforcement of the USCG on shipboard CRM of US-flagged vessels.  

The USCG placed more stringent timeline to US-flagged vessels in complying with the 

MSC.428(98): From January 1 2021.180 The extent of compliance and verification activities is 

limited to those affecting the safe operations or navigation of a vessel, which do not include stand-

alone computers or other systems. During such activities, USCG officers will expand their 

inspections upon the observation of poor shipboard cyber hygiene by, for example, reviewing parts 

of a SMS on shipboard CRM. On the observation of deficiencies, they will implement another 

work instruction USCG Oversight of Safety Management Systems on U.S Flag Vessels (CVC-WI-

003(1)) to evaluate the effectiveness of a SMS. In addition, a captain of the port can issue an order 

 
178 Inspections and Compliance Directorate, “Cyber Incident Exposes Potential 

Vulnerabilities Onboard Commercial Vessels,” MSA 06-19 (Untied States Coast Guard, July 8, 
2019), https://www.dco.uscg.mil/Portals/9/DCO%20Documents/5p/CG-
5PC/INV/Alerts/0619.pdf. 

179 United States Coast Guard, “Vessel Cyber Risk Management Work Instruction,” 
CVC-WI-027(1), October 27, 2020, 
https://www.dco.uscg.mil/Portals/9/DCO%20Documents/5p/CG-5PC/CG-
CVC/CVC_MMS/CVC-WI-027(series).pdf. 

180 United States Coast Guard, “CVC-WI-027(1),” 1. 

https://www.dco.uscg.mil/Portals/9/DCO%20Documents/5p/CG-5PC/INV/Alerts/0619.pdf
https://www.dco.uscg.mil/Portals/9/DCO%20Documents/5p/CG-5PC/INV/Alerts/0619.pdf
https://www.dco.uscg.mil/Portals/9/DCO%20Documents/5p/CG-5PC/CG-CVC/CVC_MMS/CVC-WI-027(series).pdf
https://www.dco.uscg.mil/Portals/9/DCO%20Documents/5p/CG-5PC/CG-CVC/CVC_MMS/CVC-WI-027(series).pdf
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for vessels affected by a cyber incident impacting safety-critical shipboard systems, which the 

CVC-WI-027(1) considers to be “the most effective and primary tool”.181 

D. Port 

A port is a facility within a nation that interfaces with vessels by providing a location in 

which cargo transfer operation or services to vessels (e.g. bunkering, store supply, ship repairs) 

occur. Under such close interaction with vessels, the consequence of a cyber incident on a vessel 

in a port can impact the operation of the port. The increasing complexity of interconnection with 

vessels further exposed ports vulnerable to cyber attacks.182 

North American region is the top producer of natural gas in 2020 by occupying  27% of 

total production. 183 American liquefied gas terminals shall thus consider the cybersecurity of 

LNG carriers or VLGCs crucial in ensuring the safe and secure operation in port and thus expect 

them to be resilient against cyber threats while vessels call them. 

1. United States Coast Guard as Port State Authority 

Although ports can exert expectations by implementing own inspection regimes, PSC 

inspections ensure that a nation implements and enforces such expectations on behalf of them. 

Recalling section V.A.4, the USCG functions as a port state authority. 

The CVC-WI-027(1) provides instructions on the observation of deficiencies in foreign 

vessels. Depending on the criticality of the observations, USCG officers conducting a PSC 

inspection can order a foreign vessel to rectify them prior to departure or even detain it with the 

 
181 United States Coast Guard, “CVC-WI-027(1),” 6-7. 

182 Silgado, “Cyber-Attacks,” 20. 

183 United Nations Conference on Trade and Development, Table 1.6 to “Review of 
Maritime Transport 2020,” 11. 
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requirement of and external audit within 3 months or before returning to an American port.184 

Although these measures are not enforcement actions, they (especially detention) contribute to 

considerable commercial implications detrimental to further commercial operation of such 

foreign vessel (e.g. reputational loss, contractual liability, off-hire). 

E. Classification Society 

Article II-2/3-1 of the SOLAS, 1974, requires the vessels to be “designed, constructed 

and maintained in compliance with the structural, mechanical and electrical requirements of a 

classification which is recognized by the Administration”.185 Classification societies are private 

organizations independent from those involved in the operation and management of commercial 

vessels. They support the IMO, member nations, shipowners, and other stakeholders in maritime 

transportation by providing statutory services and technical consultations. For this purpose, they 

maintain their own classification rules, systems of notations, register of classed vessels, and 

conduct surveys to ensure regulatory compliance. 

Appendix 5 illustrates that many classification societies provide class notations and 

supporting materials to assist shipping companies for shipboard CRM. In addition to anticipating 

vessels to enhance cyber resilience through their classification to these cyber notations, 

classification societies facilitate vessel’s compliance to the MSC.428(98). 

1. International Association of Classification Societies 

The International Association of Classification Societies (IACS) is a non-profit 

association of 12 classification societies that “establishes minimum technical standards and 

 
184 United States Coast Guard, “CVC-WI-027(1),” 5. 

185 International Maritime Organization, International Convention for the Safety of Life at 
Sea, 1974, as amended. 
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requirements that address maritime safety and environmental protection and ensures their 

consistent application.”186 The IACS endeavors to enhance the cyber resiliency of both newbuilt 

and existing vessels and IT/OT equipment. For this purpose, the IACS has published documents 

regarding shipboard CRM for the members and the maritime industry.187 

2. American Bureau of Shipping 

Established in 1862, the American Bureau of Shipping (ABS) is a major classification 

society in the world. The ABS has classed LNG carriers and liquefied petroleum gas (LPG) 

carriers for more than five decades, “including the first conversion of a cargo vessel to carry 

LPG, the first purpose-built LNG carrier”.188 The ABS is authorized under 46 U.S.C. § 3316(a)-

(b) to classify the US-flagged vessels. 46 C.F.R. § 91.60-45 authorizes the ABS to issue a cargo 

ship safety construction certificate on the behalf of the USA. The standards of the ABS apply to 

the requirements of 46 C.F.R. Subchapter I under 46 C.F.R. § 90.35-1. A US-flagged vessel is 

required under 46 C.F.R. § 298.11 to be classified to the ABS or other classification societies 

meeting the standards of the USCG to be eligible for the vessel financing assistance of 46 C.F.R. 

Subchapter D. When these are considered the ABS is undeniably a notable stakeholder to the 

CRM of US-flagged vessels. 

 

 

 
186 International Association of Classification Societies, “Introduction,” About IACS, 

accessed July 7, 2020, http://www.iacs.org.uk/about/. 

187 See section VI.E for further discussion on these documents. 

188 American Bureau of Shipping, “Gas Carriers: A Legacy of Gas Carrier Leadership,” 
Products and Services, accessed March 1, 2021, https://ww2.eagle.org/en/Products-and-
Services/gas-solutions/gas-carriers.html. 
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Cybersecurity services 

The ABS maintains the CyberSafety (CS) notation system which addresses the 

assessment and management of shipboard systems and gives notations depending on the level of 

preparedness of compliant vessels. Beyond classifications of vessels, the ABS offers a cyber risk 

reduction and cyber risk rating program for various maritime entities which addresses the CRM 

of both IT and OT assets.189 

F. Oil Companies International Maritime Forum 

The Oil Companies International Maritime Forum (OCMIF) is an association in 

promoting the safety and environmental protection of tanker vessels through the engagement in 

the IMO and its own inspection programs which are referred to as a vetting process.  

The OCIMF maintains two inspection programs on tanker vessels: Ship inspection 

reporting programme (SIRE) and tanker management and self assessment (TMSA).190 Inclusion 

of the requirements on maritime CRM indicates that it expects tankers and their companies 

inspected to have a robust CRM process to contribute to their safe and secure operations.191 

G. Charterer, Consignee, and Shipper 

A charterer, consignee, and shipper are major stakeholders in maritime transportation in 

that they utilize a space of a vessel or a vessel itself to realize a carriage of goods and pay freight 

or hire to a shipowner in return of the service. Growing utilization of technologies in shipboard 

operations introduces cyber risks that can impact safe and secure transport of cargos. If such 

 
189 ABS Group, “Maritime Cybersecurity,” accessed March 1, 2021, https://www.abs-

group.com/What-We-Do/Safety-Risk-and-Compliance/Cybersecurity/Maritime-Cybersecurity/. 

190 Definition of ship inspection reporting programme and tanker management and self 
assessment is located in glossary of terms. 

191 See section VI.F for further discussion. 



92 
 

 

systems are rendered inoperable by a cyber incident, the failure can render a vessel unseaworthy 

and thus unfit for the carriage of goods. A carrier is consequently expected to exercise due 

diligence to maritime CRM to respond to the expectations of a charterer, consignee, and shipper. 

Although no language of the Carriage of Goods by Sea Act (COGSA) and the LNGVOY 

charter party explicitly pertains to expectations on shipboard CRM, certain contents can be 

broadly interpreted as expecting a company to exert due diligence with robust shipboard CRM. 

They can be understood as making a vessel seaworthy against cyber threats. Thus, it is certainly 

possible during a contemporary negotiation that a charterer shall require a vessel or certain 

shipboard system to be resilient to cyber risks by, for example, implementing a CRM process.  

1. Bill of Lading 

Among the Harter Act, the COGSA, and the Federal Bills of Lading Act (a.k.a. The 

Pomerene Act), all of which govern a BL, the COGSA applies to the carriage of goods by sea to or 

from ports of the USA in foreign trade by force of law. A charter party can incorporate the clauses 

of the COGSA through a clause paramount. Under § 3(1) of the COGSA, a carrier that is an 

owner, manager, charterer, agent, or master of a vessel under § 1(a) of the COGSA is to exercise 

due diligence to “make the ship seaworthy” and “properly man, equip, and supply the ship”. Under 

§ 3(2) of the COGSA, it should properly and carefully load, handle, stow, carry, keep, care for, and 

discharge the goods carried. Instead of posing an absolute responsibility on seaworthiness, § 3(1) 

of the COGSA poses a relative responsibility under which the test of due diligence leads to the 

determination of the seaworthiness of a vessel. Although questions may arise on how cyber aspects 

can be found in seaworthiness, they are beyond the objectives of this thesis. 
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2. Charter Party 

Although a charter party often remains confidential, standard and pro forma charter party 

forms are available to analyze the interest of a charterer in shipboard CRM. For example, the 

LNGVOY is a standard voyage charter party for an LNG charter developed by the BIMCO. 

Among the clauses of the LNGVOY, clause 2(b) of the LNGVOY requires the owner to exercise 

due diligence “before at the commencement of the voyage and throughout the currency of this 

charter party” and to ensure that, inter alias, a vessel to be chartered is “fit for the voyage and the 

trade” with “good and efficient” machineries, tanks, and cargo handling equipment.192 

3. BICMO Cybersecurity Clause 

The BIMCO has developed a cybersecurity clause for use in a charter party. Although the 

decision to include this clause is up to those involved in the negotiation of a charter party, the 

inclusion of this clause can clarify the requirements of a carrier on CRM under a charter party. 

The requirements of CRM to a carrier is stated in clause (a) which require each party to 

implement the following: 193 

• Measures, systems, or reasonable endeavors to maintain cybersecurity; 

• Plan and procedures to respond to a cyber incident; and 

• Review and documentation of cybersecurity arrangements and practices. 

Whereas the implementation of cybersecurity measures, systems, plans, procedures, 

reviews, and documentations is described in clear language under this clause, the implementation 

 
192 BIMCO and International Group of Liquefied Natural Gas Importers, “Liquefied 

Natural Gas Voyage Charter Party,” 2016, https://giignl.org/system/files/lngvoy_3.pdf. 

193 BIMCO, “Cyber Security Clause 2019.” 

https://giignl.org/system/files/lngvoy_3.pdf
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of reasonable endeavors may sound ambiguous in elucidating expectations to the parties to a 

charter party, which shall be determined by an arbitration or litigation case. 

H. Marine Insurance and Protection and Indemnity Insurance 

If total cost caused by a cyber incident might exceed the financial capacity of a 

shipowner, the owner shall be inclined to seeking a protection from a marine insurer or P&I club 

to protect itself and its cargo from future claims and liabilities. In case of a maritime cyber 

incident, following marine insurance products can be identified to potentially provide covers:194 

• Loss or damage of a vessel (Hull and machinery insurance); 

• Loss of cargo (Cargo insurance); and 

• Third party liability (P&I insurance). 

Warranty of seaworthiness 

Unless expressed as an explicit warranty of an insurance, the implied warranty of 

seaworthiness exists on an insurance (especially on a voyage policy). Under the American 

maritime law, the test of the implied warranty lies in the exercise of a relative responsibility by due 

diligence as defined by the COGSA. The American court held that the warranty of seaworthiness 

exists upon the inception of a policy and that an insured should not allow an unseaworthy vessel to 

commence a voyage due to its bad faith or neglect.195 

Under this warranty, a shipowner is expected by a marine insurer or P&I club to exercise 

due diligence by implementing shipboard CRM to prevent and mitigate the consequence of a 

cyber incident. To test this expectation, the representative of a marine insurer or P&I club shall 

 
194 Davit Dadiani, “Cyber-Security and Marine Insurance” (Malmö, Sweden, World 

Maritime University, 2018), https://commons.wmu.se/all_dissertations/607. 

195 Robert Force, Admiralty and Maritime Law, 2nd ed. (Federal Judicial Center, 2013), 
https://www.fjc.gov/sites/default/files/2014/Admiralty2d.pdf. 

https://commons.wmu.se/all_dissertations/607
https://www.fjc.gov/sites/default/files/2014/Admiralty2d.pdf
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check if the shipowner seeking a cover for a cyber incident implemented a shipboard CRM process 

or similar measure as the due diligence in maintaining the seaworthiness of the vessel insured, so 

that the marine insurer can minimize the likelihood of a payment.  In this regard, they might check 

the implementation of a CRM measure by a shipowner before the insured can be covered by or 

be paid by them. For example, a condition survey of Steamship Mutual, a P&I Club, includes a 

checklist on cybersecurity of the vessel surveyed that verifies the policy and procedures, 

vulnerability and risk assessment, contingency and incident response plan.196  

I. Shipyard 

In building new vessels or repairing existing vessels, a shipyard is contracted to perform 

requested specifications of a shipowner, a classification society to which a vessel is classed, and 

international statutory regulations. The IACS considers a shipyard a system integrator that 

integrates the systems and products supplied by the suppliers contracted by a shipowner.197 

Once fitted onboard, many shipboard equipment cannot be altered or updated flexibly 

during its commercial operation due to cost or safety concerns from such alterations or updates. 

Therefore, a shipyard takes a crucial role in determining the level of shipboard cyber resilience 

by constructing a new vessel resilient to cyber risks or performing repairs and improvements to 

enhance the cyber resilience of an existing or newbuilt vessel.  

 
196 Steamship Mutual, “Condition Survey Report,” accessed June 19, 2020, 20-21, 

https://www.steamshipmutual.com/Downloads/Loss-Prevention-Survey-
Reports/Full%20Condition%20Survey%20Report.pdf. 

197 International Association of Classification Societies, “UR E22 On Board Use and 
Application of Computer Based Systems,” UR E22 (London, United Kingdom, 2016), 
http://www.iacs.org.uk/publications/unified-requirements/ur-e/ur-e22-rev2-cln/. 

http://www.iacs.org.uk/publications/unified-requirements/ur-e/ur-e22-rev2-cln/
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J. Third-Party Producer or Provider 

A vessel relies on the supply of equipment, bunker fuel, provision, store, or spares, and 

on services by various third-party providers to sustain its operation. The extent of such services 

is diverse from a weather routing service to provision supply. In providing supplies or services, 

third-party providers often communicate closely with a vessel to enhance the quality of their 

services or to monitor the status of a vessel. For example, a weather routing service utilizes the 

position, speed, and passage plan of a vessel to provide an optimal route for a voyage. 

Despite their contribution to shipboard operation, the interaction with third-party 

suppliers imposes cyber risks to a shipowner, because communication with them might be 

vulnerable to and thus exploited by cyber threats. For example, an unsecure communication with 

a weather routing service provider can expose a vulnerability under which the contact 

information or movement of a vessel is revealed to a cyber threat actor who exploits such 

information to trigger a cyber attack. 

Clause (b) of the BIMCO cybersecurity clause extends the requirement outlined in the 

clause (a) of the clause to third-party service providers of either party under a charter party 

incorporating the clause.198 Although the adoption of the BIMCO cybersecurity clause is 

contingent on the parties, clause (b) demonstrates that a shipping company expects third-party 

service providers to implement their own CRM process to improve the cyber resilience in their 

performance and to be responsible for contractual obligations with the company. 

 
198 BIMCO, “Cyber Security Clause 2019.” 
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K. Shipowner or Ship Manager 

Complying with the expectations on CRM from many stakeholders in shipboard CRM, 

shipowners and ship managers are responsible for including shipboard CRM into its SMS in 

compliance to the MSC.428(98). 

1. Ship Management Company 

Global nature of a vessel operation contributes to the circumstance in which a shipowner 

does not manage its fleet. A shipowner might not always have a capacity or interest to assume 

technical, commercial, or manning management of its fleet. Then, a ship management company 

is contracted to provide technical or safety management, crew management, or insurance 

coverage on the behalf of a shipowner. A shipowner can contract one or more ship management 

companies in delegating ship management of its fleet. 

The transfer of one or more functions of ship management shall not always indicate that 

burdens or liabilities for a shipboard incident are also shifted to a ship management company. 

Consequently, a shipowner expects a ship management company to implement CRM for offices 

and vessels in charge to protect its interest against a cyber incident.  

2. Agent 

A shipowner cannot place its direct employees in every port of call due to worldwide 

operation of a vessel. An agent in a port is contracted by a shipowner to liaise with port authorities, 

terminals, or third-party services providers to facilitate port formalities, cargo operation, and 

services to a vessel while a vessel stays in the port. To realize this, an agent relies on information 

of a vessel some of which might be sensitive or even confidential.  

Disclosure or manipulation of the information from a shipping company or vessel can 

impact the operation of an agent and a vessel, because such nefarious action damages the 
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confidentiality and integrity of the information used for ship’s activity in port. The consequence 

of such compromise may mount to unexpected delays, events, or even civil penalties. Therefore, 

an agent is expected to exert due diligence in CRM to protect the confidentiality and integrity of 

the information communicated with a vessel to prevent the disclosure or exploitation of the 

information and to protect itself and a shipowner against liabilities against a cyber incident.  

3. Overview of American Commercial Fleet 

The Jones Act) is the cabotage law of the USA that shapes the status of US-flagged 

commercial fleet. Under the Act, a US-flagged vessel must be wholly owned by the American 

entities and registered to the American administration to engage in domestic commercial trade 

between American ports. 46 C.F.R. § 67.95 requires vessels to be constructed in the USA to 

comply with the Jones Act requirement in applying for a certificate of documentation. 46 U.S.C. 

§ 8103 requires all US-flagged vessels to be manned by American citizens). Whereas the Jones 

Act is enforced for American domestic maritime transportation, US-flagged vessels are not 

bound by the Act in engaging in international trades. 

American fleet constituted only 0.4% of the global fleet in 2019.199 As of February 2021, 

ocean-going US-fleet is composed of 97 Jones-Act-eligible vessels and 84 non-eligible ones.200 

 
199 US Department of Transportation, “Number and Size of the U.S. Flag Merchant Fleet 

and Its Share of the World Fleet,” October 2020, https://www.bts.gov/content/number-and-size-
us-flag-merchant-fleet-and-its-share-world-fleet. 

200 US Department of Transportation, “United States‐Flag Privately‐Owned Merchant 
Fleet Report,” February 17, 2021, https://www.maritime.dot.gov/sites/marad.dot.gov/files/2021-
03/DS_USFlag-Fleet_2021_0217_Bundle.pdf. 

https://www.maritime.dot.gov/sites/marad.dot.gov/files/2021-03/DS_USFlag-Fleet_2021_0217_Bundle.pdf
https://www.maritime.dot.gov/sites/marad.dot.gov/files/2021-03/DS_USFlag-Fleet_2021_0217_Bundle.pdf
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At the same date, the American fleet contains 64 tankers: 57 Jones-Act-eligible and 7 non-

eligible tankers.201 However, there has been no US-flagged liquefied gas carriers since 2000.202 

 Military sealift command 

Military sealift command (MSC) is the maritime component of the US transportation 

command which is a joint Department of Defense command responsible for transportation of 

military supplies.203 The MSC operates more than 100 vessels manned by civilians with more than 

half being government-owned ones.204 It charters commercial tankers with long-term charter or 

time charter to transport petroleum products from commercial refineries for military use.205  

Although the MSC (as being a public entity owning government-owned vessels) does not 

pertain to the objectives of this thesis, it is a notable entity in American maritime transportation 

as the “largest operator of US-flagged vessels”.206 At the same time, chartering activity of 

commercial tankers binds the MSC to this thesis as a stakeholder in American shipboard CRM 

and a disponent owner of commercial tankers.  

  

 
201 US Department of Transportation, “United States‐Flag Privately‐Owned Merchant 

Fleet Report.” 

202 US Department of Transportation, “Number and Size of the U.S. Flag Merchant Fleet 
and Its Share of the World Fleet.” 

203 Wallischeck, “ICS Security in Maritime Transportation,” 24. 

204 Military Sealift Command, “About MSC,” accessed March 1, 2021, 
https://sealiftcommand.com/about-msc. 

205 Military Sealift Command, “Dry Cargo and Tankers,” accessed March 1, 2021, 
https://www.msc.usff.navy.mil/Ships/Dry-Cargo-and-Tankers/. 

206 Wallischeck, “ICS Security in Maritime Transportation,” 24. 
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VI. References for Shipboard CRM 

 

TABLE 10 . Overview of references for shipboard CRM 

Entity Reference 

IMO 
• MSC-FAL.1/Circ.3 Guidelines on Maritime Cyber Risk Management 
• ISM Code 
• ISPS Code 

US 
Government 

• 33 C.F.R. Part 96 
• MTSA 
• NIST Framework for Improving Critical Infrastructure Cybersecurity 

USCG 
• CVC-WI-027(1) Vessel Cyber Risk Management Work Instruction 
• USCG Cybersecurity framework profiles 
• CVC-WI-004(1) U.S. Flag Interpretations on the ISM Code 

Classification 
society • Class notation and supporting materials (Refer to appendix 5) 

OCMIF • Vessel inspection questionnaire (VIQ) 
• TMSA 

Marine 
insurance and 

P&I club 

• Guidelines and publications from a marine insurance company or P&I 
club 

Industry 
publications 

• The Guidelines on Cyber Security Onboard Ships 
• Cyber Security Workbook for On Board Ship Use 
• Code of Practice - Cyber Security for Ships 
• ISO/IEC 27001 standard 
• ASTM F3286-17 Standard guide for cybersecurity and cyberattack 

mitigation 
• Implementation Guide for Cyber Security on Vessels 
• A Master’s Guide to Cyber Security 

Source: Author. 
 

33 C.F.R. § 96.230(d) requires a SMS to reflect applicable statutory or recommended 

codes, guidelines, standards. In the light of the MSC.428(98), this C.F.R. section can be 

interpreted to argue that a SMS should incorporate guidelines and standards on maritime CRM to 

comply with the MSC.428(98). For this purpose, the MSC-FAL.1/Circ.3 states that the 
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requirements of member governments and flag administrations, and the industry guidelines and 

best practices should be consulted to find further guidance on maritime CRM.207 

Diverse players in maritime transportation yield prolific resources on maritime CRM for 

use of a shipping company. Complete identification of references is unpracticable due to broad 

number of stakeholders and comprehensiveness of maritime CRM. Still, this chapter identifies 

references on a shipboard CRM process (as listed in table 10). In doing so, select references shall 

be identified as establishing a baseline for the process. 

A. International Maritime Organization 

While the MSC.428(98) establishes the primary direction of maritime CRM, the IMO 

circular Guidelines on Maritime Cyber Risk Management (MSC-FAL.1/Circ.3) supports the 

MSC.428(98) by providing recommendations on the process. In doing so, certain statutory 

regulations provide a basis for the framework of a maritime CRM process. 

1. MSC-FAL.1/Circ.3 Guidelines on Maritime Cyber Risk Management 

The MSC.428(98) recognizes the MSC-FAL.1/Circ.3 as providing “high-level 

recommendations for maritime CRM” complementary to shipboard safety and security management 

practices.208 The MSC-FAL.1/Circ.3 is aimed at all players in maritime CRM. To promote 

universal application in the maritime industry, the MSC-FAL.1/Circ.3 is designed to provide 

core principles for a maritime CRM process. Establishing the goal of maritime CRM as 

“supporting safe and secure shipping . . . operationally resilient to cyber risks”, the MSC-

 
207 International Maritime Organization, “MSC-FAL.1/Circ.3,” 4. 

208 International Maritime Organization, “MSC.428(98).” 
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FAL.1/Circ.3 proposes an approach that can “comprehensively assess and compare an 

organization’s current CRM postures.”209 

The ENISA argued that the absence of security baselines is one of the barriers to maritime 

cybersecurity.210 The MSC-FAL.1/Circ.3 responds to this criticism by providing generic elements 

applicable throughout the maritime industry. In spite of the claimed role of being “recommendatory”, 

the MSC-FAL.1/Circ.3 is often referenced by publications in maritime sector.211 For example, the 

CVC-WI-027(1) includes the circular as 12th reference.212 The Guidelines on Cyber Security 

Onboard Ships is designed in alignment with, inter alias, the MSC-FAL.1/Circ.3.213 Given these 

citations, the circular is the most respected reference to maritime CRM. 

2. International Convention for the Safety of Life at Sea, 1974, as Amended 

The SOLAS, 1974, is the most important international convention on maritime safety 

management. Since the first version of the convention was adopted in 1914 in response to the 

RMS Titanic disaster, it has provided the comprehensive regulatory framework on the 

construction, fire protection, safety, security and carriage of cargos.214 It is applicable for vessels 

entitled to fly the flag of the contracting nations to the SOLAS, 1974. 

 
209 International Maritime Organization, “Circular MSC-FAL.1/Circ.3,” 3. 

210 European Network and Information Security Agency, Analysis of Cyber Security 
Aspects in the Maritime Sector. 16. 

211 International Maritime Organization, “Circular MSC-FAL.1/Circ.3,” 3. 

212 United States Coast Guard, “CVC-WI-027(1),” 1. 

213 BIMCO et al., Introduction to Guideline on Cyber Security (4th Ed.). 

214 International Maritime Organization, “International Convention for the Safety of Life 
at Sea (SOLAS), 1974,” accessed March 1, 2021, 
http://www.imo.org/en/About/Conventions/ListOfConventions/Pages/International-Convention-
for-the-Safety-of-Life-at-Sea-(SOLAS),-1974.aspx. 

http://www.imo.org/en/About/Conventions/ListOfConventions/Pages/International-Convention-for-the-Safety-of-Life-at-Sea-(SOLAS),-1974.aspx
http://www.imo.org/en/About/Conventions/ListOfConventions/Pages/International-Convention-for-the-Safety-of-Life-at-Sea-(SOLAS),-1974.aspx
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Although no contents of the SOLAS, 1974, are directly relevant to shipboard CRM, the 

SOLAS, 1974, provides following overarching regulations on shipboard CRM: 

• Chapter IX Management for the safe operation of ships, which makes the ISM Code 

mandatory; and 

• Chapter XI-2 Special measures to enhance maritime security, which makes the part A 

of the ISPS Code mandatory and the part B guidelines. 

The SOLAS, 1974, indirectly supports shipboard CRM by embracing the ISM and ISPS 

Codes in international maritime governance. The SOLAS, 1974, enables the enforcement of its 

statutory documents (including the MSC.428(98)) with a PSC system. 

3. International Management Code for the Safe Operation of Ships and for 

Pollution Prevention 

The ISM Code was introduced on 1 July 1998 with the introduction of chapter IX into the 

SOLAS, 1974.215 The ISM Code is aimed at providing an international standard for the safe 

management and operation of ships. Because every shipping company is requested to have a 

valid DoC as per the ISM Code and its domestic legislation by contracting nations, the failure to 

comply with the MSC.428(98) means that a shipping company is no longer able to comply with 

the SOLAS, 1974. De Facto and De Jure, the ISM Code renders the requirement of maritime 

CRM mandatory for all shipping companies which operate in the maritime jurisdiction of the 

contracting nations to the SOLAS, 1974.  

 
215 International Maritime Organization, “The International Safety Management (ISM) 

Code,” accessed March 1, 2021, 
https://www.imo.org/en/OurWork/HumanElement/Pages/ISMCode.aspx. 

https://www.imo.org/en/OurWork/HumanElement/Pages/ISMCode.aspx
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4. International Ship and Port Facility Security Code 

The ISPS Code was adopted into chapter IX-2 of the SOLAS, 1974, in December 2002, 

entered into force on 1 July 2004.216 The ISPS Code provides a comprehensive framework on the 

security management of governments, port authorities and ship operators. 

B. National Government: The US Government 

The US government governs the implementation and enforcement of the MSC.428(98) 

with its domestic ratifications to the statutory documents of the IMO. In doing so, the NIST 

enhances the CRM posture of US-flagged vessels with its framework and publications.  

1. 46 U.S.C. §§ 3201-3205 and 33 C.F.R. Part 96  

The U.S.C. are public laws duly approved by Congress and the President, and the C.F.R. 

are the approved regulations that implement approved public law in the United States. 46 U.S.C. 

§§ 3201-3205 enables American enforcement of the SOLAS, 1974. 33 C.F.R. Part 96 implements 

46 U.S.C. §§ 3201-3205 with regulations created through a public progress by the USCG. 46 

U.S.C. § 3203(a) states that the applicable entities and vessels defined under 46 U.S.C. § 3202(a) 

should establish a SMS. 46 U.S.C. § 3203(b) states that the regulations of 46 U.S.C. § 3203 should 

be consistent to the ISM Code. 33 C.F.R. § 96.110 describes the application. 

As per 33 C.F.R. § 96.220(b), compliance of US-flagged vessels to these American 

legislations ensures the compliance to the ISM Code. 33 C.F.R. Part 96 provides a structural 

foundation for US-flagged vessels to which elements of shipboard CRM are incorporated into 

their SMS as per the MSC.428(98). 

 
216 International Maritime Organization, “SOLAS XI-2 and the ISPS Code,” accessed 

March 1, 2021, https://www.imo.org/en/OurWork/Security/Pages/SOLAS-XI-
2%20ISPS%20Code.aspx. 

https://www.imo.org/en/OurWork/Security/Pages/SOLAS-XI-2%20ISPS%20Code.aspx
https://www.imo.org/en/OurWork/Security/Pages/SOLAS-XI-2%20ISPS%20Code.aspx
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2. Maritime Transportation Security Act of 2002 

The MTSA is the American legislation for the ISPS Code. 33 C.F.R. § 101.100 states that 

the purpose of 33 C.F.R. Subchapter H is to implement 46 U.S.C. Chapter 701 and align the 

domestic maritime security regulations of the USA with the ISPS Code. 33 C.F.R. § 101.110 states 

that the MTSA is applicable for vessels, structures, facilities located in the USA. For vessels, 33 

C.F.R. § 104.105 describes the application for the owners or managers of the following vessels: 

• Cargo vessels subject to chapter XI-1 or XI-2 of the SOLAS, 1974; 

• Foreign cargo vessels of more than 100 gross register tons; and 

• Self-propelled US-flagged cargo vessels of more than 100 gross register tons subject 

to 46 C.F.R. subchapter I – Cargo and miscellaneous vessels. 

33 C.F.R. § 104.115 requires the applicable owners and operators to comply with 33 C.F.R. 

subpart 104. To demonstrate compliance, they must present a VSP and a letter of approval from the 

USCG for the VSP. 33 C.F.R. §§ 104.400-104.415 provides the requirement for a VSP, whereas 33 

C.F.R. §§ 104.200-104.297 and §§ 104.300-104.310 pertain to vessel security requirements and 

vessel security assessment respectively. 

Although the IMO’s 101st maritime safety committee limited the ISPS Code as being 

complementary to a SMS, the US-flagged vessels not bound by the MSC.428(98) can incorporate 

shipboard CRM into the framework of the ISPS Code. In this regard, the USCG describes in the 

CVC-WI-027(1) how it will verify the inclusion of shipboard CRM into the vessels subject to the 

MTSA.217 Although the role of the MTSA under the MSC.428(98) is limited to supporting a 

 
217 United States Coast Guard, “CVC-WI-027(1),” 5-6. 
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SMS, the legislation provides another CRM framework to the vessels not regulated by the ISM 

Code and 33 C.F.R. Part 96. 

3. NIST Framework for Improving Critical Infrastructure Cybersecurity 

The NIST Framework for improving critical infrastructure cybersecurity is developed 

under the Executive Order 13636 and the Cybersecurity Enhancement Act of 2014 for the 

owners and operators of critical infrastructure defined in the U.S. Patriot Act of 2001. It is aimed 

at providing a comprehensive cybersecurity framework made of cores, tiers, and profiles.218 219 

Through this strategy, the NIST framework enables the following objectives:220 

• Description of current cybersecurity posture; 

• Description of a cybersecurity target state; 

• Identification and prioritization of the opportunities for improvement in the context of 

a continuous and repeatable process; 

• Assessment of the progress toward the target state; and 

• Communication with internal and external stakeholders about cybersecurity risk. 

Although the NIST framework is originally aimed at American critical infrastructure, it is 

well appreciated in the global governance on maritime CRM. In addition to citing the NIST 

framework as one of guidance and standards, the 5 elements of the MSC-FAL.Circ.3 mirrors 5 

 
218 National Institute of Standards and Technology, “Framework for Improving Critical 

Infrastructure Cybersecurity” (Gaithersburg, MD, April 16, 2018), 
https://doi.org/10.6028/NIST.CSWP.04162018. 

219 Definition of framework core, framework implementation tier, and framework profile 
are located in glossary of terms. 

220 National Institute of Standards and Technology, “NIST Framework,” 2. 
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framework functions of the NIST framework: Identify, protect, detect, respond, and recover. 221  

The principles of The Guidelines on Cyber Security Onboard Ships are drawn from the NIST 

framework.222 Furthermore, the CVC-WI-027(1) requires USCG officers conducting FSI or PSC 

inspections to have basic knowledge on the NIST framework and apply it in maritime context.223 

In consideration of these utilizations, the NIST framework provides a cybersecurity structure for 

shipboard CRM, whereas the ISM Code establishes a regulatory framework in maritime context. 

Therefore, the NIST framework is a major reference to shipboard CRM of US-flagged vessels, 

other vessels, and all entities involved in maritime transportation. 

NIST SP 800 series 

The NIST SP 800 series provide guidelines, recommendations, technical specifications, 

and annual reports of the NIST’s cybersecurity activities. Whereas the compliance to these 

publications is mandatory for US federal agencies, the same is voluntary for commercial entities 

unless contractually obliged for compliance.224 The NIST SP 800 series serves to enhance certain 

aspects of shipboard CRM. 

Maritime use. Maritime transportation sector is not required to comply with the NIST SP 

800 series unless they are obliged to do so. For example, John Frittelli argued in a congressional 

research report that US-flagged international maritime transportation is “highly dependent on 

 
221 International Maritime Organization, “Circular MSC-FAL.1/Circ.3,” 3. 

222 BIMCO et al., Introduction to Guideline on Cyber Security (4th Ed.). 

223 United States Coast Guard, “CVC-WI-027(1),” 7. 

224 National Institute of Standards and Technology, “NIST Special Publication 800-Series 
General Information,” May 21, 2018, https://www.nist.gov/itl/publications-0/nist-special-
publication-800-series-general-information. 

https://www.nist.gov/itl/publications-0/nist-special-publication-800-series-general-information
https://www.nist.gov/itl/publications-0/nist-special-publication-800-series-general-information
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revenues from preference cargos”.225 Heavy reliance to the carriage of government-impelled 

cargos under the Cargo Preference Act of 1954 renders it persuasive that the US government 

may require US-flagged vessels to comply with relevant NIST SP 800 publications to carry 

government-impelled cargos. 

C. Flag Administration: The USCG 

The CVC-WI-027(1) is the important reference to shipboard CRM of US-flagged vessels 

by dictating the procedures to verify the compliance to the MSC.428(98). As the CVC-WI-

027(1) is discussed in section V.C.2, this section identified further references from the USCG. 

1. USCG Cybersecurity Framework Profiles 

 
Figure 12. Functions and categories of USCG cybersecurity framework profiles. Source: 

United States Coast Guard, USCG Cybersecurity Framework Profiles, 11. 

 

 
225 John Frittelli, “Cargo Preferences for U.S.-Flag Shipping” (Congressional Research 

Service, October 29, 2015), 8, https://fas.org/sgp/crs/misc/R44254.pdf. 
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The USCG tailored the NIST framework to provide framework profiles specific to 

maritime use (as illustrated in figure 12). The USCG cybersecurity framework profiles are 

intended for, inter alias, maritime bulk liquid transfer sector.226 

 

 
Figure 13. Steps to applying USCG framework profiles into organizations. Source: 

United States Coast Guard, USCG Cybersecurity Framework Profiles, 21. 
 

The USCG anticipates that the utilization of these profiles streamlines the efforts of 

private entities to comply with cybersecurity governance and enhances their readiness for 

regulatory or operational change.227 For this purpose, the USCG describes the process of 

incorporating its framework profiles by eligible organizations (as illustrated in figure 13). 

 
226 United States Coast Guard, Maritime Bulk Liquids Transfer, Offshore Operations, and 

Passenger Vessel Cybersecurity Framework Profiles, 3rd ed., 2017, 
https://www.dco.uscg.mil/Portals/9/CG-
FAC/Documents/Cyber%20Profiles%20Overview.docx?ver=2018-01-10-143126-467. 

227 United States Coast Guard, Executive summary to USCG Cybersecurity Framework 
Profiles. 

https://www.dco.uscg.mil/Portals/9/CG-FAC/Documents/Cyber%20Profiles%20Overview.docx?ver=2018-01-10-143126-467
https://www.dco.uscg.mil/Portals/9/CG-FAC/Documents/Cyber%20Profiles%20Overview.docx?ver=2018-01-10-143126-467
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All US-flagged vessels are subject to 33 C.F.R. 104 and 33 C.F.R. 155. Liquefied gas 

carriers engage in the transfer of natural or petroleum gas in bulk liquids. Therefore, US-flagged 

liquefied gas carriers are eligible for the USCG framework profile for maritime bulk liquid 

transfer. The utilization of this profile shall relieve owners and managers of US-flagged liquefied 

gas carriers from spending times and resources on developing own framework profile from the 

NIST framework. Given the citation by the IMO and reference by USCG officers on the NIST 

framework, reference to the USCG framework profile ensures the compliance to the 

MSC.428(98) and the CVC-WI-027(1). 

2. CVC-WI-004(1) U.S. Flag Interpretations on the ISM Code 

The USCG work instruction U.S. Flag interpretations on the ISM Code (CVC-WI-004(1)) 

describes how the USCG as the flag administration of the USA interprets and implements the 46 

U.S.C. §§ 3201-3205 and 33 C.F.R. Part 96. Despite the role of the IMO in establishing, for 

example, the ISM Code, each contracting nation to the SOLAS, 1974, implements and enforces the 

ISM Code. The CVC-WI-004(1) describes the implementation by the USCG and expectations on 

ISM-compliant SMSs in implementing 33 C.F.R. Part 96. Therefore, the CVC-WI-004(1) serves 

American shipboard CRM by describing American implementation of the ISM Code. 

D. Port: The USCG 

The CVC-WI-027(1) describes how the USCG as a PSC regime conducts a PSC 

inspection on foreign vessels in compliance to the MSC.428(98).228  

 
228 See section V.C.2 for the CVC-WI-027(1). 



111 
 

 

1. NVIC 01-20 Guidelines for Addressing Cyber Risks at Maritime Transportation 

Security Act (MTSA) Regulated Facilities 

The USCG circular Guidelines for Addressing Cyber Risks at Maritime Transportation 

Security Act (MTSA) Regulated Facilities (NVIC 01-20) pertains to the facilities regulated by 33 

C.F.R. Part 105 and 106 by interpreting certain articles of the MTSA in relation to maritime CRM. 

The NVIC 01-20 explicitly states that it is not intended for vessels.229 Although the reference for 

shipboard CRM is ruled out by this statement, the NVIC 01-20 provides insights to non-ISM-

compliant vessels on how to interpret the MTSA for shipboard CRM. 

E. Classification Society and the IACS 

Each classification society maintains its own system to verify the CRM of a vessel and to 

provide an appropriate notation. The IACS published documents to guide or bind member 

classification societies on standards on the classification of shipboard CRM.  

1. Cyber Notations and Supporting Materials from Classification Societies 

Although a commercial vessel shall be asked by a charterer or marine insurance company 

to have a class notation to demonstrate its cyber resilience, it is not required by statutory 

regulations of the IMO or member nations to have such notation. Depending on commercial 

needs of a shipowner or charterer, a vessel shall be classified to more than one classification 

societies. In doing so, a vessel is not necessarily classified to member classification societies of 

the IACS. Given these practices, a shipping company should consult with classification societies 

to which its vessel is classified to identify references for shipboard CRM: Appendix 5 supports 

 
229 United States Coast Guard, “Guidelines for Addressing Cyber Risks at Maritime 

Transportation Security Act (MTSA) Regulated Facilities,” NVIC 01-20, February 26, 2020, 
https://www.dco.uscg.mil/Portals/9/DCO%20Documents/5p/5ps/NVIC/2020/NVIC_01-
20_CyberRisk_dtd_2020-02-26.pdf?ver=2020-03-19-071814-023. 

https://www.dco.uscg.mil/Portals/9/DCO%20Documents/5p/5ps/NVIC/2020/NVIC_01-20_CyberRisk_dtd_2020-02-26.pdf?ver=2020-03-19-071814-023
https://www.dco.uscg.mil/Portals/9/DCO%20Documents/5p/5ps/NVIC/2020/NVIC_01-20_CyberRisk_dtd_2020-02-26.pdf?ver=2020-03-19-071814-023
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this purpose by providing a list of notations and publications on maritime CRM by member 

classification societies of the IACS. 

2. Recommendation No.166 Recommendation on Cyber Resilience 

The IACS recommendation no.166 Recommendation on cyber resilience supports the 

MSC.428(98) and the MSC-FAL.1/Circ.3 by providing technical recommendations on cyber 

resilience of computer-based systems for cyber-resilient vessels in regard to design, integration, 

and/or maintenance. The document applies to shipboard systems and equipment having an 

impact on “human safety, the safety of the vessel or the marine environment” and intended for or 

vessels contracted for construction after publication (April 2020): this document may be used as 

a reference for vessels in service prior to publication .230 

Shipping companies or shipboard personnel as the users of shipboard IT/OT systems are 

not extensively engaged in the design, integration, and maintenance, nor are they expected to 

have complete knowledge for such activities. The limitation of this document is clear with annex 

A Guidance on operational Aspects addressed in recommendations. The purpose of this annex to 

describe the “assumptions and expectations of procedures and operational aspects to support the 

technical and testing requirements.231 In this regard, the recommendation states that shipboard 

operation and management is not the scope of the document.232 

 
230 International Association of Classification Societies, “Recommendation on Cyber 

Resilience,” No.166 (London, United Kingdom, 2020), http://www.iacs.org.uk/download/10714. 

231 International Association of Classification Societies, “IACS No.166,” 4. 

232 International Association of Classification Societies, “IACS No.166,” 4. 
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The BIMCO recognizes this recommendation as being applicable to newbuilt vessels.233 

Although a shipping company can benefit from a system commissioned in compliance to this 

document, such benefit does not always imply that the document may directly benefit a shipping 

company. As shipboard personnel as users engage in operation and management of shipboard 

IT/OT systems, the scope of this document constrains the utilization by companies and vessels, 

thus being applicable more to classification societies, manufacturers, or shipyards.  

3. UR E22 On Board Use and Application of Computer Based Systems 

The IACS unified requirement UR E22 On Board Use and Application of Computer Based 

Systems addresses the functions, software, and hardware of computer-based systems in design, 

construction, commissioning, and maintenance.234 The UR E22 applies to the systems providing 

control, alarm, monitoring, safety, or internal communications functions, except navigation 

equipment, radiocommunication equipment, and loading computer. Annex to UR E22 Documents 

for class society and test attendance expects an owner to be only involved in “updated software 

registry”.235 Likewise, the engagement of shipping companies and shipboard personnel as the users 

of shipboard IT/OT systems also constrains reference for shipboard CRM. Therefore, the UR E22 

is also more oriented to classification societies, manufacturers, or shipyards. 

F. Oil Companies International Maritime Forum 

A charter party can include a vetting clause in which shipowners are required to have the 

vetting approvals by an oil major company designated by a charterer. If a vetting clause is 

incorporated in a charter party, the failure to obtain vetting approvals as per a charter party may 

 
233 BIMCO et al., Guideline on Cyber Security (4th Ed.), 2. 

234 International Association of Classification Societies, “UR E22,” 1. 

235 International Association of Classification Societies, “UR E22,” 11-12. 
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result in considerable loss to a shipowner in profit and reputation.236 Although the SIRE and 

TMSA have no enforceable powers, the concerns of a charterer on the safety and environmental 

performance of tankers evidenced during a vetting process can introduce commercial 

consequences (e.g. rejection of a tanker for a charter), which makes the SIRE and TMSA quasi-

enforceable compliance tools. Therefore, the SIRE and TMSA are considerable references for 

liquefied gas tankers and their companies to engage in commercial operation.  

1. Vessel Inspection Questionnaire 

A VIQ is a harmonized procedure to assist SIRE inspectors, shipowners, and vessel officers 

in conducting and preparing for a SIRE inspection. VIQ provides a comprehensive list of questions 

and information for oil tankers, petroleum products tanker, liquefied gas carriers, and chemical 

tankers. It addresses all aspects of shipboard operation, such as documentation, navigation, safety 

and pollution management, cargo and ballast system, mooring, and engine machineries. 

Of particular importance in regard to maritime CRM is chapter 7 of the VIQ on maritime 

security. It contains 17 questions on the implementation of shipboard security. Item 7.14 to 7.17 

relates to cybersecurity by verifying the following:237 

• Cybersecurity plan, policy, and procedures as part of the SMS; 

• Control on physical access to shipboard systems; 

• Policy or guidance on the use of personal devices onboard; and 

 
236 L. Grbić, J. Čulin, and T. Perković, “SIRE Inspection on Oil Tankers,” The 

International Journal on Marine Navigation and Safety of Sea Transportation 12, no. 2 (June 
2018): 359–62, https://doi.org/10.12716/1001.12.02.17. 

237 Oil Companies International Marine Forum, Vessel Inspection Questionnaires for Oil 
Tankers, Combination Carriers, Shuttle Tankers, Chemical Tankers and Gas Tankers, 7th ed. 
(Oil Companies International Marine Forum, 2019). 

https://doi.org/10.12716/1001.12.02.17
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• Promotion of cybersecurity awareness. 

2. Tanker Management and Self Assessment 

Among 13 elements of the TMSA, element 11 Emergency Preparedness and 

Contingency Planning and element 13 Maritime Security relate to CRM of the companies subject 

to the TMSA. Element 11 reviews company and vessel emergency response plan, roles and 

responsibilities, equipment, and management of plan and records. Element 13 verifies the 

implementation of security plan and procedure, risk assessment, and training and exercises. Item 

13.2.3 and 13.2.4 particularly address CRM by verifying the policy, procedures, guidance and 

mitigation measures on cybersecurity and the promotion of cybersecurity awareness.238 

G. Marine Insurance and P&I Club 

TABLE 11 . Information on maritime CRM by the American Club 

Category Title 

Publication 

• Managing Cyber Risks and the Role of the P&I Club: an Overview 
• Cyber Awareness Comic 
• A Primer on IMO Cyber Risk Management Guidelines - ABS/American Club 
• Cyber security: A P&I perspective 

Circulars 
& alerts 

• 07-28-20 American Club Partners with KnowBe4 to Offer Members 
Discounted Cyber Awareness Training 

• 07-10-19 - USCG Marine Safety Alert: Cybersecurity 
• Circular No. 07/19 - 2018 Third Edition of BIMCO Guidelines on Cyber 

Security Onboard Ships 
• USCG - Draft Navigation and Vessel Inspection Circular No. 05-17 
• 07-05-2017 - IMO Guidelines - Cyber Risk Management 
• 05-04-18 - US Maritime Administration Recent Cyber Advisories 

Source: The American Club. “Cyber Awareness.” Accessed March 1, 2021. 
https://www.american-club.com/page/cyber-awareness. 

 
238 Oil Companies International Marine Forum, Tanker Management and Self Assessment 

- A Best Practice Guide, 3rd ed. (London, United Kingdom: Oil Companies International Marine 
Forum, 2017). 
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Marine insurers and P&I clubs implement their expectations on shipboard CRM by 

publishing relevant publications or information. For example, the American Club, an American 

P&I Club, published publications and circulars on maritime CRM (as summarized in table 11). 

Even though a vessel is an American one, it is not bound to being registered to the American 

Club to engage in commercial operations. In other words, an insured can be registered to one or more 

P&I clubs around the world based on the needs of the insured and the protection to be offered by a 

P&I club. An attempt can be made to identify the information from P&I clubs by narrowing down 

the extent of research to, for example, the member P&I clubs of the International Group of P&I 

Clubs. However, the research of this author on the websites of such P&I clubs indicated that the 

varying degree of the provision of information by P&I clubs leads to the difficulty in presenting 

information in a succinct manner. For example, Gard, another P&I club, provides information on 

maritime CRM in the format of web articles and loss prevention posters.239 

In recognition of these observations, the identification of the information the maritime 

insurance sector is the action to be taken by each shipping company, based on the underwriter to 

which its vessel is registered. In doing so, a rule book of a marine insurer or P&I clubs shall 

describe how a cyber incident will be interpreted by the rule. At the same time, the contribution 

of the International Union of Marine Insurance to The Guidelines on Cyber Security Onboard 

Ships shall indicate that the expectations of the maritime insurance sector on shipboard CRM are 

reflected to the Guidelines.  

 
239 Gard, “Cyber Security,” January 2021, 

https://www.gard.no/web/publications/content?p_document_id=21025160. 

https://www.gard.no/web/publications/content?p_document_id=21025160
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H. Industry Publications 

Industry publications are drawn up by specific stakeholders with the respect and authority 

in the maritime industry. With these publications, they guide shipping companies for the 

implementation of shipboard CRM.  

1. The Guidelines on Cyber Security Onboard Ships 

The Guidelines on Cyber Security Onboard Ships is the collective effort of the BIMCO 

and such organizations representative of stakeholders in the maritime industry as follows:240 

• International Association of Dry Cargo Shipowners; 

• International Association of Independent Tanker Owners; 

• International Union of Marine Insurance; and 

• The OCIMF. 

This guideline is developed to provide guidelines to shipping companies in implementing 

their shipboard CRM in alignment with the MSC.428(98) and the NIST framework. This 

guideline presents following 6 steps in formulating a maritime CRM:241 

• Identify threats; 

• Identify vulnerabilities; 

• Assess risk exposure; 

• Develop protection and detection measures; and 

• Establish contingency plans. 

 
240 BIMCO et al., Guideline on Cyber Security (4th Ed.), 61. 

241 BIMCO et al., Guideline on Cyber Security (4th Ed.), 5. 
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In addition to the MSC-FAL.1/Circ.3, this guideline is often cited as a major reference for 

maritime CRM. The MSC-FAL.1/Circ.3 lists this guideline as one of guidance and standards.242 

The MMC-354 encourages registered shipowners to refer to this guideline for “detailed guidance 

on cyber risk management”.243 The CVC-WI-027(1) states that USCG officers can witness 

shipboard CRM by utilizing this guideline as one of industry guidelines and best practices.244 

Furthermore, the contribution of the organizations representing industry stakeholders denotes that 

the expectations of these organizations on shipboard CRM are reflected into this guideline. 

Although industry stakeholders may not require shipping companies to utilize this 

guideline, reference to this can satisfy their expectations by being sighted as implementing a best 

practice. Thus, this the most prominent reference among industry publications in that this guideline 

enables shipping companies to respond to common expectations from various industry players. 

2. Cyber Security Workbook for On Board Ship Use 

Published by the BICO and International Chamber of Shipping, the Cyber Security 

Workbook for On Board Ship Use provides guidance on shipboard implementation of shipboard 

CRM. Following the 5 elements of the MSC-FAL.1/Circ.3, this workbook explains in non-

technical terms how shipboard personnel can implement each element. Impressive production of 

this workbook is checklists for shipboard implementation. Another notable observation is that 

this workbook reflects the actuality of shipboard IT/OT systems by providing on-scene photos 

and instructions for Microsoft Windows 7 and 10.  

 
242 International Maritime Organization, “MSC-FAL.1/Circ.3,” 4. 

243 Panama Maritime Authority, “MMC-354,” 2. 

244 United States Coast Guard, “CVC-WI-027(1),” 2. 
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The International Safety Guide for Tankers and Terminals (ISGOTT) refers to this 

workbook as “a source of practical guidance”.245 This workbook is a valuable reference to 

shipboard CRM by providing easily understandable information and checklists to shipboard 

personnel. While this workbook is intended for shipboard use, this workbook also benefits shore 

managers in formulating a shipboard CRM process by addressing potential considerations, the 

example of which is annex 8 Planning a crew training session. Furthermore, the reference of the 

ISGOTT implies that various stakeholders to shipboard CRM may incorporate this workbook as 

a best practice in exerting their expectations. 

3. Code of Practice - Cyber Security for Ships 

 
Figure 14. Maritime CRM approach of Code of Practice – Cybersecurity for Ships. 

Source: Hugh Boyes and Roy Isbell, Code of Practice: Cyber Security for Ships (London, United 
Kingdom: Institution of Engineering and Technology, 2017), 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file
/642598/cyber-security-code-of-practice-for-ships.pdf. Reproduced under the Open Government 
License v.2.0. 

 

Published by Institution of Engineering and Technology (of the United Kingdom), this 

publication is intended to complement shipboard security principles and standards to address the 

 
245 International Chamber of Shipping and Oil Companies International Marine Forum, 

International Safety Guide for Oil Tankers and Terminals, 6th ed. (Witherby Publishing Group 
Ltd., 2020). 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/642598/cyber-security-code-of-practice-for-ships.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/642598/cyber-security-code-of-practice-for-ships.pdf
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cybersecurity of vessels. In doing so, its framework (as illustrated in figure 14) is established on 

the principles of the ISPS Code and equivalent EU and UK regulations. 

The IMO limited the ISPS Code as being complementary to maritime CRM in a SMS.246 

This approach constrains the adoption to this code for the compliance to the MSC.428(98) in that 

this publication is predicated on the ISPS Code. Although this publication is more oriented to 

European shipping companies due to reference to European legislations, its information shall 

benefit American vessels not bound by the MSC.428(98) by providing an alternative framework 

in establishing a shipboard CRM process based on the MTSA. 

4. ISO/IEC 27001 Standard 

As one of the ISO/IEC 27000 series on information security management system, the 

ISO/IEC 27001 by the International Organization for Standardization provides the requirements 

on an information security management system for a company undergoing voluntary 

certification.247 Although not specific to maritime use, the ISO/IEC 27001 standard is cited by 

stakeholders in maritime CRM. For example, the MSC-FAL.1/Circ.3 lists this standard as one of 

guidance and standards.248 This standard is cited as “Informative References” across many 

subcategories of the NIST framework.249 Similarly, item 7.17 of the VIQ mentions the 

 
246 See section V.A.3. 

247 ISO, “ISC/IEC 27001 Information Security Management,” accessed March 1, 2021, 
https://www.iso.org/isoiec-27001-information-security.html. 

248 International Maritime Organization, “Circular MSC-FAL.1/Circ.3,” 4. 

249 National Institute of Standards and Technology, “NIST Framework Version 1.1,” 24-44. 
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certification to this standard as one of the examples to evidence the active promotion of 

cybersecurity awareness by a shipping company.250  

The ISO/IEC 27001 standard can benefit maritime CRM of numerous maritime 

(especially shore) players not bound by the MSC.428(98). However, the robust presence of the 

ISM Code constrains shipboard implementation of this standard in compliance to the 

MSC.428(98). Still, incorporation of the NIST framework ensures that the utilization of the 

NIST framework satisfies the reference to this standard. 

5. ASTM F3286-17 Standard Guide for Cybersecurity and Cyberattack Mitigation 

The Standard Guide for Cybersecurity and Cyberattack Mitigation (ASTM F3286-17) by 

ASTM international is aimed at protecting sensitive personal information and corporate data. While 

primarily focusing on the maritime industry (especially vessels), the ASTM F3286-17 standard is 

designed to apply to corporate or government organizations.251 By doing so, this standard expects the 

maritime industry to be able to identify cyber threats, cyber risks, and to understand the indications of 

a cyber incident while seafarers or shore managers are at sea or on shore. 

The ASTM F3286-17 standard is less recognized in the maritime industry: Only the 

MARAD lists this standard as one of the references for maritime cybersecurity.252 Despite low 

recognition, the ASTM F3286-17 standard is another reference for, inter alias, American vessels in 

lieu of The Guidelines on Cyber Security Onboard Ships. 

 
250 Oil Companies International Marine Forum, VIQ 7, 74. 

251 ASTM International, “ASTM F3286 - 17 Standard Guide for Cybersecurity and 
Cyberattack Mitigation,” accessed March 1, 2021, https://www.astm.org/Standards/F3286.htm. 

252 Maritime Administration, “Office of Maritime Security,” accessed March 1, 2021, 
https://www.maritime.dot.gov/ports/office-security/office-maritime-security. 

https://www.maritime.dot.gov/ports/office-security/office-maritime-security
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6. Implementation Guide for Cyber Security on Vessels 

Released on 10 March 2020 by the Digital Container Shipping Association, the 

Implementation Guide for Cyber Security of Vessels is aligned with the MSC.428(98) to propose 

a maritime CRM process for container vessels.253 The process of this guide draws its principles 

from The Guidelines on Cyber Security Onboard Ships and the NIST framework. Whereas this 

guide benefits container vessels as the intended audience, this guide shall also benefit other types 

of vessels (including liquefied gas carriers) in that this guide demonstrates how to implement 

both The Guidelines on Cyber Security Onboard Ships and the NIST framework in compliance 

to the MSC.428(98), both of which are referenced as major sources to maritime CRM. In this 

regard, this guide is another reference for those that seeks another major reference over The 

Guidelines on Cyber Security Onboard Ships. 

7. A Master’s Guide to Cyber Security 

Published in 2014 by UK Chamber of Shipping, A Master’s Guide to Cyber Security is 

aimed at providing non-technical description of shipboard cyber risks and CRM techniques for 

shipboard personnel (most prominently master). This guide recommends 4 CRM areas that 

master should address to mitigate human, physical, and network-oriented attacks:254 

• Human factors; 

• Physical security; 

 
253 Digital Container Shipping Association, “DCSA Implementation Guide for Cyber 

Security on Vessels v1.0,” March 10, 2020, https://dcsa.org/wp-content/uploads/2020/03/DCSA-
Implementation-Guideline-for-BIMCO-Compliant-Cyber-Security-on-Vessels-v1.0.pdf. 

254 UK Chamber of Shipping, A Master’s Guided to Cyber Security (Edinburgh, United 
Kingdom: Witherby Seamanship, 2014). 

• Computer system best practice; and 

• Support from ashore. 

https://dcsa.org/wp-content/uploads/2020/03/DCSA-Implementation-Guideline-for-BIMCO-Compliant-Cyber-Security-on-Vessels-v1.0.pdf
https://dcsa.org/wp-content/uploads/2020/03/DCSA-Implementation-Guideline-for-BIMCO-Compliant-Cyber-Security-on-Vessels-v1.0.pdf
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These areas continue to be reflected in recent industrial publications as discussed 

heretofore. For example, human factors, physical security, and computer system best practice are 

elaborated in chapter 7 of The Guidelines on Cyber Security Onboard Ships, while shore support 

and senior management leadership is continuously advised. In spite of this relation, precautions 

need to be made on the date of the publication of this Guide. As this Guide was published in 2014, 

this guide does not integrate the 5 elements of maritime CRM described in the MSC-FAL.1/Circ.3 

which are commonly evidenced in recent publications. Although shipboard CRM does not 

necessarily need to reflect most recent CRM techniques, keeping abreast of latest information 

implies that the CRM of a shipping company can effectively respond to recent cyber risks and 

enhance cyber resilience. In this regard, although this guide continues to serve the maritime 

industry as one of the references on shipboard CRM, its antedated status leads to the preference to 

current references (e.g. The Guidelines on Cyber Security Onboard Ships and USCG cybersecurity 

framework profiles) due to the deviation of this guide from the MSC-FAL.1/Circ.3. 

I. References for American Shipboard CRM as Baseline 

The best strategy for shipboard CRM shall be to embrace as many authoritative 

references as possible: Limited time and resource of a shipping company necessitates the need to 

eliminate redundant resources and have a succinct list of the references satisfying the same 

purpose. This section proposes following references as a baseline for a shipboard CRM process 

of American liquefied gas carriers which is utilized throughout Chapter VII: 

• MSC-FAL.1/Circ.3; 

• 33 C.F.R. Part 96 (ISM Code); 

• The Guidelines on Cyber Security Onboard Ships; 

• USCG Cybersecurity framework profile on maritime bulk liquid transfer; and 
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• OCIMF VIQ and TMSA3. 

The inclusion of the MSC-FAL.1/Circ.3 and 33 C.F.R. Part 96 satisfies the compliance to 

the MSC.428(98) by predicating a shipboard CRM process on a SMS. The USCG cybersecurity 

framework incorporates the CRM of a liquefied gas carrier into a SMS; A shipping company 

shall benefit from the framework by adopting a tailored CRM framework for maritime liquefied 

transportation. To the VIQ and TMSA3 enable a shipping company to meet the expectations on 

shipboard CRM by oil major companies and thus ensure the continuation of business. Lastly, The 

Guidelines on Cyber Security Onboard Ships shall inspire the company on practical CRM 

techniques expected from various stakeholders in the business of shipping. 
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VII. Shipboard CRM Process 

 

 
Figure 15. Overview of shipboard CRM process. Source: Author. 
 

This chapter builds on the previous chapters to propose a shipboard CRM process with an 

emphasis on an American liquefied gas carrier. For the purpose of this chapter, a company will have 

the same meaning as a shipowner, or ship manager being the holder a DoC.255 Figure 15 presents an 

visual overview of a shipboard CRM process and the interrelationship among the categories of the 

five elements. Heading numbers are utilized in lieu of titles due to long length of heading titles. 

Underlined headings indicate those to which a SMS shall pertain partly or entirely. 

 
255 Definition of company is located in glossary of terms. 
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A. Principles of Shipboard CRM Process 

1. Application 

33 C.F.R. § 96.210 defines the application of 33 C.F.R. Part 96 as follows: 

• Passenger vessels carrying more than 12 passengers, including passenger high speed craft; 

• Oil tankers, chemical tankers, gas carriers, bulk carriers, and freight high speed craft 

of more than 500 gross tons; 

• Freight vessels and self-propelled mobile offshore drilling unit of more than 500 

gross tons, including offshore supply vessels, towing vessels, and oceanographic 

research vessels engaged on foreign voyages; and 

• All vessels enrolled to the alternative compliance program, irrespective of voyage type. 

33 C.F.R. § 96.210 defines the extent of American liquefied gas carriers to be bound by 

the MSC.428(98) to establish a shipboard CRM process. Article I/17 of the SOLAS, 1974, grants 

a certificate issued by a contracting government to be accepted by another government as the one 

having the same effect.256 This article thus allows a DoC of an American vessel in compliance to 

the MSC.428(98) to be acceptable by other contracting nations to the SOLAS, 1974.   

Determination of responsible entity 

33 C.F.R. § 96.120 extends the owner of a vessel to include a ship manager or charter as 

a responsible person.257 As it is a common practice in the maritime industry that the management 

and operation of a vessel is delegated to another entity, the one having the direct responsibility 

for 33 C.F.R. Part 96 should be identified to assume the same for a shipboard CRM process. 33 

 
256 International Maritime Organization, “SOLAS, 1974, as amended”. 

257 Definition of responsible person is located in glossary of terms. 



127 
 

 

C.F.R. § 96.120 defines a DoC as a certificate issued to a company or responsible person that 

complies with the requirements of this part of the ISM Code. 33 C.F.R. § 96.330(a) requires a 

responsible person or company to hold a DoC. Article 3.1 of the ISM Code requires a company 

to declare the full name and details if a responsible entity is not the owner.258 Given these 

articles, the holder of a DoC, whether it is a ship manager or demise charterer, is responsible for 

complying with the MSC.428(98). 

2. Coverage 

Although the direction of the CVC-WI-027(1) is evidently not intended to define the 

coverage of a shipboard CRM process, it can be noted as describing the coverage acceptable for 

compliance activities. In the light of the CVC-WI-027(1), a shipboard CRM process covers 

shipboard systems relating to safe operation or navigation. Personal IT devices shall be 

considered if they interface with those systems. In this regard, the MSC-FAL.1/Circ.3 suggests 

the following shipboard systems as those vulnerable to cyber risks:259 This list can be utilized to 

define the coverage of a shipboard CRM process in relation to the CVC-WI-027(1). 

• Bridge systems; 

• Cargo handling and management systems; 

• Propulsion and machinery management and power control systems; 

• Access control systems; 

• Passenger servicing and management systems; 

• Passenger facing public networks; 

 
258 United States Coast Guard, “CVC-WI-004(1),” 5. 

259 International Maritime Organization, “Circular MSC-FAL.1/Circ.3,” 1. 
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• Administrative and crew welfare systems; and 

• Communication systems. 

Coverage of risk assessment of fleet 

Diverse specifications of vessels lead to the question on whether procedures and plans 

should be written to encompass a fleet or be specific to each vessel. In addition to conducting a 

general risk assessment, a company should consider conducting the assessment specific to a 

vessel or a fleet of vessels based on, for example, the operational characteristic and the status and 

complexity of IT/OT system of such vessels.260 In doing so, a risk assessment for each vessel 

imposes significant administrative burden of a company in preparing, maintaining, and updating 

each SMS. A company can therefore establish single shipboard CRM process for a fleet of 

similar specification and same type. Specific risk assessment should still be conducted for certain 

vessels, if they in a fleet has unique specification from others in a fleet.261 

3. Purpose 

The MSC-FAL.1/Circ.3 defines the purpose of maritime CRM as to accept, avoid, 

transfer, or mitigate cyber risks to “an acceptable level, considering costs and benefits of actions 

taken to stakeholders.”262 Given this purpose, shipboard CRM differs from shipboard 

cybersecurity in that the former covers cyber safety and risks from loss of availability or integrity 

of safety-critical data and OT, whereas the latter addresses the protection of IT, OT, information 

and data from unauthorized access.263 The former is oriented at the mitigation of cyber risks, 

 
260 BIMCO et al., Guideline on Cyber Security (4th Ed.), 9. 

261 BIMCO et al., Guideline on Cyber Security (4th Ed.), 9. 

262 International Maritime Organization, “Circular MSC-FAL.1/Circ.3,” 3. 

263 BIMCO et al., Guideline on Cyber Security (3rd Ed.), 3. 
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whereas the latter is concerned with the protection of confidentiality, integrity, and availability of 

information.264 Further to the MSC-FAL.1/Circ.3, the USCG cybersecurity framework profile 

lists the following objectives:265 

• Maintain personnel safety; 

• Maintain environmental safety; 

• Maintain operational security; 

• Maintain preparedness; 

• Maintain quality of products; 

• Meet HR requirements; 

• Pass required audits/inspections; and 

• Obtain timely vessel clearance. 

As a shipboard CRM process is built on the NIST framework, these objectives can be 

incorporated as the objectives of the process. 

4. Structure 

The structure of a SMS is typically built on a safety and environmental protection policy, 

plan, procedure, instruction, and checklist. Procedures contain instructions to those involved in a 

SMS, while checklists facilitate the implementation of such procedures. The functions and 

categories of a shipboard CRM process is to be incorporated into this structure by being 

assimilated into existing plans or procedures or by being included as new ones. Throughout this 

structure, a shipboard CRM process should provide instructions in the language understood by 

them. For US-flagged vessels, this language is oriented to the one that is non-technical and in 

maritime context to facilitate the understanding of shipboard personnel. 

 

 

 
264 Definition of confidentiality, integrity, and availability is located in glossary of terms. 

265 United States Coast Guard, USCG Cybersecurity Framework Profiles, 24-25. 
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Document control 

A SMS is expected to maintain a list of SMS documents and records and defines their 

location, retention period, and PICs for control as per 33 C.F.R. § 96.250(k). The confidentiality 

of CRM plans and documents can be controlled under this system. Procedures and instructions 

which do not contain confidential information can be included in a SMS available to all 

personnel involved in a shipboard CRM process. To the contrary, a register of shipboard 

systems, contact information, result of risk assessment, and cyber response plan can be kept in 

master’s cabin to control unauthorized disclosure. For this purpose, these documents should exist 

as separate ones in a SMS by, for example, being kept in separate document binders. 

Retention. The use of computers for a shipboard administrative system leads to 

electronic generation and retention of records, documents, and SMSs. The electronic 

management of a SMS facilitates update management, ease of shipboard use, and 

communication with the shore. Despite these benefits, this practice is subject to the vulnerability 

of physical threat that can render the access to electronic documents impracticable in case of 

ship’s loss of electricity. If a cyber incident involves such loss, shipboard personnel cannot 

access a SMS on shipboard CRM for response and recovery. Therefore, although the electronic 

retention of a SMS on shipboard CRM remains as the beneficial strategy, the retention of certain 

documents (e.g. a cyber response plan, recovery plan, and supporting documents) in paper 

format are necessary to ensure their availability during a cyber incident. 

B. Identification 

The identification element is composed of the following categories: 
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• Inclusion of shipboard CRM into a safety and environmental protection policy; 

• Allocation of in-house role, responsibility, and liability into the existing shore and 

shipboard hierarchy; 

• Identification of the gap for training and education; 

• Determination of responsibility and liability with third parties; 

• Identification of cyber threats, attack vectors, and vulnerabilities; and 

• Assessment of risk and risk tolerance. 

1. Inclusion of Shipboard CRM into Safety and Environmental Protection Policy 

A company must establish a safety and environmental policy statement as per 33 C.F.R. § 

96.250(a). In order to ensure the performance of a shipboard CRM plan, this policy is revised to 

reflect shipboard CRM by including the following contents:266 

• Commitment to shipboard CRM to realize the purpose of the ISM Code; 

• Recognition for the contribution to safety and security and for the emphasis on the 

management of cyber risks; and 

• Recognition of the role of risk mitigation techniques against cyber effects to 

shipboard operation and environmental protection. 

In addition to above, a company can reflect the following:267 

• Role of the company as the intermediary in a maritime supply chain that is 

responsible for maritime transportation of liquefied gas; 

• Position as the critical infrastructure in maritime transportation of liquefied gas; and 

 
266 BIMCO et al., Guideline on Cyber Security (4th Ed.), 50. 

267 United States Coast Guard, USCG Cybersecurity Framework Profiles, 27. 
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• Resilience requirements for the delivery of critical services. 

Shipboard CRM in this policy should be given equal importance with other identified 

risks.268 In addition, a company should review legal and regulatory requirements surrounding it 

in order to address, for example, privacy and civil obligations in the policy.269 Chapter V 

contributes to this purpose by identifying key stakeholders in American shipboard CRM. 

2. Identification of Shoreside Role and Responsibility  

Although an office structure and taxonomy of support functions may vary among 

companies, they may typically comprise of the following functions: 

• Senior management; 

• Safety superintendent(s); 

• Fleet superintendent(s); 

• Human resources department; 

• Procurement department; and 

• IT department. 

 
Figure 16. In-company line of responsibility for shipboard CRM. Source: Author. 
 

A SMS must already define the responsibility, authority, interrelationship of all personnel 

involved in it as per 33 C.F.R. § 96.250(b)(3). Shipboard CRM can utilize this provision to 

 
268 BIMCO et al., Guideline on Cyber Security (4th Ed.), 50. 

269 United States Coast Guard, USCG Cybersecurity Framework Profiles, 28. 
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establish those for a shipboard CRM process. Figure 16 presents the office and shipboard line of 

responsibility for shipboard CRM in relation to 33 C.F.R. Part 96. 

Designated person 

Although a designated person (DP) as an executive manager may stand in the line of 

corporate hierarchy below a company information security officer (CISO) who is often a senior 

executive, his or her authority under 33 C.F.R. § 96.250(c) enables a DP to utilize the authorities 

and resources of a CISO or any other supports for shipboard CRM.270 If a DP as an officer from 

maritime background considers himself or herself less competent in IT management, a DP can 

nominate a company cybersecurity officer (CySO). For a company large enough to have a CISO, 

a CySO is expected to report to CISO: For a small-or-medium-sized company, a CySO will 

report to a or a DP.271 The role and responsibility of a CySO can be incorporated into those of a 

DP, or subcontracted to a third-party specialist. In this case, a DP should have a training, 

knowledge proficiency to implement shipboard CRM by himself or herself. 

Whatever strategy is adopted, a DP should ensure that a CySO and the support functions 

under a CySO should have maritime insights to handle vessel-related aspects of shipboard CRM. 

If a third-party company is utilized, responsibility and liability with the subcontractor must be 

clearly established and mutually agreed: However a company must note that it is ultimately 

responsible for shipboard CRM.272 

 

 

 
270 Definition of designated person is provided in glossary of terms. 

271 Boyes and Isbell, Code of Practice: Cyber Security for Ships, 7. 

272 United States Coast Guard, “CVC-WI-004(1),” 5. 
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Support functions 

 
Figure 17. Sample allocation of office roles and responsibilities. Source: BIMCO et al., 

Guideline on Cyber Security (4th Ed.), 7. 
 

The corporate structure described in a SMS should be interpreted in relation to shipboard 

CRM to identify and allocate the role and responsibilities of each function for the CRM. In doing 

so, it is suggested that the allocation reflects ordinary routines of each function and is presented 

in clear manner to clarify a responsible or supporting role for CRM activities.273 Figure 17 

exemplifies such clarification as a mapped table. 

3. Identification of Shipboard Role and Responsibility  

As long as a traditional shipboard hierarchy remains onboard, it governs shipboard roles 

and responsibilities for CRM. In doing so, the interpretation of competency standards of the STCW 

78 and 46 C.F.R. Subchapter B alludes to competencies complementary to shipboard CRM. 

 

 
273 BIMCO et al., Guideline on Cyber Security (4th Ed.), 7. 
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Master 

Master as the commander in charge of a vessel shall hold the primary role and 

responsibility in implementing a shipboard CRM process for the vessel in command. Master is 

provided with overriding authorities as per 33 C.F.R. § 96.250(e) in conducting his or her 

responsibilities and authorities set forth in 33 C.F.R. § 96.250(d). In addition to implementing 

the process, master is to motivate shipboard personnel and review a SMS as per 33 C.F.R. § 

96.250(d)(2) and (5) respectively. Thus, master as the representative of a vessel in command is 

vital in implementing the process. In this regard, 41% of the respondents to the 2018 

Futurenautics survey considered master responsible for shipboard cybersecurity.274 

Officers 

Interesting point from the 2018 Futurenautics survey is that 5% of the respondents 

considered second officer responsible for cybersecurity onboard.275 Second officer is usually in 

charge of, inter alias, passage planning and navigation equipment. Although the task of second 

officer makes it appealing to assume the responsibility for shipboard CRM, table A-II/2 of the 

STCW 78 requires master and C/O on ships more than 500 gross tonnage or upwards to, inter 

alias, understand system errors of navigational systems and to apply decision-making techniques 

such as situation and risk assessment.276 Given the extent of digitalization in shipboard systems 

beyond a navigation system, second officer alone is insufficient in addressing CRM of all 

shipboard systems due to their distinct characteristics. Therefore, the responsibility of second 

officer and any other officers is to engage in operational implementation of a shipboard CRM 

 
274 Futurenautics Ltd., “Crew Connectivity 2018 Survey Report,” 28. 

275 Futurenautics Ltd., “Crew Connectivity 2018 Survey Report,” 28. 

276 International Maritime Organization, STCW 78, as amended. 
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process while reporting to their respective senior officers (i.e. C/O or chief engineer) and 

eventually to master. 

Electro-technical officer 

Despite the role and responsibility in shipboard CRM, master from navigation 

background may have limited knowledge and proficiency in performing technical aspects: 

Engineer officers support master in performing technical routines. Škrlec et al. proposed an 

electro-technical officer (ETO) as a shipboard cyber defense personnel.277 46 C.F.R. § 11.335(4) 

requires an applicant for an ETO to provide the satisfactory evidence of approved trainings on 

the following subject: 

• Onboard computer networking and security; 

• Radio electronics; 

• Integrated navigation equipment; 

• Ship propulsion and auxiliary machinery; 

• Instrumentation and control systems; and 

• High-voltage power systems. 

With the above list overlapping with the structure of section III.B, 46 C.F.R. § 11.335(4) 

explicitly relate ETOs to shipboard cybersecurity, rendering them capable of performing 

technical procedures of shipboard IT/OT systems. 

 

 

 
277 Zoran Škrlec, Zlatimir Bićanić, and Joško Tadić, “Maritime Cyber Defense,” in 6th 

International Maritime Science Conference Book of Proceedings (International Maritime 
Science Conference, Solin, Croatia: Faculty of Maritime Studies Split, 2014), 19–25, 
http://www.pfst.unist.hr/imsc/archive/2014/IMSC2014_proceedings.pdf. 

http://www.pfst.unist.hr/imsc/archive/2014/IMSC2014_proceedings.pdf


137 
 

 

Other shipboard personnel 

Whatever roles or responsibilities a seafarer onboard is tasked in a shipboard CRM 

process, shipboard personnel are tasked with the role with designated security duties as per table 

A-VI/6 of the STCW 78, and 33 C.F.R. § 104.220.278 For those other than master, ETO, and 

those with the qualification as a vessel security officer, each shipboard personnel with designated 

security duties should be educated and trained to perform respective responsibilities in shipboard 

CRM. For this purpose, the identification element should identify how routine and security 

responsibilities of each seafarer correspond to shipboard CRM. 2018 Futurenautics survey is 

recalled to find that 20% of the respondents considered shipboard personnel collectively 

responsible for shipboard cybersecurity.279 

Consideration on liability in case of certain cyber incidents 

Although shipboard CRM is aimed at IT/OT systems fitted onboard, its coverage extends 

to personal IT devices to provide a shipboard cyber-hygiene environment. Whereas a liability for 

a cyber incident on a shipboard IT/OT equipment can be easily identified under an in-company 

or shipboard line of responsibilities, the question for the liability of a cyber incident only 

affecting private IT devices of a seafarer onboard might not always be the same. Similarly, a 

cyber incident triggered by personal IT devices as the medium raises the question of whether a 

company is also liable for improperly managing personal IT devices. 

A company cannot prevent shipboard personnel from carrying and utilizing their IT 

devices as personal items. However, an instruction or agreement with shipboard personnel 

should be in place on limiting the liability of a company to a cyber incident on personal devices 

 
278 International Maritime Organization, STCW 78, as amended. 

279 Futurenautics Ltd., “Crew Connectivity 2018 Survey Report,” 28. 
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caused by the misconduct of a seafarer. For this purpose, a company is responsible for training 

them to utilize such devices in responsible manner for shipboard operations.  

4. Identification of Responsibility and Liability with Third Parties 

The proprietary nature of an asset may limit the independent CRM measures of a 

company, which leads a company to resort to the provider of the asset. In this regard, a company 

should consider the CRM of their suppliers also important. This also leads to the need to 

understand the responsibility and liability on a shipboard asset in shipboard CRM by a company. 

If the BIMCO cybersecurity clause is incorporated in a charter party, company’s responsibility 

for CRM is extended to its third parties as per clause (b).280 To respond to such clause, a 

company should therefore understand and clarify its responsibility and liability with third parties 

on a cyber incident. Then, provisions should be made to require third parties to implement CRM 

or limit company’s liability from such incident. 

Relationship with ship managers 

In defining the CRM relationship with ship managers, it should be remembered that they 

become responsible for shipboard CRM if they hold a DoC for a fleet.281 Otherwise, division of 

the role, expectations, and responsibilities with a ship management company on shipboard CRM 

defines the liability of a ship manager in case of a shipboard cyber incident. Such division can be 

as specific as to influence the purchasing, budgetary, and subcontracting decision of the manager 

for shipboard systems..282 If a ship manager (as the holder of a DoC) is located in the nation 

 
280 p.95. 

281 p.126-7. 

282 BIMCO et al., Guideline on Cyber Security (4th Ed.), 9. 
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different from a shipowner, shipboard CRM should reflect local legislation of the nation to 

which the manager is located.283 

Relationship with agent 

The CRM relationship with agents is established each time an agent is nominated for 

ship’s port calling. A defined level of cyber resilience in an agreement can require the agent’s 

protection of information with a vessel. Similarly, requirements on the access and use of 

confidential information should be established for the protection of confidential shipboard 

information used for agent’s tasks. If an agent is repeatedly nominated due to, for example, liner 

trading patterns, the evaluation of agent’s protection of shipboard information helps a company 

decide next nomination and identify a gap with an expected CRM standard. 

Himalaya clause. Under the American law, a Himalaya clause is a contractual clause in a 

BL that extends the protection of a carrier against liabilities in the COGSA to servants, agents, or 

contractors for any loss, damage or delay arising or resulting directly or indirectly from any act, 

neglect, or default, on his part while acting in the course of or in connection with the employment 

to the carrier. The ruling on the Starsin case can be understood to mean that a Himalaya clause 

cannot be interpreted to violate § 3(8) of the COGSA which prohibits a carrier from inserting a 

clause in a BL that lessens or avoids the obligation on the seaworthy of a vessel.284 Although a 

Himalaya clause does not explicitly pertain to the liability on a cyber incident, it can be utilized by 

a shipowner to be immune to the liability on cyber incident caused even by the neglect or default of 

an agent, if such incident caused a loss or damage to a cargo under the COGSA. 

 
283 BIMCO et al., Guideline on Cyber Security (4th Ed.), 9. 

284 Force, Admiralty and Maritime Law, 85. 
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Relationship with third-party manufacturers and service providers 

Manufacturer. Shipboard systems are most probably commissioned by a shipyard that 

constructs or repair a vessel. Although a company is not directly involved in commissioning the 

systems, it can influence the cyber resilience of a vessel to be constructed by selecting certain 

manufacturers. In case of re-commissioning an existing equipment, a company can directly 

engage in the selection of a manufacturer. In doing so, a cyber class notation of an IT/OT 

equipment can guide the decision of a company: A company can request a manufacturer to 

obtain a class notation for a system to be commissioned. 

Service provider. The relationship with a third-party service provider is determined by 

an agreement. The agreement should contain (or be revised to contain, if possible) the 

requirements for the CRM of a provider in regard to the protection of shipboard information 

utilized for its service.285 Confidential information should be further protected by defining the 

extent to which a provider can access confidential information. New or existing evaluation 

procedure for a third party can be utilized to assess the cybersecurity and CRM performance of a 

third party to determine the possibility of business. The criteria in such evaluation can include 

the following and more aspects:286 

• Management and implementation of physical and personal security and CRM 

• IT capacity 

• Dedication to CRM as evidenced by awareness and procedures 

 
285 BIMCO et al., Guideline on Cyber Security (4th Ed.), 10. 

286 BIMCO et al., Guideline on Cyber Security (4th Ed.), 10-11. 
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In doing so, the external service providers providing information on supplier risk 

management can help a company evaluate a potential service provider.287 

5. Identification of Contractual Relationship with Commercial Entities 

As long as vessel’s commercial operation is conducted on the basis of conventional 

commercial documents, this category focuses on interpreting how these documents relate to 

shipboard CRM. Although this activity requires the review of the documents not always related 

to cyber aspects, the commercial nature of shipboard operations and potential for company’s 

huge liability renders this category crucial to defend a company against liabilities in case of a 

cyber incident possibly leading to the breach of a contract. 

Relationship with charterer, consignee, and shipper 

The COGSA defines the contractual relationship under a BL among a company, 

consignee, and shipper: A charter party does the same between a company and charterer. 

Whereas the COGSA is applicable to all BLs as a matter of law, the contractual relationship 

under a charter party is specific to each charter party. Even though a charter party is reviewed for 

the purpose of shipboard CRM, its confidentiality in any documents of a shipboard CRM process 

should be ensured by avoiding citations from a charter party. 

Defense to liabilities. § 3(8) of the COGSA renders a BL clause null and of no effect that 

relieves the liability of a company for the loss or damage to a cargo from negligence, fault, or 

failure in performing carrier’s contractual obligations under the COGSA. Although a company 

can relieve its liability under a charter party, it is subject to the negotiation with a charterer. In 

case of a long-term time charter or demise charter, a charter party should be reviewed to check 

whether a modification of terms and conditions is possible.  

 
287 BIMCO et al., Guideline on Cyber Security (4th Ed.), 11. 
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Relationship with a marine insurer 

The review of a marine insurance policy identifies an available insurance cover and 

requirements to be eligible for such cover. In general, to be covered by a marine insurance or 

P&I club, a shipowner should satisfy below tests:288 

• A cyber incident constitutes a marine risk defined in the insurance policy; 

• It exercised utmost good faith and due diligence in disclosing material circumstances; 

• It exercised due diligence in the detection or occurrence of a cyber attack; 

• Explicit or implicit warranties of the seaworthiness of the insured vessel were 

maintained; and 

• A cyber attack was the proximate cause to the liability. 

6. Identification of Shipboard Systems 

The USCG expects a company to provide the evidence of a completed risk assessment 

which includes the description of an adopted methodology.289 A shipboard cyber risk assessment 

is the integral part of shipboard CRM in that it identifies critical equipment or systems, assesses 

risks to ship, personnel, and the environment, and establishes safeguards in compliance to 33 

C.F.R. § 96.250(j)(5) and (6). For this purpose, this category contemplates on which systems and 

components are to be covered by shipboard CRM under the given configuration of a vessel. 

Whereas the application of shipboard CRM of IT systems is evident, shipboard CRM shall be 

applicable to OT assets as long as OT equipment interface with IT system to function the latter. 

 
288 Dadiani, “Cyber-Security and Marine Insurance,” 18-25. 

289 United States Coast Guard, “CVC-WI-004(1),” 8. 
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The identification of shipboard systems involves (but is not necessarily limited to) below 

activities.290 291 The importance of a system over another in the register is determined by its 

criticality and value for shipboard operations.292 

• Assessment of the impact level of shipboard IT and OT systems; 

• Identification of manufacturers and service providers of critical systems; 

• Identification and maintenance of contact points with the manufacturers; 

• Review of the documentation of the systems; 

• Establishment of contractual relationships with the manufacturers; 

• Review of shipboard maintenance record and support; 

• Identification of functionality and data flow within the system; and 

• Identification of technical and procedural controls in place. 

Reference to existing SMS 

SMS. As per C.F.R. § 96.250(j)(5), a SMS is expected to provide a list of essential or 

critical assets for safety and pollution prevention. Shipboard CRM builds on this list by 

incorporating CRM techniques in responding to the disruption to critical assets.293 

Vessel security plan. 33 C.F.R. § 101.305(d)(2) requires a vessel security assessment to 

address, inter alias, radio and telecommunication systems, including computer systems and 

networks. A vessel security plan is consequently expected to contain a list of such systems and 

 
290 BIMCO et al., Guideline on Cyber Security (4th Ed.), 26-28. 

291 United States Coast Guard, USCG Cybersecurity Framework Profiles, 26. 

292 United States Coast Guard, USCG Cybersecurity Framework Profiles, 27. 

293 293 BIMCO et al., Guideline on Cyber Security (4th Ed.), 52. 
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networks. As the list is likely to be oriented at describing how they relate to shipboard physical 

security under the framework of the MTSA, shipboard CRM can take advantage of this list by 

focusing on how they communicate and depend on each other in shipboard operations. 

Consultation with third parties 

The proprietary nature of shipboard systems limits the implementation of additional 

control measures by a company alone. For this reason, the consultation with external experts will 

provide insights on how dependent shipboard systems are on third-party providers. This insight 

is crucial in identifying the extent to which third parties should be consulted for the introduction 

of additional measures. Consultation with third-party providers may allow a company to utilize 

external risk assessments to shipboard systems with technical and in-depth analysis that a 

company might not realize by itself alone.294 

7. Identification of Vulnerabilities, Attack Vectors, Cyber Threat Actors, and 

Cyber Threats 

 
Figure 18. Ontological meta model of a cyber risk. Source: Strupczewski, “Defining 

Cyber Risk,” 8. Reproduced by the permission from Elsevier. 
 

 
294 BIMCO et al., Guideline on Cyber Security (4th Ed.), 29. 
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Grzegorz Strupczewski proposed an ontological meta model of a cyber risk which 

describes the relationship of terms toward a cyber risk (as illustrated in figure 18). Figure 18 

visualizes how the outcome of this category leads to a cyber risk. The analysis of cyber threat 

actors estimates cyber threats that reveals vulnerabilities subject to such threats. Vulnerabilities 

facilitates the description of attack vectors leading to a cyber incident: Understanding of cyber 

incidents enables the estimation of the likelihood and consequence of a cyber risk. At the same 

time, cyber threats are addressed by CRM which ultimately mitigates cyber risks.  

In performing this category, the characteristics of shipboard systems and the business of 

shipping necessitate the considerations beyond cybersecurity to contemplate on the technical, 

operational, and commercial characteristic of a vessel so as to obtain a further comprehensive 

description of vulnerabilities, attack vectors, cyber threat actors, and cyber threats. 

Vulnerability assessment 

A register of IT and OT assets lists vulnerable assets on which a vulnerability assessment 

shall be conducted. Vulnerabilities may be specific to a subject system; chapter V describes 

vulnerabilities expected to be common in shipboard systems. Below activities can be performed 

for the assessment of technical vulnerabilities:295 

• Vulnerability scanner; 

• Network-based scan; 

• Host-based scan 

 
295 Balbix, “Brief Overview of Vulnerability Assessment,” accessed March 1, 2021, 

https://www.balbix.com/insights/vulnerability-assessments-drive-enhanced-security-and-cyber-
resilience/. 

• Wireless scan; 

• Application scan; and 

• Database scan. 

https://www.balbix.com/insights/vulnerability-assessments-drive-enhanced-security-and-cyber-resilience/
https://www.balbix.com/insights/vulnerability-assessments-drive-enhanced-security-and-cyber-resilience/
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The assessment of procedural vulnerabilities requires the critical review of a SMS and the 

evaluation of the CRM posture of all involved personnel. In conducting a vulnerability 

assessment, academic research, external consultation, industry research, and open libraries of 

vulnerabilities shall provide technical knowledge that a company cannot obtain alone. In doing 

so, the IMO emphasizes that vulnerabilities should be understood from the context of how the 

exposure to an vulnerability would lead to the implications to safety, security, confidentiality, 

integrity, and availability of information.296 In relation to this argument, the BIMCO assumes 

that shipboard vulnerabilities shall fall into below descriptions:297 

• Temporary exposure due to software defects or legacy system; 

• Design and management loophole; 

• Implementation or configuration error; and 

• Procedural or human error. 

Identification of attack vectors 

Although a complete identification of attack vectors is impracticable due to their evolving 

techniques. a survey by the Safety at Sea and the BIMCO on the attack vectors implies common 

attack vectors to company. Figure 19 demonstrates that phishing (together with spear phishing) is 

the most common attack vector. Although people now are aware of phishing attacks, people 

continue to fall into the victim of these techniques due to their hectic schedule or plausible contents 

 
296 International Maritime Organization, “Circular MSC-FAL.1/Circ.3,” 2. 

297 BIMCO et al., Guideline on Cyber Security (4th Ed.), 18. 
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of a phishing email.298 Further to phishing and other attack vectors included in figure 19, table 12 

presents and categorizes further vectors into human-oriented and system-oriented ones.299 

 
Table 12 . Categorization of attack vectors 

 Targeted Untargeted 

Human-
oriented 

• Social 
engineering 

• Spear 
phishing 

• Waterholing 
• Man-in-the-

middle 
• Shoulder 

surfing 

• Social 
engineering 

• Phishing 

• Waterholing 
• Dumpster 

diving 

System-
oriented 

• Malware 
• Virus 
• Worm 
• Trojan horse 
• Ransomware 
• Spyware 
• Rootkit 
• Backdoor 
• Port scanning 
• Brute force 
• Botnet 
• Macro 
• Keylogger 
• DoS 
• Logic bomb 
• DDoS 

• Advanced 
persistent 
threat (APT) 

• Remote 
access tool 

• Zero-day 
attack 

• Inherent 
vulnerability 

• Unauthorized 
access 

• Physical 
destruction 

• Disruption of 
supply chain 

• Malware 
• Virus 
• Worm 
• Trojan horse 
• Ransomware 
• Spyware 
• DoS 
• DDoS 

• Logic bomb 
• APT 
• Rootkit 
• Macro 
• Keylogger 
• Zero-day 

attack 

Source: Author. 
 

 

 
298 Safety at Sea and BIMCO, “Cyber Security Whitepaper,” 6. Cited by the permission of 

IHS Markit. 

299 Definition of the italicized terms in table 12 is located in glossary of terms. 
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Figure 19. Attack vectors reported in the 2020 Safety at Sea and BIMCO survey. Source: 

Safety at Sea and BIMCO, “Cyber Security Whitepaper,” 6. Reproduced by the permission of 
IHS Markit. 

Attack surface. In reviewing attack surfaces, it should be remembered that a cyber 

incident can involve more than one attack surfaces to increase its change of success. Attack 

surface might be exposed or exploited either directly by cyber threat actors or indirectly through 

shipboard personnel.300 Consequently, a company should check the presence of insecure, 

unknown, and uncoordinated access to the internet or remote access to shipboard systems which 

may exist under the growing exchange of information with third-party service providers or due to 

intentional or unintentional injection by shore or shipboard personnel.301 

Identification of cyber threat actors 

Shipboard CRM involves a vessel that is physically isolated and contains both industrial 

assets belonging to a shipowner and private devices of shipboard personnel. Therefore, cyber threat 

actors in maritime cybersecurity shall include those discussed in cybersecurity of an ICS and 

 
300 International Maritime Organization, “Circular MSC-FAL.1/Circ.3,” 2. 

301 BIMCO et al., Guideline on Cyber Security (4th Ed.), 19-20. 
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shipboard personnel as potential insiders. Among various categorizations available in cybersecurity, 

this thesis opts the taxonomy by Mark de Bruijne et al. in appreciation of detailed overview with their 

targets, expertise, resources, organizations, and motivation, the list of which is the following:302 303 

• Extortionist; 

• Information broker; 

• Crime facilitator; 

• Digital robber; 

• Scammer and fraudster; 

• Cracker; 

• Insider; 

• Terrorist; 

• Hacktivist; 

• State actor; and 

• State-sponsored network. 

 
Figure 20. Cyber effect reported in the 2020 Safety at Sea and BIMCO survey. Source: 

Safety at Sea and BIMCO, “Cyber Security Whitepaper,” 6. Reproduced by the permission of 
IHS Markit. 

 
A company should interpret the information on these cyber threat actors to understand 

their motives and objectives in initiating a shipboard cyber incident. The characteristics of 

maritime transportation should be considered in addition to common information on such causes. 

For example, a shipboard cyber incident may also be caused by the failure in operation or 

 
302 Mark de Bruijine et al., “Toward a New Cyber Threat Actor Topology: A Hybrid 

Method for the NCSC Cyber Security Assessment” (Delft University of Technology, July 2017), 
https://www.wodc.nl/binaries/2740_Volledige_Tekst_tcm28-273243.pdf. 

303 Definition of the italicized terms is located in glossary of terms. 
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external sensor data not triggered by cyber threat actors. In this regard, the 2020 Safety at Sea 

and BIMCO survey (as presented in figure 20) gives insights on the motivations that cyber threat 

actors shall pursue in initiating a shipboard cyber attack.  

Identification of cyber threats 

Further to own descriptions on cyber threats, a company can refer to existing list of risks 

and security threats from safety and security management frameworks. For example, CVC-WI-

004(1) provides the list of risks as follows:304 

• Fire; 

• Propulsion failure; 

• Steering gear failure; 

• Electrical power failure; 

• Piracy/Terrorism/Cyber Attacks; 

• Loss of communications; 

• Collision; 

• Grounding/stranding; 

• Pollution; 

• Unlawful acts threatening the safety of the ship and security of passengers/crew; 

• Cargo-related accidents/shifting of cargo; and 

• Emergency assistance to other vessels. 

33 C.F.R. § 104.305(c) requires the analysis of such possible security threats as follows: 

• Hijacking or seizure of the vessel or of persons on board; 

• Tampering with cargo, essential vessel equipment or systems, or vessel stores; 

• Unauthorized access or use, including presence of stowaways; 

• Use of the vessel itself as a weapon or as a means to cause damage or destruction; 

• Attacks from seaward while at berth or at anchor; and 

 
304 United States Coast Guard, “CVC-WI-004(1),” 8. 
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• Attacks while at sea. 

Item 13.2.3 of the TMSA mentions some of cyber risks as follows:305 

• Deliberate and unauthorized breaches; 

• Unintentional or accidental breaches; and 

• Inadequate system integrity, such as firewalls and/or virus protection. 

In utilizing above taxonomy of threats, a company should contemplate on how the 

characteristic and vulnerabilities of shipboard assets lead to one or more of these threats to 

constitute cyber threats. For example, it should be answered on how a vulnerability of an ECDIS 

contributes to the cyber threat of tampering with essential vessel equipment. In consideration of 

the definition of cyber risk, the description of cyber threats should consider financial loss, 

operational disruption, damage, etc.  

8. Assessment of Risk and Risk Tolerance 

Selection of methodology 

A SMS is expected to describe a risk assessment methodology of a company as per 33 

C.F.R. § 96.230(b).  Based on the working knowledge of this author, A maritime risk assessment 

shall involve a qualitative risk rating through a risk matrix illustrated in figure 21 and a process 

indicated in figure 22. 

Consequence 
Likelihood Minor Major Severe Catastrophic 

Highly likely Acceptable Unacceptable Intolerable Intolerable 

Likely Acceptable Unacceptable Unacceptable Intolerable 

Unlikely Negligible Acceptable Acceptable Unacceptable 

Highly unlikely Negligible Negligible Acceptable Acceptable 

Figure 21. Maritime risk matrix. Source: Author.  
 

305 Oil Companies International Marine Forum, TMSA3, 104. 
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Hazard 
identification → Risk 

analysis → Identification of existing and 
additional risk control measures → Continuous 

improvement 

Figure 22. Maritime risk assessment process. Source: Author. 
 

Despite potential benefits of utilizing dedicated IT risk assessment methodologies, the 

familiarity with a traditional maritime risk assessment process of a SMS may make a company 

more inclined to utilize the maritime one for shipboard CRM. In utilizing this methodology, a 

company should recognize that a common maritime risk assessment methodology may not be 

fully compatible to the use of shipboard CRM. Thus, a company should evaluate the 

effectiveness of the risk assessment methodology of a SMS. If such methodology is considered 

incompetent for CRM, a company should opt for a risk assessment methodology among various 

IT risk assessment methodologies which are not limited to below methodologies:

• Fault tree analysis; 

• Attack-defense tree analysis; 

• Asset-based risk analysis; 

• Propagation analysis; and 

• MaCRA. 

Although a company is not bound by any methodology, a company may find the asset-

based risk analysis more similar to a traditional maritime risk assessment process than other 

methodologies due to a similar process involving risk matrix. In addition, an asset-based risk 

analysis facilitates the rest of shipboard CRM in that certain categories are dependent on the 

identification of assets (e.g. Maintenance in the protection element). The asset-based risk analysis 

involves the process illustrated in figure 23 and above quantitative risk rating formula.306 

 

 
306 Shemlse Gebremedhin Kassa, “IT Asset Valuation, Risk Assessment and Control 

Implementation Model,” ISACA Journal 3 (May 1, 2017): 1–9. 
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Identification of owner 
and custody of assets → Identification of 

system assets → Calculation of 
potential risk → Identification of 

existing controls 
      ↓ 

    Gap analysis ← Calculation of 
mitigated risk 

Figure 23. Asset-based risk analysis process. Source: Kassa, “IT Asset Valuation, Risk 
Assessment and Control Implementation Model.” 

Risk impact value = (Total asset value) X (Severity of vulnerability: 1 to 5) X (Severity of 

threat: 1 to 5) X (Probability: 1 to 5) 

Total asset value = [(Confidentiality value: 1 to 3) + (Integrity value: 1 to 3) + 

(Availability value: 1 to 3)] X (Weight: 1 to 3) 

Mitigated Risk = (Potential Risk) ÷ (Existing Control) 

Existing control = (Confidentiality control value: 1 to 3) + (Integrity control value: 1 to 

3) + (Availability control value: 1 to 3) 

Shore leadership 

Although shipboard personnel have clear knowledge on shipboard systems, the CRM risk 

assessment should start from shore senior management and shore office to ensure that the 

decision on risk mitigation strategy, role and responsibility, budget, and external relationships 

can be addressed throughout the company.307 Senior officers of a vessel (e.g. master, C/O, and 

chief engineer) is expected under item 5.1 of the VIQ to be familiar with risk assessment.308 

However, they are not expected to be fully competent in completing the entire shipboard cyber 

risk assessment: Their role may be limited to implementing specific parts of the assessment 

during routine shipboard risk assessments and contributing to continuous improvement. 

Therefore, a competent and qualified person ashore should be designated to stay responsible for 

 
307 BIMCO et al., Guideline on Cyber Security (4th Ed.), 6. 

308 Oil Companies International Marine Forum, VIQ 7, 44. 
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conducting and improving a shipboard cyber risk assessment. In doing so, consultation with 

third-party providers continues to benefit such person with third-party risk assessments. 

Consideration 

Physical impact. Shipboard cyberspace necessarily requires the contemplation on the 

influence of cyber effects in the physical world. Thus, risk assessment activity should reflect the 

physical shipboard cyberspace by considering the following:309 

• Development to the manipulation of sensors and actuators to yield physical damage; 

• Redundant controls and overriding possibilities in place; 

• Possibility for a physical incident; and 

• Evaluation of potential effects to the physical access by an OT system. 

Prioritization. Various shipboard systems and the limited resources of a company 

necessitate the need for the prioritization in addressing cyber risks, which should be supported by 

rationales for such decision. Risk criteria supports this purpose by describing the magnitude of a 

risk (e.g. unacceptable of intolerable risk). If one risk is considered intolerable in contrast to 

another being unacceptable one, shipboard CRM will concentrate more on such intolerable risk 

to mitigate it below a tolerable level. In doing so, a company should consider the criticality of an 

asset posing a higher cyber threat to shipboard operations. At the same time, such significance 

shall determine which asset to prioritize, if assets have the same risk rating. 

Risk tolerance 

A SMS is expected to prescribe tolerable limit of risk. For example, based on figure 21 

(in p.151), a SMS may require unacceptable or intolerable risk to be mitigated to acceptable or 

 
309 BIMCO et al., Guideline on Cyber Security (3rd Ed.), 20. 
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negligible one to authorize a shipboard operation containing such risk to be conducted onboard. 

For example, a tolerable limit may appear as below for the asset-based risk assessment: 310 

• Acceptable risk: Less than 540; 

• Tolerable risk: 540~1215; and 

• Intolerable risk: 1215 and above. 

9. Identification of Gap for Training and Education 

The IMO recommends that an effective maritime CRM should encourage appropriate 

awareness and preparedness appropriate to the roles and responsibilities imposed on each 

employee.311 To realize this objective, 33 C.F.R. § 96.250(f)(7) requires procedures to identify 

trainings in support of a SMS. Although shipboard personnel pose certain vulnerabilities, they are 

at the core of shipboard CRM by implementing a CRM process onboard. In recognition of these 

arguments, training and education for shipboard personnel is an integral part of shipboard CRM. 

The identification of the gap involves the comparison of the competency of in-company 

and shipboard personnel to the required state of competency. The gap for shipboard assets 

compares the practices already in place to the required state of maintenance. In doing so, the 

required level may depend on the company: For example, a company may consider the target 

state of a mostly OT system less important than that of an IT system. 

Gap in training and education 

The comparison of competency necessitates the comparison of training and education 

programs in place to target state of competency, which leads to the analysis of internal and 

external programs. For internal programs, a company should answer whether existing programs 

are capable of addressing cyber aspects in shipboard operations and providing instructions and 

 
310 Kassa, “IT Asset Valuation, Risk Assessment and Control Implementation Model,” 7. 

311 International Maritime Organization, “Circular MSC-FAL.1/Circ.3,” 4. 
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trainings so as to improve the awareness and proficiency of shipboard personnel in the manner 

commensurate to their respective roles and responsibilities. For example, master should be fully 

conversant with the entire shipboard CRM process, whereas an awareness and knowledge on 

their actions to take may be sufficient for junior officers and ratings. If a company utilizes one or 

more external courses on maritime cybersecurity or intends to do so, it should answer whether 

such external programs are expected to satisfy the gap for each rank of shipboard personnel. For 

this purpose, appendix 4 provides a non-exhaustive list of online or on-site external programs 

which can facilitate a company in identifying and reviewing external courses.  

Consideration on electro-technical officer 

A practice in shipboard manning may be to delegate the tasks of an ETO to other 

engineer officers without having one onboard designated as an ETO, which can be driven by 

commercial reasons to save manning costs. For this case, one or more engineer officers shall be 

burdened with the responsibilities of an ETO. If such delegation occurs, a company should 

recognize that the gap for these engineer officers also includes educations and trainings toward 

the competencies as an ETO. If a SMS does not include an ETO at all in its shipboard hierarchy, 

such gap is aimed at enhancing the competencies of one or more shipboard personnel for 

technical implementation of a shipboard CRM process. 

C. Protection 

33 C.F.R. § 96.250(b)(4) places a company to responsible for providing “adequate 

resources and shore-based support for designated personnel to perform their duties. This element 

addresses the improvement of existing measures and the introduction of new measures to reduce 

identified risks to acceptable level based on their individual priority, the extent of which includes 
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managemental, operational, procedural, and technical controls.312 Furthermore, the measures of 

this element continues to influence the forthcoming elements by contributing to their prompt and 

effective actions. The categories of this element are categorized into the following: 

• Access control; 

• Awareness and training; 

• Data security; 

• Maintenance; 

• Protective technology; and 

• Information protection processes and procedures. 

1. Strategy 

The internal and external integration of shipboard systems necessitates the combination 

of defense-in-depth and defense-in-breath in developing shipboard protection measures. Whereas 

defense-in-depth pertains to layers of protection measures to a specific equipment or system 

against specific vulnerabilities, defense-in-breath provides such layers across systems to prevent 

vulnerabilities of a system circumventing the protection measures of another.313 Throughout 

shipboard CRM, both strategies should be complementary to each other to increase the 

possibility of detection of a cyber incident and the efforts and resources for protection 

measures.314 In other words, the managemental, operational, procedural, and technical measures 

of this element should be implemented in combination of one another to ensure that cyber threats 

to shipboard systems are addressed in comprehensive manner. In doing so, the capacity and 

resource of a company must be reflected to adopt practical and affordable measures. 

 
312 International Maritime Organization, “Circular MSC-FAL.1/Circ.3,” 3. 

313 BIMCO et al., Guideline on Cyber Security (4th Ed.), 30-31. 

314 BIMCO et al., Guideline on Cyber Security (4th Ed.), 31. 



158 
 

 

2. Access control 

Access control addresses the physical access, cyber access, and remote access. 

Physical access 

IT access. Despite the digitalization and computerization in shipboard systems, they 

innately involve physical assets that might be exposed to visitors by either authorized or 

unauthorized access. Measures to control unauthorized physical access continue to be an 

important action to prevent such access from tampering with essential or critical shipboard 

system. In this regard, item 7.15 of the VIQ checks the policy on the control of physical access to 

shipboard systems by observing the following:315 

• Control of the access to USB and RJ-45 LAN ports; 

• Procedures for, inter alias, the protection of critical equipment; 

• Control of the access to shipboard terminals and servers; and 

• Control on the access by third-party contractors and technicians. 

To comply with this item, provisions can be made to limit the access to shipboard 

systems while visitors can perform their tasks, such as a computer isolated from shipboard 

networks and a blocker to external computer ports.316 Furthermore, a cleaning station (e.g. a 

designated computer or certain component to an ICS) is an effective control measure over 

blocking external ports.317 If a company intends to commission a cleaning station to a shipboard 

 
315 Oil Companies International Marine Forum, VIQ 7, 74. 

316 BIMCO et al., Guideline on Cyber Security (4th Ed.), 36. 

317 BIMCO and International Chamber of Shipping, Cyber Security Workbook for On 
Board Ship Use, 2nd ed. (Livingston, United Kingdom: Witherby Publishing Group Ltd., 2020). 
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system (instead of designating a computer), this decision shall involve renovation of the system 

and thus consultation with a relevant manufacturer due to the proprietary nature of the system. 

MTSA. While a vessel stays in a port, the physical access point is expected to be limited 

to a gangway. After a visitor passes through a check point around a gangway, another access 

point to shipboard systems is restricted areas. 33 C.F.R. § 104.270(b) requires below areas to be 

designated as restricted areas: 

• Navigation bridge, machinery spaces and other control stations; 

• Spaces with access to, inter alias, manifolds; 

• Ventilation and air-conditioning systems and other similar spaces; 

• Spaces containing dangerous goods or hazardous substances; 

• Spaces containing cargo pumps and their controls; 

• Cargo spaces and spaces containing vessel stores; 

• Crew accommodations; and 

• Any other spaces or areas vital to the security of the vessel. 

Security measures for these areas are dictated in 33 C.F.R. § 104.270. 33 C.F.R. § 

104.265 prescribes security measures for access control. A VSP should include security 

measures for restricted areas and access control as per 33 C.F.R. § 104.405(a)(11) and (10) 

respectively. These findings demonstrate that a VSP can complement a SMS in controlling 

physical access to shipboard systems. 

TWIC. A transportation worker identification credential (TWIC) is another layer of 

protection to verify the credential of visitors to control physical access to a vessel. However, the 

TWIC system is only applicable to the USA. Although the most ideal policy for visitor control is 

to receive visitors only in American ports, the global ship management and operation do not 
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make this practicable. For example, a vessel may request the boarding service of third-party 

service engineers during a foreign stay due to urgency or cost benefit. In this case, a company 

should consider such additional measures as follows: 

• Requesting an agent to provide a visitor list for ship’s use in port; 

• Checking if a port implements a screening process to visitors; and 

• Requesting relevant third-party providers to provide credentials of boarding personnel. 

Cyber access 

Cyber access pertains to the credential management, permission management, and 

network segregation.  

Credential management. Credentials (i.e. ID and password) to a system should be 

recorded and managed for authorized devices and users. For this purpose, shipboard administrative 

computers using Microsoft Windows can utilize Credential Manager in Control Panel (as 

illustrated in figure 24). A Windows server can control accounts (e.g. password management) by 

the Group policy editor (as illustrated in figure 25). In utilizing these functions, it should be 

considered that a shipboard system can implement its own credential management system and 

block the access these functions by preventing the access to an OS running behind the system. 

 

 
Figure 24. Example of Credential Manager. Source: Author. 
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Figure 25. Example of Group policy editor. Source: Author. 

 
Figure 26. Example of Permissions menu. Source: Author. 

Permission management. Permission menu in the Properties menu of a folder or a file 

defines the permissions given to a group or user (as illustrated in figure 26). The principle of 

least privilege prescribes that each credential should be provided with the permissions adequate 
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to perform its task.318 However, the proprietary nature of a shipboard system may lead to the 

circumstance in which the ship-self modification of permissions violates or even renders 

warranty void or which the system requires the full control for all system files. 

Network segregation. If supported by appropriate credential and permission management, 

network segregation is an effective solution for cyber access control.319 It ensures that a 

compromise of one network does not impact other connected networks. In addition, it allows a 

component to have only required access to a system in order to function.320 In this regard, the 

principle of least privilege continues to govern network segregation. Figure 8 (in p.36) exemplifies 

network segregation in which administrative networks are segregated by a firewall.  Further to the 

segregation of critical networks, particular attention should be made to the management of 

uncontrolled networks, because these networks leave the potential for nefarious use. Below 

networks are considered less secure:321 

• OT systems; 

• Business network; 

• Crew network. 

• Guest network; 

• Satellite system; and

In further segregating above systems, reasons for isolating a system from external 

networks should be validated. For example, the decision to block the access to a website from the 

crew network should be supported by the purpose of shipboard safety and security. Still, the 

 
318 Definition of principle of least privilege is located in glossary of terms. 

319 BIMCO et al., Guideline on Cyber Security (4th Ed.), 32. 

320 BIMCO and International Chamber of Shipping, Cyber Security Workbook, 39. 

321 BIMCO and International Chamber of Shipping, Cyber Security Workbook, 39. 
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integrity of data should be maintained so that access control measures do not influence the 

transmission of data within and across a system.322 

Remote access 

Remote access pertains to those conducted by Remote Desktop Protocol of Microsoft 

Windows, virtual private network (VPN), dedicated third-party software, or even remote 

instructions to shipboard personnel to remotely perform the tasks of third-party providers. 

Whichever methods are utilized, the following are suggested as control measures:323 

• Restricting remote access to specific period; 

• Restricting remote access to specific IP addresses; 

• Strong authentication supported by secure communication of credentials; 

• Use of secure remote access protocol (e.g. combination of a VPN); 

• Vetting the legitimacy of remote operator; 

• Awareness and constant monitoring of shipboard personnel during remote access; and 

• Shore management’s readiness to credentials for emergency response. 

 
 Figure 27. Example of Windows Defender Firewall with Advanced Security. Source: Author. 

 
322 United States Coast Guard, USCG Cybersecurity Framework Profiles, 28. 

323 BIMCO and International Chamber of Shipping, Cyber Security Workbook, 78. 
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Measures to enhance cybersecurity of each remote access are specific to a program. For 

example, Windows Defender Firewall with Advanced Security enables secure configuration of 

Remote Desktop Protocol (as illustrated in figure 27). 

3. Awareness and Training 

33 C.F.R. § 96.250(f)(7) requires that trainings should be provided to all shipboard 

personnel. The identified gap for training and education in the identification element enables the 

development of training and education programs by revealing the objectives that such programs 

should achieve. In addition to education and training, measures include familiarization of 

shipboard personnel and shipboard emergency preparedness. 

Education and training 

A SMS is expected to contain education and training program to satisfy its functional 

requirement of 33 C.F.R. § 96.230(c): To establish and implement actions to continuously 

improve safety management skills of personnel ashore and onboard. The identified gap in training 

and education describes the contents that fill such gap for each rank of personnel. Whereas basic 

principles of cybersecurity may be enough for some ranks, managemental and above ranks may 

require technical education to engage in technical and managerial routines under shipboard CRM. 

For example, educations on troubleshooting and technical recovery of IT assets may be necessary 

for shipboard officers to involve in shipboard actions during and after a cyber incident. In this 

regard, shipboard personnel might already be familiar with technical management of OT assets, as 

it has been the traditional focus of shipboard maintenance. If a company considers external 

programs, it should evaluate how each program can satisfy the gap. Consideration should be made 

on whether they can expand insights to various types of IT/OT equipment covered by shipboard 
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CRM. Appendix 4 is recalled to argue that many courses may be limited to educating cybersecurity 

awareness in general context. 

Awareness. Industry requirements describes those on shipboard cybersecurity awareness. 

For example, item 13.2.4 of the TMSA reviews the promotion of cybersecurity awareness and 

corresponding means to encourage responsible behavior among the shore, vessel, and third 

parties, by checking below and more behaviors:324 

• Locking of unattended work stations; 

• Safeguarding of passwords; 

• No use of unauthorized software; 

• Responsible use of social media; and 

• Control/prevention of misuse of portable storage and memory sticks. 

Item 7.17 of the VIQ lists such examples of the active promotion of shipboard 

cybersecurity awareness as follows:325 

• Cyber awareness material; 

• Training film to crew; 

• Crew-specific training; 

• Instruction on safeguarding of passwords; 

• Responsible use of social media; 

• Policy on the use of personal devices and its inclusion in shipboard familiarization; 

• Authorized user policy agreement between employee and contractor; and 

 
324 Oil Companies International Marine Forum, TMSA3, 104. 

325 Oil Companies International Marine Forum, VIQ 7, 74-75. 
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• Certification to ISO/IEC 27001 standard. 

The BIMCO suggests that an awareness training for shipboard personnel may include the 

following and more contents:326 

• Risks in responsible and safe use of the Internet 

• Risks in the use of personal devices 

• Risks in hardware and software management 

• Basic protection and detection techniques 

• Implication of a cyber incident to shipboard safety and operation 

Familiarization 

A SMS should already contain a shipboard familiarization procedure to new joiners to 

satisfy 33 C.F.R. § 96.250(f)(5). A familiarization training is aimed at acquainting new joiners to 

the characteristics, procedures, and instructions unique to their joining vessels. Whereas a SMS on 

shipboard CRM prescribes plans, procedures, and instructions applicable throughout a fleet in 

management, a shipboard familiarization training can educate on-signers on the SMS unique to a 

vessel, before they assume responsibilities on shipboard CRM. In this regard, shipboard CRM 

familiarization training may involve below and more contents:327 

• Correct connection procedure to shipboard Internet network; 

• Procedure for software, antivirus, and antimalware use and updates; 

• Correct use of shipboard administrative network; 

• Designated person for shipboard CRM; 

 
326 BIMCO et al., Guideline on Cyber Security (4th Ed.), 35. 

327 BIMCO and International Chamber of Shipping, Cyber Security Workbook, 22. 
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• Instruction on the retention of ship-specific CRM plan; and 

• Roles and responsibilities specific to the given rank. 

Shipboard emergency preparedness 

A SMS is expected to maintain a list of shipboard emergencies, response structure, 

actions to take, and the requirements on drill and exercises to satisfy 33 C.F.R. § 96.250(h): 

Emergency preparedness procedures. In incorporating a drill schedule for cyber threats, 

considerations should be given on whether such schedule is to be integrated into relevant existing 

section of a SMS or the part of a shipboard CRM plan. Whichever decision is made, a SMS 

should describe how a cyber threat leads to one or more identified (or new) shipboard 

emergencies and what responses to be from detection to recovery. For example, a drill scenario 

on loss of communication can contain the descriptions and actions to take on when the infection of 

a shipboard computer impacts the entire shipboard administrative system to lead to such event. If a 

cyber threat pertains to the security threats described in a VSP, a drill scenario on such threat is to 

be conducted as per drill schedule in the VSP. In doing so, the drill format should be determined to 

promote effective implementation (e.g. training session, tabletop exercise, simulation). 

In addition to these scenarios, a SMS can develop a separate scenario on significant 

disruption to the availability of OT information.328 If a cyber threat is new to a SMS, an exercise 

schedule for such threat should define the interval and actions to be taken.  

4. Data Security 

This category includes below measures:329 330 

 
328 BIMCO et al., Guideline on Cyber Security (4th Ed.), 52. 

329 United States Coast Guard, USCG Cybersecurity Framework Profiles, 30. 

330 BIMCO et al., Guideline on Cyber Security (4th Ed.), 32-34. 
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• Protection of data-at-rest and data-in-transit; 

• Asset management from removal to transfer and disposition; 

• Prevention of physical unauthorized access; 

• Maintenance of adequate capacity for availability; 

• Protection against data leak (e.g. VPN or data traffic filtering); 

• Use of integrity-checking mechanism and encryption and authentication protocols; and 

• Control of management interface. 

The proprietary nature of many shipboard OT systems again limits the measures for this 

category, because such activity can void a warranty. For existing vessels, a company should 

contemplate on whether the hardware or software update of shipboard network is viable, which 

shall necessitate the consultation with third-party providers and the cost-benefit analysis. At the 

same time, continuity in operation should be ensured in spite of measures on data security. 

Asset management 

The identification element facilitates asset management with a list of shipboard systems 

and components covered by a shipboard CRM process. In addition to supporting risk assessment, 

asset management ensures comprehensive control of assets with below activities:331 

• Maintenance of a hardware and software register including maintenance and update; 

• Receipt from trusted or compatible manufacturers; 

• Test and check on newly received assets prior to commissioning; and 

• Asset risk assessment. 

 
331 BIMCO and International Chamber of Shipping, Cyber Security Workbook, 69-71. 
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If the asset-based risk assessment is selected for shipboard CRM, shipboard CRM shall 

already incorporate asset management, because it identifies threats and risks in relation to assets. 

Purchasing. A company may designate a purchasing team that is responsible for the 

supply of ship stores and spares. Having involved in the purchase of OT assets, such team is 

expected to familiar with the asset management of OT assets. In addition, the integrity of OT 

assets can be readily verified with a type approval certification of a classification society. To the 

contrary, the team may not have proper competency in the IT asset management which is usually 

the competency of an IT team. The gap in the competency of a purchasing team and an IT team 

leads to the need to clarify the responsibility in purchasing shipboard IT assets. 

The identified gap for education and training contributes to the decision in such 

responsibility. If a purchasing team continues to be responsible for IT purchases, the gap is to 

address the competency or at least the awareness of the team on the asset management. If the 

awareness is selected as the gap, communication with an IT team ensures that cyber risks of IT 

and OT assets are properly considered by the asset management.332 On the other hand, the 

awareness of an IT team on shipboard operations and OT assets shall support the purchasing 

advise on OT assets in consideration of cyber risks.333 

5. Maintenance 

As per 33 C.F.R. § 96.250(j), a SMS already identifies critical equipment or system and 

includes the procedures on routine inspection and maintenance, reporting of non-conformities, 

application of corrective actions, and record of these activities, all of which is commonly 

 
332 BIMCO et al., Guideline on Cyber Security (4th Ed.), 8. 

333 BIMCO et al., Guideline on Cyber Security (4th Ed.), 8. 
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implemented as a PMS. TMSA-compliant companies are required by the element 4 of the TMSA 

to implement a maintenance regime of the following and more:334 

• PMS and procedure capable of controlling spare parts and recording planned and 

unplanned maintenance operations of identified critical systems; 

• Defect reporting system which may be connected to a PMS; and 

• Condition-based monitoring to ensure optimal performance. 

33 C.F.R. § 96.250(j)(6) directs the objectives of these maintenance practices to promoting 

the reliability of critical equipment or system. As long as the objectives for the reliability are 

compatible with those of CRM, a PMS can be utilized to implement IT/OT asset management. 

Given that the maintenance of OT assets might be already implemented by a PMS, an inclusion 

will be mostly for IT ones. CRM maintenance activities under a PMS may include such 

maintenance practices on back-up arrangements as follows: 335 

• Checking alternative modes of operation; 

• Creating or obtaining back-up, including clean images; and 

• Offline storage of back-up images. 

If maintenance practices necessitate remote maintenance, protection against the 

unauthorized access or disclosure should be ensured with access control measures.336 

 

 

 
334 Oil Companies International Marine Forum, TMSA3, 36-43. 

335 BIMCO et al., Guideline on Cyber Security (4th Ed.), 53. 

336 United States Coast Guard, USCG Cybersecurity Framework Profiles, 32. 
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Patch management 

Proprietary nature of shipboard IT assets shall limit the possibility of software assets. 

Update management of ICS software is reliant on a manufacturer in that the manufacturer 

distributes a software. Update management of Microsoft Windows is also complicated because 

of the compatibility issue with an ICS software. In addition, a shipboard VSAT terminal may not 

provide a reliant speed to download Windows and other software updates often occupying a huge 

size. If a shipboard IT asset is isolated from other networks, a problem arises on how to 

distribute updates across shipboard systems. 

 

 
Figure 28. Example of Delivery Optimization in Settings menu. Source: Author. 
 

Provision of a DVD containing all updates to a vessel is a viable solution. Still, distributing 

such DVD and updating each computer with it is a cumbersome task for a company and a vessel. 

In case of Microsoft Windows, Windows 10 Pro enables a local network to distribute updates from 

one to another within the network with the Delivery Optimization in Settings menu (as illustrated in 
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figure 28). The function relieves shipboard workloads in updating computers by keeping all 

computers in a local network updated from one computer which distributes installed updates. In 

doing so, the compatibility issue with ICS software should first be cleared prior to installing 

Windows 10 Pro in shipboard ICSs. 

Time synchronization 

The synchronization of time in a system is critical in detection, communication, and 

analysis. To ensure the consistency in time among the collected data, clocks across shipboard 

systems should be synchronized to ensure the consistency in time across equipment.337 In doing 

so, global navigation of a vessel constantly changes ship’s time consistent to a prevailing time 

zone, which shall render a system time inconsistent with the ship’s time. In this consideration, 

maintenance routines should include the time synchronization of systems to, for example, the 

time of an INS or the Greenwich mean time. 

6. Protective Technology 

Protection technology encompasses a diversity of techniques. The development of 

protective technologies is specific to each system and thus unique to the prevailing circumstance 

of each company. For these reasons, this section is limited to describing protective technologies 

in general context in relation to the corresponding category of the USCG cybersecurity 

framework profiles: PR.RT Protective technology. Therefore, a company should refer to 

technical documentations and consult with third-party providers to identify and implement 

protective technology measures specific to shipboard assets. 

 

 
337 Paul Cichonski et al., “Computer Security Incident Handling Guide,” SP 800-61 

(Gaithersburg, MD: National Institute of Standards and Technology, August 2012), 
http://dx.doi.org/10.6028/NIST.SP.800-61r2. 

http://dx.doi.org/10.6028/NIST.SP.800-61r2
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Antimalware software 

The management of an antimalware software is the integral part of this category as the 

protective measure against a virus, malware, spyware, and myriad of attack vectors. Windows 

Defender Antivirus is the antimalware software that Microsoft Windows natively provides. 

Despite significant improvement, Microsoft Defender Antivirus is not recommended beyond a 

general level of protection.338 Commercial software should then be installed to enhance the 

cybersecurity of IT assets. In doing so, the compatibility concern with shipboard IT/OT 

configuration necessitates considerations in the management of antimalware software. 

  IT system. The management of the software for IT systems (i.e. network of computers) 

does not yield significant considerations, in that it resembles that for a typical office network. Still, 

low bandwidth of a VSAT system should be considered in selecting an optimal software that can 

remain updated even in slow connectivity. The isolation of a shipboard network should further be 

considered to enable a computer in a local network to be updated from a server connected to the 

shore. Antimalware solution designed for the maritime application can be utilized to address these 

two issues. For example, Skyfile Antivirus by Marlink is designed to deliver updates in low 

bandwidth and distribute updates to local network from a central location.339 

OT system. The proprietary nature of an OT system limits the possibility of the use of 

commercial software or those not vouched by the manufacturer of the system. Even a warranty 

allows the installation of such software, the compatibility with an ICS software must be ensured. 

 
338 David Allan, “Is Microsoft Defender Good Enough for Your PC – or Do You Need a 

Better Free Antivirus?,” February 24, 2021, https://www.techradar.com/news/is-microsoft-
defender-good-enough-for-your-pc. 

339 Marlink, “SkyFile Anti Virus,” accessed March 1, 2021, 
https://marlink.com/solutions/skyfile-anti-virus/. 

https://www.techradar.com/news/is-microsoft-defender-good-enough-for-your-pc
https://www.techradar.com/news/is-microsoft-defender-good-enough-for-your-pc
https://marlink.com/solutions/skyfile-anti-virus/
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For this reason, the manufacturer should be inquired for its antimalware software. For example, 

Kongsberg offers a malware protection system which secures its OT system and even shipboard 

networks against malware.340 In commissioning such proprietary antimalware software, 

considerations should be given on if an entire OT system needs be retrofitted to accommodate 

the software to justify a cost-benefit analysis. 

Control of personal IT devices and external ports 

Control of removable devices and personal IT devices of shipboard personnel and visitors 

is the one required by item 7.16 of the VIQ.341 Because a company cannot prohibit the 

possession of private devices by shipboard personnel and visitors, the controls of personal IT 

devices are aimed at preventing the introduction of these devices into shipboard cyberspace. For 

the same reason, such controls may mostly pertain to procedural controls which fall into the 

category of information protection processes and procedures. Otherwise, physical control of IT 

access is discussed in section VII.C.2. 

Isolated use. Protections should be made against some circumstances necessitating the 

introduction of personal IT devices.342 A computer with a printer all of which are isolated from 

shipboard networks can ensure cyber resilience while meeting the needs of such circumstances by 

preventing the introduction of unscanned personal IT devices from propagating across shipboard 

systems. In doing so, such computer should be routinely scanned for malwares to ensure that the 

use of personal devices after being introduced to the computer remains cyber hygiene. 

 
340 Kongsberg, “Malware Protection System,” June 2013, 

https://cdn1.shipserv.com/ShipServ/pages/profiles/54162/documents/Malware-Protection-
System.pdf. 

341 Oil Companies International Marine Forum, VIQ 7, 74. 

342 See p.46-47 for examples of such circumstances. 

https://cdn1.shipserv.com/ShipServ/pages/profiles/54162/documents/Malware-Protection-System.pdf
https://cdn1.shipserv.com/ShipServ/pages/profiles/54162/documents/Malware-Protection-System.pdf
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Protection of communication 

Despite the development in shipboard communication technologies, common email 

communication programs (e.g. Microsoft Outlook) and web browsers (e.g. Google Chrome) 

continue to be the primary means of external communication. To avoid the exploitation of these 

programs and ensure the confidentiality and integrity of the data communicated through them, 

various measures can be identified from numerous sources. The examples are as follows:343 

• Encryption of attachment; • Disablement of hyperlinks; 

• Avoidance of general email address; and 

• Use of user accounts with appropriate control level. 

In addition, the use of a secure cloud service or network (e.g. VPN) to communicate files 

can reduce the use of email communication system to communicate files. An example of such 

such secure platform of information exchange shall be e-Navigation.344 A company should verify 

the level of confidentiality provided by these options, including the evaluation of the security of 

the methods to invite stakeholders into them. 

Connection to shore or cellular communication. Connection of shipboard systems to 

shore (e.g. port) or cellular communication exposes the systems to vulnerabilities of these 

connections that a company cannot entirely control. Utilization of a VPN is recommended in 

addition to procedural controls of verifying the security of such external connections.345 

 

 

 
343 BIMCO et al., Guideline on Cyber Security (4th Ed.), 34. 

344 See p.35 for e-Navigation. 

345 BIMCO and International Chamber of Shipping, Cyber Security Workbook, 50-51. 
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Audit and recordkeeping 

 
Figure 29. Example of audit policy in Group Policy Editor. Source: Author. 

 
Figure 30. Example of Event Viewer. Source: Author. 
 

A company should first review technical documentation of network equipment (e.g. 

intrusion detection system [IPS] or intrusion prevention system [IDS]) or consult with relevant 

manufacturers to identify how to access relevant functions. Whereas third-party software or 

hardware may have dedicated solution for audit and recordkeeping, Microsoft Windows provides 
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Group policy editor and Event viewer to enable configuration of audit policies and recordkeeping 

respectively (as illustrated in figure 29 and 30). 

7. Information Protection Processes and Procedures 

TABLE 13 . Information protection processes and procedures and relevant measures 

Process or Procedure Relevant protection measure(s) 
System development lifecycle • Asset management 
Management of change, especially for configuration change • Asset management 
Equipment introduction, disposal, and data destruction • Asset management 

Management of back-up of information • Maintenance 
• Protective technology 

Control of physical operational environment of systems • Maintenance 

Human resources practices as access control measures • Awareness and training 
• Access control 

Management of identified vulnerabilities • Protective technology 

Response and recovery plan • Response element 
• Recovery element 

Source: Author.  
 

Table 13 presents the procedures expected for this category and other categories relevant to 

each one. This category is the procedural embodiment of the protection element. The baseline of a 

cyber resilient configuration from the identification element serves as the target state that the 

outcomes of this category should achieve. In doing so, they should be incorporated into existing 

contents or as new ones to a SMS. Because a SMS traditionally focuses on OT aspects of 

shipboard operations, its IT-related processes and procedures can be enhanced by referring to best 

practices in IT management (e.g. ISO/IEC 27001 standard) or expert consultation. 
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Control of personal IT devices 

Shipboard personnel. A SIRE inspection will review a policy on the use of personal 

devices and its inclusion in shipboard familiarization as per item 7.17 of the VIQ.346 Such policy 

shall require the responsible use or even complete prohibition of the insertion of personal IT 

devices by shipboard personnel to shipboard systems. Instructions about such policy during a 

shipboard familiarization training can include, for example, summarized information, declaration 

of personal IT devices of a seafarer, or written pledge to the conformance to the policy. 

Visitor. 33 C.F.R. § 104.265 requires the implementation of the security measures based 

on MARSEC levels to scan visitor and baggage and to deter the unauthorized introduction of 

dangerous substances and devices.347 Item 5.12 of the VIQ requires a basic familiarization for 

visitors staying onboard for short period of time.348 These measures can be utilized as layers of 

control of personal IT devices of visitors. For example, entry check of visitors can include the 

declaration of personal IT devices carried by a visitor. A familiarization training can educate a 

company policy and require visitors’ compliance by their written pledge. In addition to requiring 

visitors to scan their personal IT devices for malware before their embarkation, a company can 

further enhance shipboard cyber hygiene by asking them to transfer files through a secure 

network instead for their use during their boarding service. 349 

 
346 Oil Companies International Marine Forum, VIQ 7, 74. 

347 Definition of MARSEC level is located in glossary of terms. 

348 Oil Companies International Marine Forum, VIQ 7, 47. 

349 BIMCO et al., Guideline on Cyber Security, 32-33. 
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8. Continuous Improvement 

A SMS should include procedures on internal audits and management review to meet the 

functional requirements of a SMS as per 33 C.F.R. § 96.240(f) and (g): 33 C.F.R. § 96.250(l) 

prescribes the requirements in more detail. Shipboard CRM can benefit from these existing 

practices to promote its continuous improvement. The continuous improvement is aimed at 

reviewing and enhancing all activities of shipboard CRM. Below are existing practices that a SMS 

is expected to provide that shipboard CRM can utilize for continuous improvement. 

Near-miss reporting  

33 C.F.R. § 96.240(d) requires procedures on reporting accidents, near-misses and non-

conformities.350 Item 5.8 of the VIQ requires evidence of near-miss reports from all ranks.351 The 

more insights and expertise of shipboard personnel are collected through near-miss reporting, the 

more areas of improvement can be identified. In this regard, near-miss reporting provides a good 

opportunity to identify loopholes in a SMS or shipboard practices that might contribute to an 

accident. Existing near-miss reporting systems can include a cyber near-miss to ensure that 

loopholes in shipboard CRM is reported and addressed with corrective and preventive actions.  

Shipboard safety committee meeting 

Although safety committee meeting is not mentioned in a SMS, it provides a venue to 

include shipboard personnel for continuous improvement. Based on the working experience of 

this author, shipboard safety committee meeting is a meeting of shipboard safety representatives 

to discuss below and more agenda: 

 

 
350 Definition of near-miss and non-conformity is provided in glossary of terms. 

351 Oil Companies International Marine Forum, VIQ 7, 45. 
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• Shipboard observance to safe practices and standards; 

• Recommendations and concerns on shipboard safety; 

• Review of accident reports; and 

• Review of the resources available to a vessel for shipboard safety.  

A shipboard safety committee meeting provides another layer of continuous improvement 

in that ship’s suggestions to improve shipboard safety standards are reported and reflected into a 

SMS. It can be utilized to provide a communication channel between a vessel and company 

about shipboard CRM by allowing below and more discussions: 

• Review of shipboard cyber resilience and cyber posture; 

• Recommendations to enhancing shipboard cyber resilience; 

• Review of internal and external cyber incidents; and 

• Review of the maintenance status of shipboard protective technology. 

Master’s review 

Master is responsible for reviewing a SMS and reporting non-conformities as per 33 C.F.R. 

§ 96.250(d)(5). Whereas near-miss reporting and safety committee meeting involve shipboard 

personnel, master’s review provides master’s insights to a SMS. In this regard, it provides a 

process that master’s suggestions to improving shipboard CRM is communicated to a company.  

Internal and external audit 

Internal audit. 33 C.F.R. § 96.250(l) requires a system of internal audit the content of 

which includes its types and frequency, factors for selecting an auditor, and communicating 

findings for management review and corrective actions. Contrary to the aforesaid practices, an 

internal audit provides the means by shore management. It can ensure that the implementation of 

shipboard CRM is maintained as per relevant SMS and that non-conformities are rectified to 
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prevent a cyber incident. In conducting internal audits for shipboard CRM, an internal auditor 

should be supported by further education or information on shipboard CRM, for the auditor will 

usually come from maritime background. A company should consider whether existing interval is 

adequate to review shipboard CRM and define the interval accordingly. 

External audit. 33 C.F.R. § 96.330(f) states that a DoC is valid for 60 months and subject 

to annual verification audit by the USCG or a recognized organization. Annual verification audits 

ensure that a SMS on shipboard CRM is maintained in compliance to the MSC.428(98) and 

domestic equivalent legislation (e.g. the CVC-WI-027(1)). The annual interval promotes the 

inclusion of future international and domestic legislation on shipboard CRM to a compliant SMS. 

Management review 

Item 1A.2.1 of the TMSA reviews regular company meetings for continuous 

improvement of a SMS which may review the following items:352 

• Recommendations of an incident investigation; 

• Recommendations of master’s reviews; 

• Result of risk assessment; 

• Suggestions for improvement; and 

• New and upcoming legislation;  

• Industry recommendations. 

The above list implies that a management review is the culmination of the continuous 

improvement, because a management review considers the outcomes of all aforesaid practices of 

continuous improvement. A management review thus ensures that shipboard CRM is 

continuously improved to enhance shipboard cyber resilience and respond to changes in 

international and domestic legislation. 

 
352 Oil Companies International Marine Forum, TMSA3, 17. 
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Safety culture 

No matter how robust a reporting procedure is, the effectiveness of above practices relies 

on safety culture of a company. Blame culture is one of the detriments to safety culture by 

refraining employees from actively reporting hazardous occurrences and mitigating human error 

or omissions.353 Despite the efforts to promote shipboard safety culture an example of which is 

indeed the ISM Code, blame culture persist due to, for example, social sanctions, cultural 

incompatibilities, and mistrust which makes a reporter to be afraid of shame, blame, or 

disciplinary actions.354 In this regard, another objective of continuous improvement is to address 

factors in a SMS and shipboard practices that contribute to blame culture. 

D. Detection 

Item 7.14 of the VIQ reviews, inter alias, the guidance on the identification of 

symptoms.355 The detection element ensures early detection of anomalies for prompt response and 

recovery.356 Throughout this element, the previous elements complement this element by 

providing technical and procedural measures to implement this element.  

1. Anomalies and Events 

The identification element provides a baseline for alerts and anomalies by describing a 

normal and safe status of shipboard systems. Data-in-transit and operational condition is 

compared with this baseline to facilitate the identification of anomalies and potential indicators 

 
353 United States Coast Guard, “CVC-WI-004(1),” 4. 

354 Jenni Storgård et al., “Developing Incident and Near Miss Reporting in the Maritime 
Industry – A Case Study on the Baltic Sea,” Procedia - Social and Behavioral Sciences 48 
(2012): 1010–12, https://doi.org/10.1016/j.sbspro.2012.06.1078. 

355 Oil Companies International Marine Forum, VIQ 7, 74. 

356 National Institute of Standards and Technology, “NIST Framework Version 1.1,” 7. 
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of a cyber incident. In doing so, the outcome of a shipboard cyber risk assessment supports the 

prioritization of detected events for response. For this category, a SMS should provide a list and 

description of the symptoms possibly leading to a cyber attack, such as the following:357 

• Unresponsive or slow system; 

• Unexpected changes to passwords, user permissions, or network credentials; 

• Unusual or suspicious email activity; 

• Network connectivity problem; 

• Frequent system crashes or program errors; and 

• Abnormal hardware activity. 

In addition, the USCG policy letter 08-16 provides a non-exhaustive list of breach of 

security and suspicious activity, some of which are as follows:358 

• Unusual behavioral patterns; 

• Identification of potentially dangerous devices by screeners; 

• Suspicious behaviors of adjacent vehicles or unmanned aircraft system; and 

• Unsuccessful attempts to access telecommunication, computer, and network systems. 

In addition to above indicators specific to cybersecurity, physical anomalies of OT 

systems may also indicate a cyber incident. For example, an indicator of the cyber threat of a 

propulsion failure may include the abnormal operation of a shipboard main engine. 

 
357 BIMCO et al., Guideline on Cyber Security (4th Ed.), 52. 

358 RADM P. F. Thomas, “Reporting Suspicious Activity and Breaches of Security,” 
Policy Letter No.08-16 (United States Coast Guard, December 14, 2016), 
https://homeport.uscg.mil/Lists/Content/Attachments/2676/CG-5P%20Policy%20Letter%2008-
16_3.pdf. 

https://homeport.uscg.mil/Lists/Content/Attachments/2676/CG-5P%20Policy%20Letter%2008-16_3.pdf
https://homeport.uscg.mil/Lists/Content/Attachments/2676/CG-5P%20Policy%20Letter%2008-16_3.pdf
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2. Security Continuous Monitoring 

The interfacing of a shipboard cyberspace with the physical world divides security 

monitoring into physical monitoring and cyber monitoring. 

Physical monitoring 

Continuous monitoring of physical security shall be already implemented by a VSP. 33 

C.F.R. § 104.285 prescribes security measures for monitoring, which is to be included in a VSP 

as per 33 C.F.R. § 104.405(14). 33 C.F.R. § 104.285(a)(1) expects security equipment for 

monitoring to combine lighting, watchkeepers, security guards, deck watches, waterborne 

patrols, automatic intrusion devices, and any other equipment as stated in a VSP. Under these 

MTSA requirements, a vessel (including surrounding areas) and its restricted areas are constantly 

monitored by routine security rounds and monitoring equipment. A port provides another layer 

of physical monitoring as per its port facility security plan. 

Cyber monitoring 

Security monitoring of shipboard IT/OT systems shall be realized by an IDS, IPS, firewall, 

antivirus software with real-time protection, or other similar hardware or software. Due to 

proprietary nature of shipboard system, the commissioning, retrofit, and maintenance of such 

software may be contingent on third-party manufacturers. On the other hand, a company can exert 

full control on implementing continuous cyber monitoring of shipboard administrative computers 

by commissioning the solutions by itself. 

3. Detection Processes 

This category is the procedural implementation of the detection element. Categories of 

the identification and protection element complement detection processes (as illustrated in table 
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14). If a detection process necessitates communication to external parties, the disclosure of 

sensitive and confidential information should be minimized to retain the confidentiality.  

 
TABLE 14 . Complementary categories for detection processes 

Element Category Complementary aspect 

Identification Identification of shore and 
shipboard role and responsibility 

• Role and responsibility in detection and 
monitoring 

• Line of detection communication 

Identification Identification of shipboard 
systems 

• Identification of available hardware or 
software 

Protection Awareness and training 
• Development of competency for 

detection, monitoring, and 
communication 

Protection Maintenance • Maintenance of hardware or software 

Protection Protection technology • Existing and additional measures for 
monitoring and detection 

Protection Continuous improvement • Continuous improvement of detection 
processes 

Source: Author. 

E. Response 

Response element corresponds to 33 C.F.R. § 96.250(i) to meet the functional requirement 

of 33 C.F.R. § 96.240(b): Procedures for reporting accidents, near-accidents, and non-conformities. 

Whereas the continuous improvement category handles near-misses and non-conformities, this 

element relate to reporting and responding to accidents. 

1. Cyber Response Plan 

A cyber response plan is the procedural outcome of this element in that the plan 

encompasses all categories of this element. Although the contents of this element can be 

incorporated into applicable sections of a SMS, item 7.14 of the VIQ checks if a cyber response 
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plan is onboard.359 In addition, the item expects such plan to include a risk assessment, the 

guidance on the identification of symptoms, immediate actions to be taken, and contact 

information of a responsible person. In this regard, it is suggested that a cyber response plan exists 

as a separate plan in a SMS to demonstrate clear compliance to this VIQ requirement. In doing so, 

the confidentiality of the plan can be maintained by placing the plan in master’s retention.  

 For the purpose of this thesis, a cyber response plan is considered synonymous to a 

contingency plan. Recognizing that a cyber incident might lead to the loss of electronic data or 

communication connection, a cyber response plan should be also be provided in a paper format 

to ensure readiness during a cyber incident.360 

2. Strategy 

The response element covers beyond a response itself to include following activities:361 

• Communication; 

• Mitigation; 

• Investigation; 

• Recovery; 

• Preventive actions; and 

• Improvement. 

Prioritization 

Although an ideal strategy is to respond to all impacts by a cyber attack at once, the 

entwinement of shipboard IT and OT system necessitates the question of the priority in 

responding to between cyber effects and physical ones. The interfacing of shipboard IT and OT 

assets for shipboard operations imply that a cyber incident may expose both cyber and physical 

threats at the same time to require the prioritization in response. 

 
359 Oil Companies International Marine Forum, VIQ 7, 74. 

360 BIMCO et al., Guideline on Cyber Security (4th Ed.), 41. 

361 United States Coast Guard, USCG Cybersecurity Framework Profiles, 36-37. 
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According to the USCG cybersecurity framework, the purpose of shipboard CRM lies in, 

inter alias, personal and environmental safety and operational security.362 This purpose shall 

facilitate the decision on prioritization. If a cyber attack exposes physical effects by the failure of 

OT systems, the response priority lies in ensuring environmental protection and safety of shipboard 

personnel and vessel.363 If such attack only involves cyber effects, the priority is the notification to 

a company and the response as per a cyber response plan.364 In this regard, a cyber response plan 

should define the process of response actions based on what threats a cyber attack exposes. 

Traditional shipboard emergency preparedness and PMS makes it likely that a SMS is capable of 

responding to physical effects. A cyber response plan is thus responsible for blending with a SMS 

to address cyber effects and physical effects occurring independently or simultaneously.  

Allocation of shipboard personnel 

Shipboard response differs from those in a shore office environment in that a dedicated 

cyber response team is not readily available: Shipboard structure becomes a shipboard cyber 

response team. Under this circumstance, shipboard recovery is reliant on shipboard personnel 

who are engaged in other shipboard routines. For this reason, concurrent shipboard operations 

should not be underestimated to maintain the safety and security of a vessel. Furthermore, the 

constant operation at sea and characteristic of an affected system may make the duration of 

response longer than the duration on shore. For example, recoveries at sea can last long until a 

vessel arrive at a port in which it can receive spares, replacements, or boarding services for 

 
362 p.129. 

363 BIMCO et al., Guideline on Cyber Security (4th Ed.), 41 

364 BIMCO et al., Guideline on Cyber Security (4th Ed.), 41 
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affected components. In spite of a port arrival, the delivery of such services might be delayed or 

even impracticable due to long manufacturing time or their availability depending on locations. 

Although response activities (especially initial response) require participation of all 

shipboard personnel, recovery may not require the same involvement. For example, a cyber 

attack to an ECDIS alone may not always require constant readiness of ratings after a successful 

containment. If the safety of navigation is verified despite this cyber incident, response and 

recovery participation can be limited to officers as per master’s discretion. Rating’s participation 

from that moment will be limited to routine maintenance that they may be already familiar with 

(e.g. maintenance of OT components). In consideration of these arguments, master’s discretion is 

crucial in allocating shipboard personnel under the progress of a shipboard response and the 

prevailing operation schedule to balance recovery efforts and rest of shipboard personnel.  

Incremental model. The MARSEC system of the MTSA inspires an incremental model 

to enable escalation or relief of shipboard response efforts in systematic manner. Under this 

approach, response measures are adjusted under the discretion of master and shore cyber 

response team to be appropriate to the prevailing criticality of a cyber incident. For example, all 

shipboard personnel and shore office are involved in the response under ship and shore - code 

red, while less personnel can be involved under ship and shore - code yellow after successful 

response and containment. If a cyber incident is critical to ship operations but do not result in 

significant financial or contractual liabilities, ship -  code red and Shore - code yellow ensures 

that shipboard personnel are dedicated to response and recovery, while the shore office can spare 

resources to continue a routine operation. This system shall ensure that shipboard and shore 

resources are allocated in a manner commensurate to the prevailing condition of a cyber incident 

and that other operations are maintained during response activities. 
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Disconnection 

Rapid development of a cyber incident necessitates the prompt disconnection of shipboard 

systems from an external network. A vessel is designed to be self-reliant in operation, resulting to 

few numbers of access points with the shore. Although a vessel maintains a variety of digital 

communication with the shore, the shipboard data is expected to be gathered and pass a limited 

number of access point (e.g. a VSAT terminal). Furthermore, the characteristic of shipboard ICS 

and digital connectivity in shipboard operations makes the possibility of a cyber effect from IT 

assets more likely than that from OT ones. Given these arguments, the disconnection of affected or 

suspicious IT assets contributes to prompt containment of a cyber incident by mitigating the 

possibility of a cyber incident affecting OT assets and physical environment. This strategy 

promotes the readiness of shipboard personnel during the onset of a cyber incident by simplifying 

their initial response to disconnecting or disabling certain access points. 

In adopting disconnection as the response strategy, analyses should be made on the 

conditions to perform the disconnection.365 The disconnection means that ship’s routine 

communication may also become unavailable, despite the possibility that external 

communication may be necessary for response and recovery activities. A cyber response plan 

should thus guide master and shipboard personnel on decisions for disconnection and 

reconnection. Otherwise, alternative means of external communication (e.g. maritime mobile 

satellite communication) should be maintained to ensure that prompt disconnection do not render 

external communication unavailable for a long time. 

 
365 BIMCO et al., Guideline on Cyber Security (4th Ed.), 42. 
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3. Organization 

Company’s organizational and shipboard structure under 33 C.F.R. Part 96 (as illustrated 

in figure 16 in p.132) is converted to constitute a company and shipboard cyber response team.  

Company cyber response team 

33 C.F.R. § 96.250(f)(3) requires an owner or company to provide necessary supports to 

enable the performance of master’s duties. Although a responsible person defined in 33 C.F.R. § 

96.110 is ultimately responsible for the cyber response of a company, a DP assumes a strategic 

role in a company cyber response team as per 33 C.F.R. § 96.250(c). In regard to shore-based 

cyber response, 33 C.F.R. § 96.250(c)(3) renders a DP responsible for ensuring adequate support 

and resources for vessel operations. To realize this, a DP may delegate various shore teams to 

perform tactical or technical response coordination with a vessel. For example, a CISO and CySO 

may be delegated to support a vessel for technical IT response: Safety or technical superintendents 

to provide technical responses to shipboard OT systems.  

Shipboard cyber response team 

Master is responsible for directing a shipboard cyber response team and make decisions 

on shipboard safety and cyber resilience. In doing so, 33 C.F.R. § 96.250(e)(2) bestows master 

with the ability to request the assistance of a company. 

A If a cyber incident involves physical effects already defined in a SMS, the instruction of 

a cyber response plan shall direct a master to mustering a relevant emergency station. The 

criticality of such threat will guide whether to muster an emergency station first. For example, a 

cyber incident involving a pollution will necessitate the mustering of a shipboard oil response team 

first before mustering a cyber response team. 
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A cyber response team shall be mustered after successful response to physical effects or for 

a cyber incident only affecting IT systems. For example, a virus affecting administrative computers 

only will only necessitate the response of a cyber response team. A cyber response plan will 

designate each shipboard department with responsibilities under a cyber response team. For 

example, navigation officers are responsible for navigation, external communication, and 

documentation under the instruction of a C/O. Engineer officers (especially an ETO) perform 

technical responses coordinated by a company cyber response team. Ratings support officers for 

routine operations under the direction of officers (e.g. clean-up, OT maintenance). 

External assistance 

The limited competency of company and shipboard personnel, the characteristic of the 

developing cyber incident, and the complexity of response measures shall necessitate the 

consultation and expertise of third-party specialists. In doing so, company cyber response team 

should determine to which extent the confidential contents of the affected shipboard systems and 

data can be shared to ensure the prompt and effective response. Because rapid development of a 

cyber incident may make prompt decision on the confidentiality difficult, this determination 

should be clearly stated and agreed in advance by the agreement with such specialists. 

4. Communication 

A SMS should already maintain an internal communication procedure with instructions, 

processes, and contact points in compliance to 33 C.F.R. § 96.250(i)(2). In addition to existing 

requirements of a SMS or maritime stakeholders, shipboard CRM should include communication 

requirements specific to a cyber incident. The confidentiality in communication should be 

maintained by, for example, a code of ethics on incident communication as part of a SMS. 
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Responsibility 

Limited competency of shipboard personnel and extensive landscape of maritime 

transportation makes ship-self communication alone impracticable to effectively defend the interest 

of a company against a variety of maritime stakeholders. Although master is the representative of a 

vessel, a company should assume such role for communication of a cyber incident to ensure 

successful regulatory and commercial compliance and company’s defense. The role of master in 

response communication is consequently directed under the instructions of a company. 

Despite such limitation, master is responsible for communicating with the entities who will 

communicate closely with a vessel (e.g. agent). Prevailing circumstances may leave insufficient 

time for master to communicate with the shore office. For example, PSC officers might board a 

vessel for investigation within the time so prompt as to leave insufficient time for a company to 

direct master’s response. For this case, the seamanship of master is crucial in liaising with 

authorities and protecting a vessel and company from legal or commercial liabilities. 

Vessel 

Response communication begins within a vessel. A SMS is expected to describe the 

process of the escalation of an emergency communication: Shipboard personnel is also expected 

to be familiar with such process through drills and trainings. A first witness reports an incident to 

a bridge (while underway; to a CCR while in port) which will then report it to master. Master 

will determine whether to muster an emergency station to initiate shipboard response. The 

inclusion of shipboard CRM to a SMS requires that the response communication should also be 

escalated through this or similar process. 
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US Government 

46 C.F.R. § 4.05-1 requires that an owner, agent, master, operator, or PICs should 

immediately contact a nearby USCG sector office after a marine casualty in the jurisdictions of 

the USA. The C.F.R. section defines the marine casualties to be reported as follows: 

• Unintended grounding or allision with a bridge; 

• Loss of main propulsion, primary steering, or any component or system that reduces 

the maneuverability of a vessel; 

• Occurrence materially and adversely affecting the vessel's seaworthiness (e.g. Fire, 

flooding, equipment failure); 

• Loss of life; 

• Injury that requires professional medical treatment; 

• Occurrence causing property-damage in excess of $75,000; and 

• Occurrence involving significant harm to the environment as defined in 46 C.F.R. § 

4.03-65. 

 If an US-flagged vessel is involved in a maritime cyber incident in a foreign maritime 

jurisdiction, relevant foreign regulations shall apply. 

Flag administration and port state 

The CVC-WI-027(1) refers to the USCG policy letter CG-5P in regard to reporting a 

cyber incident by a company.366 The USCG policy letter 08-16 requires that breaches of security 

and suspicious activities should be reported to below federal agencies: 367 

 
366 United States Coast Guard, “CVC-WI-027(1),” 6. 

367 Thomas, “Policy Letter No.08-16,” 5. 
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• National Response Center (+1 (800) 424-8802) for the incidents involving pollution 

or physical effects (Local captain of the port as additional measure); and 

• National Cybersecurity and Communication Integration Center (NCCIC)  (+1 (888) 

282-0870) for the incidents not involving pollution or physical effects. 

In addition, the UCSG policy letter 08-16 suggests further reporting to ISC-CERT and 

the InfraGard program of the Federal Bureau of Investigation.368 It recommends that the 

confidentiality of communication is maintained by providing most basic information to the NRC, 

whereas further information is provided to USCG captain of a port or other agencies.369 

Port and terminal 

Port. If an incident occurs in port, master confronts direct communication with local 

authorities (e.g. local government, port state, and agent) for an investigation or assistance on 

response. In this regard, item 6.1 of the VIQ requires the readiness of a contact list specific to a 

port of call to master and in a CCR.370 The list should include port authorities, P&I club, agent, 

and national pollution reporting center. A cyber response plan can incorporate this list to 

facilitate the communication of a cyber incident to a port. 

On the other hand, even though a representative of a company can be dispatched to a 

vessel to assist master for local communication, geographic location, cost of travel, and 

prevailing circumstances (e.g. lockdowns) may not always enable the dispatch. If their presence 

leaves insufficient time for communication, Master may need to make an immediate decision 

 
368 Thomas, “Policy Letter No.08-16,” 6. 

369 Thomas, “Policy Letter No.08-16,” 5. 

370 Oil Companies International Marine Forum, VIQ 7, 66. 
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before the office directs master. In this consideration, instructions should be in place to guide 

master on direct communication with local authorities.  

Terminal. Communication with a terminal is agreed during a cargo meeting with a 

terminal representative. The ISGOTT ship-to-shore safety checklist includes item 5.33 on 

communication equipment and item 5.51 on emergency communication protocol, which will 

ensure the agreement with the terminal on normal and emergency communication.371  

Classification society 

A shipping company is advised to contact a classification society after a damage which 

actually or potentially affect the classification of a vessel. A local surveyor of a classification 

society is then arranged by a company to conduct a non-periodical survey. The purpose of this 

survey includes, but is not limited to, the analysis of an actual or suspicious damage and the 

communication with a port state during a PSC inspection. 

Charter party 

If a charter party incorporates the BIMCO cybersecurity clause, clause (c) of BIMCO 

cybersecurity clause requires the party affected by a cyber incident to promptly notify the 

counterpart of the incident and take reasonable measures to mitigate the incident.372 Otherwise, 

existing language of a charter party will prescribe a reporting requirement. 

Marine insurance and P&I club 

A marine insurance or P&I club policy contains the procedure on reporting claims. For 

example, the American club requires that an insured should promptly contact the club for any 

 
371 International Chamber of Shipping and Oil Companies International Marine Forum, 

ISGOTT, 416-417. 

372 BIMCO, “Cyber Security Clause 2019.” 
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incidents for which a subject vessel is insured, before contacting any other external entities (e.g. 

surveyor and agent).373 A P&I club maintains a list of correspondents in ports around the world. 

Given item 6.1 of the VIQ, a contact list should provide the contact information to a local 

P&I correspondent. A company will arrange a local correspondent or direct master to do so 

through the liaison of an agent.  

Agent 

An agent assumes a crucial role in defending the interests of a vessel and a company 

during the vessel’s stay in port, because it facilitates liaison with local stakeholders (e.g. port 

authorities and local insurance correspondent). The communication to an agent by a vessel after 

a cyber incident should therefore be prompt clear. In doing so, the example of the American Club 

necessitates the review of the requirements of a marine insurer or P&I club to be notified prior to 

communicating with an agent.  

Manufacturer 

Technical superintendents are expected to maintain a contact list of manufacturers as part 

of their routine communication. A contact list of such manufacturers should be available in a 

cyber response plan to clarify their readily reachable and legitimate contact point. In doing so, 

the confidentiality of disclosing such information should be protected by document controls. 

Other stakeholders 

The stakeholders other than those listed above may place requirements on reporting 

incidents, the extent of which is beyond the coverage of this thesis. Due to this extensiveness, 

responsible departments of a shore office are responsible for emergency communication. For 

 
373 The American Club, “Claims,” accessed March 1, 2021, https://www.american-

club.com/page/claims#. 
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example, vessel operators communicate with a charterer and consignee, while marine 

superintendents communicate with third-party providers for technical consultation. A shipyard 

can also be contacted if a cyber incident involves a structural damage to a vessel necessitating a 

hull or equipment repair.  

5. Analysis 

A cyber response plan should establish the process regarding the decision to initiate an 

investigation. If a cyber incident involves physical effects requiring prompt containment, 

analysis on a cyber incident may be conducted after such initial response.  

Analysis begins with initial investigation to analyze below and more information:374 

• How the incident occurred; 

• Which IT and/or OT systems were affected and how; 

• The extent to which the commercial and/or operational data is affected; and 

• To what extent any threat to IT and OT remains. 

Further to these, initial investigation should include the contents which may be required 

by external authorities. For example, the national response center will request the following:375 

• Reporting source information; 

• Incident location, including physical address; 

• Type of facility or vessel; and 

• Brief summary of activity and its impact. 

 

 
374 BIMCO et al., Guideline on Cyber Security (4th Ed.), 43-44. 

375 Thomas, “Policy Letter No.08-16,” 5. 
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Collection of evidence 

Because an external investigator cannot readily board the vessel upon a cyber incident 

and even may not do so at all due to prevailing circumstances (e.g. vessel underway), shipboard 

personnel assumes a crucial role in collecting evidence. However, a cyber incident involving a 

physical event can delay such collection, because a muster station for such event usually 

involves the participation of all shipboard personnel. In this consideration, it should be 

considered that existing muster stations specify an officer responsible for evidence collection 

(e.g. photo or snapshot) to ensure the collection even while the response to a physical event is in 

progress. Even if a cyber incident does not involve a physical event, such officer remains 

responsible for evidence collection. 

Disconnection. As a response strategy, disconnection of an affected asset can ensure 

prompt retention of evidence even during such event: Network segregation as part of an access 

control measure increases the effectiveness by containing an impact within an asset. Collection 

of evidence should be in consistent with national or international standards. Especially if 

responses involve the isolation from a network or disconnection from power supplies, measures 

should be implemented to ensure the retention of evidence even after an asset is disconnected 

from networks or power supplies. 

Forensic investigation 

A ship-self investigation may be limited in technical complexity due to the limited 

competency of shipboard personnel. External forensic investigation supports a vessel by 

providing expert consultation on evidence collection. For this purpose, procedures should 

provide the instructions on recording the forensic activities and chain of custody of evidence.376 

 
376 Cichonski et al., “SP 800-61,” 36. 
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In utilizing external forensic service, the confidentiality in accessing the affected shipboard 

system, data, and vessel should be considered and reflected into the agreement with a third-party 

provider beforehand as part of the identification element.  

6. Mitigation 

Mitigation of cyber effects 

Prioritization in mitigation and response activities shall involve below considerations:377 

• Potential damage to and theft of resources; 

• Need for evidence preservation; • Service availability; 

• Time and resources needed to implement the strategy; 

• Effectiveness of the strategy; and • Duration of the solution. 

The likelihood of theft is minimal if a vessel is in port; However, potential damage 

lingers on an affected asset until it is clear from the incident area. If external assistance is 

impracticable in a viable manner, ship-self mitigation actions will be limited to network 

disconnection and the response to physical effects. 

Mitigation of physical effects 

A SMS should already contain procedures on emergency response as per 33 C.F.R. § 

96.250(h)(3): The readiness of a company in the readiness to hazards, accidents, and emergency 

situations. In addition, statutory regulations can impose legal requirements on the response 

protocols to certain emergencies. For example, a non-tanker vessel response plan (NT-VRP) under 

33 C.F.R. Part 155 to prevent the pollution by oil or hazardous material. A liquefied gas carrier is 

required to retain a NT-VRP as per 33 C.F.R. § 155.5015. For a cyber incident involving physical 

 
377 Cichonski et al., “SP 800-61,” 35. 
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events, a cyber response plan may refer to a NT-VRP or parts of SMS on response to 

corresponding events to mitigate physical effects. 

7. Improvement 

The investigation of a cyber incident should contribute to the identification of new 

vulnerabilities, cyber threats, procedural and technical protective measures, cyber threat actors, and 

the lesson learned.378 The system of continuous improvement as part of protection element 

supports the improvement in future response process. For example, a shipboard safety committee 

and management reviews contains the review of incident investigations.379 These opportunities can 

bring the contemplations of all involved in shipboard CRM to identify rooms of improvement. 

Disclosure to public 

If a company may decide to share the information on a cyber incident with other 

organizations, the confidentiality of its sensitive information should be retained, becase a 

compromise of the confidentiality may result in security or liability issues.380 If a cyber incident 

against a US-flagged vessel involves one or more marine casualties listed in 46 C.F.R. § 4.05-1, 

records of the investigation of the incident as per 46 C.F.R Subpart 4.07 become available to the 

public in accordance with 46 C.F.R § 4.13-1.  

F. Recovery 

The recovery element is aimed at restoring affected assets to normal operation. 

Commercial implications of a maritime cyber incident extend the impact of a cyber incident 

 
378 Cichonski et al., “SP 800-61,” 38. 

379 See section VII.C.8 for a shipboard safety committee and management review. 

380 Cichonski et al., “SP 800-61,” 50. 
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beyond cyber effects to legal or contractual liabilities and reputational loss. The extent of this 

element therefore includes the recovery from commercial impacts. 

1. Recovery Plan 

A recovery plan is established as the part of a cyber response plan or a separate plan in a 

SMS. The plan typically contains, but ais not limited to, the following:381 

• Requirements for recovery; 

• Line of responsibility; 

• Plan and procedure; 

• Communication plan and procedure; 

• Off-site storage of resources; and 

• Assets involved in recovery. 

The purpose of the plan is to ensure the recovery of affected assets and of operational status 

of IT/OT assets.382 The previous elements contribute to this purpose. The data flow of shipboard 

systems describes the normal and safe operation baseline to which recovery measures should 

achieve. The corporate and shipboard line of responsibility defines the line of responsibility in 

recovery. Response communication continues as a recovery communication. Asset management 

and maintenance ensures the shipboard readiness of restoration or back-up arrangement. 

2. Recovery of Affected Asset 

The cyberspace of shipboard operations divides recovery measures of affected assets into 

those for IT and OT assets. A SMS and PMS are already capable of the recovery of OT assets by 

providing readily access to spares, stores. Shipboard personnel is expected to already familiar with 

the troubleshooting and recovery of OT assets with a SMS, PMS, and their working knowledge. In 

this consideration, the scope of this category is oriented at recovery of affected IT assets. 

 
381 Michael Bartock et al., “Guide for Cybersecurity Event Recovery,” SP 800-184 

(Gaithersburg, MD: National Institute of Standards and Technology, December 2016), 
https://doi.org/10.6028/NIST.SP.800-184. 

382 BIMCO et al., Guideline on Cyber Security (4th Ed.), 45. 

https://doi.org/10.6028/NIST.SP.800-184
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Recovery of IT assets 

If disconnection is adopted as a response strategy, containment leads to the eradication 

activity in which components of a cyber incident are removed.383 This directs recovery of IT 

assets to an eradication activity of clean-up, restoration, or replacement. 

Clean-up and restoration. If a cyber effect is limited to a computer, the removal of a 

malware or virus with an antivirus software shall suffice, as long as safe and normal operation is 

verified. If a cyber incident renders an OS instable or insecure, restoration rolls back an affected asset 

back to factory or predefined safe configuration. The analysis of a cyber incident will determine the 

direction of restoration activity to software-level restoration or physical replacement. 

 

 
Figure 31. Example of Recovery in Settings menu. Source: Author. 

 

 
383 Cichonski et al., “SP 800-61,” 37. 
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Dedicated software or Recovery in Windows settings (as illustrated in figure 31) is 

utilized for software-level action. If Microsoft Windows is to be restored with an image file 

alone, it should be noted that a cyber incident may render the access to the OS impossible, which 

restricts the access to Windows recovery or safe mode. Asset management solves this concern by 

providing a readily available medium of restoration (e.g. DVD, USB thumb drive). In doing so, 

external provision of an affected OS should be considered. Because third-party software by a 

manufacturer might be installed in an affected OS, restoration measures must ensure that the 

restored OS continues to provide the same service as it has offered during normal operation. 

Replacement. Recovery will necessitate the replacement of affected IT assets if affected 

assets is not operational or if no means of recovery is available. Asset management and maintenance 

is crucial for replacement by maintaining the replacement readily available in a vessel. In the absence 

of a spare equipment, replacement is delayed until a vessel calls a next port to receive a supply.  

Third-party reliance. Shipboard recovery measures are limited to prompt technical 

support without qualified shipboard personnel. 384 Even though they exist onboard, their actions 

may not be as extensive and technical as cybersecurity professional can perform: Their measures 

will mostly involve clean-up, software restoration or hardware replacement. On the other hand, 

due to the third-party nature of shipboard systems, ship-self recovery measures evidently involve 

the access to and modification of third-party assets without the presence and consent of a 

manufacturer: The criticality of affected assets may not allow the time to wait for the consent of 

a manufacturer before recovery. These considerations necessitate the need to consult with third-

party providers beforehand for specific back-up arrangements and restoration processes to 

maintain warranty and ensure the restoration to the operational baseline defined by them. For 

 
384 BIMCO et al., Guideline on Cyber Security (4th Ed.), 45. 
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example, a company may inquire a manufacturer for standard restoration image or DVD and safe 

standard configuration of a system. 

Protection of evidence 

A response plan should be aware that a recovery action may damage or destroy 

evidences.385 For example, restoration of an OS results in the deletion of all system logs and files 

that can be vital for analysis, although the restoration is necessary to recover a computer back to 

normal operation. In addition, as long as shipboard personnel are not trained to have competency 

equivalent to IT experts or such specialists are readily available to reach a vessel, evidence shall 

remain onboard until it is landed ashore to, for example, an investigation center. For this reason, 

provisions to ensure the integrity of evidence should be in place.  

Replacement of an entire desktop is necessary, if a cyber attack inflicted physical damage 

to the asset (e.g. excessive heat). For other cases, the replacement of an affected hard drive or 

RAM achieves the need of restoration, protection of evidence, and operational continuity. The 

replacement of such hard drive and RAM stick ensures that the asset will return to normal 

operation in the manner practicable for shipboard personnel and that the information archived in 

the removed components shall remain intact. This solution also benefits shipboard maintenance 

by saving costs of procurement and spaces taken for retention onboard. After affected 

components are removed as evidence, chains of custody should be managed until evidence 

arrives at its correct destination. While evidence is kept onboard, it should be in a safe and secure 

location which guards it against weather effects, humidity, and intentional or unintentional 

tampering by shipboard personnel. 

 
385 BIMCO et al., Guideline on Cyber Security (4th Ed.), 45. 
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3. Recovery of Reputational Loss 

Any statements (whether controlled or not) on an incident shall entail considerable legal 

and regulatory ramifications. Under the intricate network of the stakeholders involved in 

commercial operation of a vessel, such ramifications are extended to non-financial loss which 

includes reputational loss. Reputational loss further impacts commercial operation of a company 

by causing clients to suspect the cyber resilience, safety, and security performance of a company.  

Media handling 

Media plays considerable role in reputational loss by influencing stakeholders and the 

public. Even though stakeholders may stand for a company, the opinion of the public can induce 

reputational loss by motivating stakeholders to take actions against a company. Therefore, the 

management of public relations is integral part of a response plan. 

Response communication is extended as media handling to mitigate reputational loss. 

The management of media should be appropriate to each stakeholder, while ensuring the 

sufficient provision of information to internal and external key stakeholders.386 For example, 

disclosure to news media should be carefully made to control the confidentiality of information 

and opinion of the public, whereas more comprehensive information is reported to authorities.  

Spokesperson. Master as the representative of a vessel is expected to gain the attention 

of the media. However, author’s review of the STCW 78 indicates that the STCW 78 does not 

require a competency of master on media handling. Given this absence, the interaction of master 

with the media can intentionally or inadvertently aggravate reputational loss. In addition to 

instructions on or education of master on media response, the designation of a spokesperson 

 
386 Bartock et al., “SP 800-184,” 11-12. 
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prevents master or a person without full knowledge of a cyber incident from responding to the 

media and to maintain the confidentiality of the information disclosed to media.387 

4. Recovery of Financial Loss 

If a cyber incident hampers a vessel from performing contractual obligations, the impact 

of such incident extends to financial loss. Before seeking covers from a marine insurance or P&I 

policy, a company will be charted by a charterer or consignee with a liability for a cyber 

incident, especially if such incident involves damages to the cargo carried onboard. Because 

languages of contractual documents govern contracts of carriage, these documents should be 

analyzed to identify the strategies to recover from and protect against financial loss. 

Protection of liability under charter party 

If a charter party incorporates the COGSA with a clause paramount, the COGSA 

continues to delineate the liability under a charter party. If not, an exception clause or equivalent 

one provides protection for a company. For example, article 26 of the LNGVOY describes the 

circumstances under which a vessel, master, and an owner can be exempt from a liability on any 

loss or damage, or delay or failure in performing certain causes explicitly listed in the article.388 

To be protected by the article, a cause should not result from the fault of an owner and exercise 

of due diligence for seaworthiness of a vessel. From the perspective of marine insurance, the 

failure to protect a vessel against a cyber incident can be construed as the failure of due diligence 

for seaworthiness. In this regard, the implementation of shipboard CRM may suffice the exercise 

of due diligence to be protected by an exculpatory clause of a charter party. At the same time, a 

company should carefully develop protective language to argue that the nature of a cyber 

 
387 Bartock et al., “SP 800-184,” 12. 

388 BIMCO and International Group of Liquefied Natural Gas Importers, “LNGVOY,” 11. 
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incident corresponds to one or more of exemptions listed in such exculpatory clause. For 

example, a company can argue that the cause of a cyber incident originates from the latent defect 

of an affected asset that a company cannot predict and exert control even with due diligence. 

Deviation. Article 33 of the LNGVOY allows the deviation of a vessel for the purpose of 

saving life or property or of landing any ill or injured person onboard or for any other 

reasonable.389 Although further analysis of this article in relation to CRM is beyond the coverage 

of this thesis, this article may allow a company to proceed with deviation without any liabilities. 

For example, a deviation may be justified if the extent of a cyber effect is too critical to leave only 

option to deviate to a nearest port for the purpose of saving damaged assets. A deviation may also 

be justified if a cyber incident is the direct cause of an injury. Likewise, a company should 

carefully develop the rationale of a deviation so as to be justified by a Deviation clause. 

Limitation of liability under a charter party 

The liability of a company is clearly defined if a charter party incorporates the BIMCO 

cybersecurity clause. Clause (d) of the BIMCO cybersecurity clause defines the liability for 

breaches of the clause as being up to $100,000 if the amount is left blank.390 

Otherwise, a charter party should be reviewed to identify a clause allowing the 

limitation of liability. In the absence of such clause, the Limitation of Liability Act (46 U.S.C. 

§ § 30501-30512) can be utilized to limit the liability of a company. 46 U.S.C. § 30505 allows 

a company to limit its liability to the value of a vessel pending freight. 46 U.S.C. § 30505(b) 

lists applicable claims, debts, and liabilities as embezzlement, loss, destruction of any property, 

 
389 BIMCO and International Group of Liquefied Natural Gas Importers, “LNGVOY,” 21. 

390 BIMCO, “Cyber Security Clause 2019.” 
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goods, or merchandise shipped on a vessel, loss. Damage, or injury by collision, and any others 

without the privity or knowledge of an owner. To limit a liability in case of a cyber incident, a 

company should file a lawsuit to a district court of the USA as per 46 U.S.C. § 30511 within 6 

months of the notice of a claim.  

Protection of liability under bill of lading 

§ 4(1) of the COGSA states that a carrier or a vessel is not liable for loss or damage 

arising or resulting from unseaworthiness unless such is caused by due diligence of the carrier as 

described in § 3(1) of the COGSA. § 4(2) of the COGSA provides 17 defenses for a carrier for 

uncontrollable causes, such as the act, neglect, or default in the navigation or in the management 

of a ship. In seeking defenses under § 4(1) of the COGSA, the carrier is responsible for proving 

that it has exercised due diligence. A company is also responsible for proving that the cause of a 

loss or damage corresponds to any of the defenses under § 4(2) of the COGSA. To be protected 

by this section, a company should carefully develop defensive language of a cyber incident. For 

example, a company should demonstrate that the cause of a cyber incident is the navigational or 

managerial fault of shipboard personnel. 

Limitation of liability under bill of lading 

The COGSA allows a company to limit its liability even if a company becomes liable. § 

4(5) of the COGSA limits the liability of a company to less than $500 per package, per 

customary freight unit, or the equivalent of that sum in other currency. 

The transportation is liquefied gas cargos differs from that of containers in that the former 

is loaded, carried, and discharged in unpackaged bulk form. Even though the cargo is carried in a 

tank, the tank itself is not unloaded ashore to constitute the delivery of a package. In Shinki Boeki 

Co., Ltd. v. S.S. Pioneer Moon involving the carriage of latex liquid carried in tanks, the district 
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court held that the tanks constitute packages under the COGSA and thus the liability is limited to 

$500.00 per package.391 Contrary to this holding, the court of appeals determined that the tanks 

were not packages and the BL of the case did not make them so, extending the liability to $500 

per customary freight unit.392 In consideration of these rulings, it can be argued that liquefied gas 

cargos in bulk cannot be interpreted as being carried in packages unless a BL clearly defines 

states the quantity as being carried in packages. 

COGSA customary freight unit. The test for a unit under the COGSA section 

consequently shifts to that of a customary freight unit. Although there exist inconsistencies 

among relevant American law cases, one argument is that a customary freight unit is the one 

determined by a BL.393 The Hanover Insurance Co. v. Shulman Transport Enterprises, Inc. case 

ruled that actual damage was determined as the liability over the damages under a customary 

freight unit.394 In this regard, the liability under the COGSA can be significant depending on the 

customary freight unit opted in a BL. For example, with 4,000 barrels of LPG cargos 

approximately equaling to 344 MT, the liability under barrels is significantly larger than that of 

the equal amount in M/T (i.e. $2 million over $172,000). In recognition of these rulings, it is 

recommended to strategically choose the unit in a BL to minimize the liability. 

 

 

 
391 Albert G. Dugan, “Limitation of Liability of Carriers by Sea and by Land” (Cozen and 

O’Connor, 2000), https://www.cozen.com/admin/files/publications/dugan204880.pdf. 

392 Dugan, “Limitation of Liability of Carriers by Sea and by Land,” 11. 

393 Dugan, “Limitation of Liability of Carriers by Sea and by Land,” 11. 

394 Dugan, “Limitation of Liability of Carriers by Sea and by Land,” 13-14. 

https://www.cozen.com/admin/files/publications/dugan204880.pdf
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Covers by marine insurance or P&I club 

Despite the inclusion of cyber aspects in maritime transportation, current marine 

insurance policies are structured in traditional languages, which limits the consideration of a 

maritime cyber incident into a marine risk under these policies.395 With few law cases and limited 

history of maritime cyber incidents available to facilitate the understanding of physical damages 

expected from a cyber incident, the interpretation of a marine insurance is exclusive to the insurer 

so that there may exist no standard covers for a cyber incident.396 Furthermore, the Institute Cyber 

Attack Exclusion Cause (CL 380) 10/11/2003 protects most P&I insurance policies as the 

paramount clause.397 Under this clause, the insured cannot recover the liability or expense “caused 

by or contributed to or arising from the use or operation, as a means for inflicting harm, of any 

computer, computer system, computer software program, malicious code, computer virus or 

process or any other electronic system”.398  

As long as the CL 380 remains in effect for a P&I policy, the insured should resort to 

seeking covers from a marine or non-marine insurance product providing coverage for a cyber 

incident, only if its vessel has been insured by such products for losses, damages, and liabilities 

against a cyber incident. In doing so, a shipowner should confirm that these products do not 

include an exclusion clause that exempts covers by an insurer and prove that all tests on the 

 
395 Dadiani, “Cyber-Security and Marine Insurance,” 34-35. 

396 Dadiani, “Cyber-Security and Marine Insurance,” 37. 

397 Dadiani, “Cyber-Security and Marine Insurance,” 36. 

398 Dadiani, “Cyber-Security and Marine Insurance,” 37. 
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shipowner described in section VII.B.5 are satisfied.399 In doing so, a company should note that 

an insured may not provide covers for liabilities subject to the war risk exclusion.400 

General average 

On certain cases in which a cyber incident necessitates a voluntary sacrifice or 

expenditure to complete a voyage, a company can consider declaring general average to recover 

financial cost in recovering a vessel. Rule A of the York-Antwerp Rules 1994 (YAR 94) 

describes the condition which a company should satisfy to declare general average in case of a 

cyber incident: Extraordinary sacrifice or expenditure voluntary made for the common safety of 

a property involved in a maritime adventure. In this regard, general average over a cyber incident 

can be declared on a narrow basis for such loss or damage as below: 

• Expenditure in a port of refuge made for recovery as per Rule X of the YAR 94; 

• Loss to a vessel or cargo made while attempting to extinguish a fire onboard as per 

Rule III of the YAR 94; and 

• Temporary repairs made as per Rule XIV of the YAR 94. 

Rule IV of the YAR 94 describe that loss or damage by cutting away parts of a ship 

previously carried away or effectively lose by accident shall not be made good as general 

average. This can be interpreted to argue that loss or damage to affected assets during the course 

of a cyber incident cannot be recovered by general average. 

 

  

 
399 p.142. 

400 BIMCO et al., Guideline on Cyber Security (4th Ed.), 47. 
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VIII. CRM of Cargo Handling System of Liquefied Gas Carrier 

 

A. Overview 

The case study of this chapter was conducted during one voyage. Although the vessel is 

not registered to the USA, it is assumed to be the US-flagged vessel owned by an entity 

registered to the USA. The case study reviewed only the following documents on the vessel: 

• DoC;  • SMS; 

• Safety and environmental protection policy; 

• PMS and maintenance records; 

• Drawings, certificates, and technical documentations of the system; 

• The most recent BL at the time of this case study; and 

• Marine insurance and P&I policy.  

For the purpose of confidentiality and academic integrity, this author states that the 

following limitations were proposed, accepted, and applied: 

• Title and contents of the above documents are not disclosed. The contents of a VSP 

str not disclosed even indirectly for confidentiality. References to the MTSA shall 

instead be made; 

• Specifications of the subject vessel and equipment are not disclosed. The operating 

pattern of the vessel is not disclosed; and 

• This case study is limited to the observation of the system and the review of the 

documents as listed above. No alteration of configuration, penetration test, or 

vulnerability scanning had been conducted. No interviews of shipboard personnel 

were conducted. 
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Limitations and disclaimers to the case study are presented as footnotes hereafter. 

B. Identification 

Table 15 presents existing measures and additional measures under identification 

element.401 Discussions are made for tables hereafter where elaboration is deemed necessary. 

 
TABLE 15 . Existing and additional measures under identification element 

Category Existing measure(s) Additional measure(s) 
Inclusion of maritime 
CRM into safety and 
environmental 
protection policy 

• Broad relevance of the 
current policy 

• Explicit statement on shipboard 
CRM 

Allocation of shoreside 
role and responsibility 

• Allocation from the context 
of the MTSA 

• Revision to reflect the in-
company line of responsibility 
under 33 C.F.R Part 96 

Allocation of shipboard 
role and responsibility 

• Traditional shipboard 
structure 

• Relation to CRM of the system 

Identification of 
responsibility and 
liability with third 
parties 

• Procedure to review and 
respond to the needs of 
stakeholders and their 
regulatory or commercial 
requirements 

• Process of the evaluation of 
third-party service providers 
(including an agent) 

• Inclusion of the evaluation of 
cyber resilience of third-party 
providers 

• Inclusion of CRM and cyber 
resilience requirements to an 
agent 

• Inclusion of the Himalaya 
clause to a BL 

Identification of 
contractual relationship 
with commercial 
entities 

• Procedure on the review of 
contracts  

• Clause paramount in a BL 

• Use of the procedure to 
negotiate future contracts and 
facilitate the protection of 
liabilities from a cyber incident 

Identification of 
shipboard system 

 • Identification and maintenance 
of contact point to the 
manufacturers 

Identification of gap for 
training and education 

• Internal training program on 
shipboard cybersecurity 

• Requirements on the 
competency on shipboard CRM 

• The gap for an ETO 

Source: Author. 
 

401 The existing measures introduced in table 14 and thereafter are not intended to 
evaluate or endorse their quality or CRM posture of the company. They are for illustrative 
purpose only, not intended to represent general CRM posture of shipping companies. 
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1. Inclusion of Maritime CRM into Safety and Environmental Protection Policy 

Following languages of the current safety and environmental protection policy can be 

interpreted to indirectly relate to maritime CRM: 

• Delivery of cargo in due time and in optimal condition; 

• Dedication to the prevention of property loss and to environmental protection through 

comprehensive risk identification; 

• Compliance to domestic and international requirements; 

• Implementation of the requirements of stakeholders; and 

• Continuous improvement. 

The first item can be interpreted in the manner that describes the resiliency requirement as 

being in optimal condition. The second item relates to risk identification and assessment under 

Identification element. The third and fourth item ensure that the company is dedicated to complying 

with the IMO resolution MSC.428(98) and the requirements of stakeholders. The last item clearly 

corresponds to continuous improvement category of the protection element. However, the clear 

inclusion of shipboard is recommended to demonstrate explicit dedication to shipboard CRM. 

2. Allocation of Shoreside Role and Responsibility 

Table 16 presents the responsibilities of shoreside personnel for shipboard CRM. In 

consideration of table 15, the existing company CRM structure should be revised to correspond 

to 33 C.F.R Part 96 (as illustrated in figure 16 in p.132). On the other hand, table 16 

demonstrates that the operational administration of shipboard CRM is the collaborative efforts of 

various shoreside personnel. For example, consultation with third-party manufacturers of the 

system is the responsibility of the technical superintendents, supported by IT team and safety 

superintendents. Although such communication may be frequently made while preparing for the 



215 
 

 

implementation of shipboard CRM, it will continue after the preparation with the continuous 

improvement category of the protection element. 

 
TABLE 16 . Responsibilities of shoreside personnel 

Entity Responsibility 

DP • Overall responsibility as outlined in 33 C.F.R § 96.250(c) 
• Ensuring the effective implementation of a shipboard CRM process  

IT team 

• Operational implementation and monitoring of a shipboard CRM process 
• Administration of shipboard cyber response plan 
• Development and implementation of trainings and educations 
• Response to a cyber incident 
• Supporting superintendents and vessels for technical aspects of IT 

management 

CySO 

• Execution of regular and irregular risk assessment and audit 
• Revisions to a shipboard CRM process 
• Administration of confidentiality contracts with third parties and in-

company personnel 

Safety 
superintendents 

• Preparation of and response to third-party inspections (e.g. TMSA, 
SIRE) 

• Execution of shipboard internal audits 
• Supporting IT team, CySO, technical superintendents, and vessel for 

safety aspects of cargo operations 

Technical 
superintendents 

• Communication with third party service providers for technical advises 
to shipboard OT systems of the system 

• Daily management of confidentiality contracts with third parties 
• Supporting IT team, CySO, and safety superintendents, and vessel for 

technical aspects of the system 
Vessel 
operators 

• Supporting IT team, CySO, and vessel for commercial aspects of cargo 
operations (e.g. charter party, BL) 

Source: Author. 

3. Allocation of Shipboard Role and Responsibility 

Figure 16 (in p.132) presents shipboard structure which is equally applicable to the case 

study. Table 17 presents the responsibilities of shipboard personnel for the system.  
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TABLE 17 . Responsibilities of shipboard personnel 

Personnel Responsibility 

Master • Overall responsibility in shipboard CRM 
• Designation as shipboard CySO 

C/O 
• Cargo operations 
• Risk management of the deck and cargo operations 
• Management and maintenance planning of the system 

Navigation 
officer 

• An officer of a cargo watch during his or her designated watch time 
• Perform and record the cargo operation as per C/O’s instruction 

Chief engineer • Overall responsibility for shipboard maintenance and PMS 

Cargo engineer 
• Operation and maintenance of a cargo handling system while reporting 

to C/E and C/O simultaneously 
• Assistance to C/O for cargo operations 

Deck rating 

• A watch rating during his or her designated watch time 
• Monitor the progress and safety as per C/O’s and officer’s instruction 
• Involvement to maintenance operations as per C/O’s and cargo 

engineer’s instruction 

Source: Author. 

4. Identification of Responsibility and Liability with Third Parties 

Relationship with ship managers 

According to a DoC, the company is the holder of the certificate. The company does not 

delegate ship management to ship managers, therefore no external responsibilities and liabilities 

exist. Consequently, the company is responsible for implementing shipboard CRM to its fleet. 

Relationship with agent 

The most recent BL does not include a Himalaya clause. Due to the absence of the 

Himalaya clause, the company can be exposed to liabilities (e.g. off-hire under a charter party, 

contractual liability under a BL) imposed on an agent due to a cyber incident.  
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5. Identification of Contractual Relationship with Commercial Entities 

Relationship with P&I club 

According to the rule book of the P&I club to which the subject vessel is registered, the 

subject vessel is requested to ensure that: 

• It is classified to a classification society approved by the club and approved by a 

government authority; and 

• It complies with the rules, recommendations, and requirements of a classification 

society and government authority. 

However, no explicit requirements are found for the system. 

Relationship with marine insurer 

The hull & machinery insurance policy of the subject vessel explicitly requires the 

warranty that the subject vessel is classed to a member of the IACS and maintains the 

classification. No explicit requirements are found for the system again. 

6. Identification of Shipboard System 

Figure 32 (in p.220) presents the components, dependencies, and data flows of the system. 

IAS consoles as a set of computers, processors, server, and firewall and a loading computer 

correspond to IT assets; others are OT assets interfacing with IT ones. IT assets belong the 

manufacturer of the system, whereas OT belong to their respective manufacturers. Figure 32 

demonstrates how an OT asset is connected to an IT one: Analogue sensory data from an OT asset is 

translated into digital data through processors. IAS consoles utilize digital data to give operational 

instructions (e.g. start, control, and stop) to OT equipment and enable alarm and monitoring. 

The system is physically isolated from the rest of shipboard systems and external 

networks. Connection is only made to a shipboard administrative system in the manner that the 
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latter system can only monitor select screens of the IAS consoles. A firewall limits the access 

from other shipboard systems to the system. Access is consequently limited to either physical 

access or indirect access to IAS consoles through such human-machine interface (HMI) as USB 

ports, monitors, and printers. For example, data access is conducted by the direct connection to 

the system through an ethernet cable or by exporting it to a USB thumb drive which is then 

inserted to a shipboard computer. Likewise, communication of information is limited to 

exporting original data of the system. 

Identification of critical functions and equipment 

The order does not indicate the criticality of one asset over another. 

IAS. An IAS is at the center of a cargo handling system which controls all OT equipment. 

If the IAS consoles are rendered inoperable, centralized supervision and instruction cannot be 

realized. All operations should therefore be conducted and monitored from each OT equipment. 

Cargo pump. A tanker vessel cannot discharge cargos in case of the failure of a cargo pump, 

the consequences of which are, for example, operational and financial (e.g. demurrage). 

Cargo compressor. A VLGC cannot control boil-off gas in case of the failure of cargo 

compressors. It cannot conduct tank change operations and special operations for dock repairs 

(e.g. sparging of cargo tanks).402 The consequences of such failure are also, but not limited to, 

operational and financial and increase the threat of excessive vaporization. 

Loading computer. A loading computer is utilized for below and more tasks: 

• Measurement of draft, trim, list, deadweight, and displacement; 

• Calculation of stability and longitudinal strength; and 

 
402 Definition of tank change operation is located in glossary of terms. 
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• Calculation of the quantity of cargo onboard. 

The failure of a loading computer results in the circumstance in which a vessel engages in 

voyages under unsafe condition or which cargo quantities cannot be accurately measured. 

Temperature, level, and pressure indicators. A VLGC has limited means of measuring 

temperature, level, and pressure of cargo tanks, because cargo tanks are enclosed spaces carrying 

liquefied gas cargos. Thus, shipboard personnel significantly rely on temperature, level, and 

pressure indicators to understand the cargo condition and ensure safe cargo operations. 

Ballast handling system. A ballast handling system is crucial to maintaining safe trim, list, 

and stability of a vessel so as to sustain seaworthiness throughout a voyage and cargo operation. 

Gas detection system. A gas detection system continuously monitors the concentration 

of petroleum gases in enclosed spaces and accommodation. It is crucial in detecting cargo 

leakage and protecting accommodation and shipboard personnel from the ingress of cargo vapor. 

Cargo overfill protection system. The failure of a cargo overfill protection system 

results to the circumstance in which a cargo tank is loaded beyond safe level, which increases the 

threat of cargo leakage and excessive vaporization. 

Emergency shutdown system. An emergency shutdown system (ESDS) enables 

immediate response to cargo leakage to minimize the consequences of cargo-related accidents. 
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Figure 32. Diagram of subject cargo handling system. Source: Author. 
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7. Identification of Vulnerabilities and Attack vectors 

Table 18 and forthcoming discussions present the vulnerabilities of the system. The order 

of each category is based on the criticality perceived by this author. 

 
TABLE 18 . Vulnerabilities of the system 

Category Vulnerability 

Third-party 
reliance 

• Vulnerabilities in communication 
• Procedural vulnerability in response and recovery 
• Absence of information on standard configuration 

OS management 

• Microsoft Windows of IAS consoles is outdated. 
• Update has not been applied. The Windows update function is found 

disabled. 
• No antivirus software is installed to IAS consoles. 
• IAS consoles is not fitted with the means to scan USB thumb devices 

prior to the insertion. This means that USB thumbs are available 
immediately after insertion without being scanned for virus. 

• Hard drive is not encrypted. 
• Recovery policy is not implemented. 
• Backup management is not implemented. 

Credential 
management 

• Account of the Microsoft Windows which powers an IAS program is an 
administrator. 

• The OS is not protected by passwords, meaning that no password is 
required in activating the OS and the IAS program 

Communication 

• No means are available for shipboard personnel to access and configure 
the firewall 

• No documented evidence of shipboard or shore-based maintenance of a 
firewall 

Human factor • Insider threat 
• Social engineering 

Physical threat • Overheating 
• Excessive humidity 

Source: Author. 

Third party reliance 

Because all components of the system are proprietary assets of various third-party 

manufacturers, there exists a constant need to consult with these manufacturers in implementing 

shipboard CRM to the system. Although the vessel can implement user-level measures in 
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implementing shipboard CRM to the system, those at more technical level shall mostly be 

performed by the manufacturers. Maintenance, update, and technical response and recovery 

measures are consequently reliant on them. Even though the company can modify the system or 

its configuration as part of CRM measures, doing so may void a warranty and future supports 

from the manufacturer. This limitation invokes a constant need to consult with the manufacturers 

in formulating and implementing a shipboard CRM process. Even if the external consultants 

other than manufacturers can be consulted to identify additional measures, it is probable that the 

technical nature and OT aspects of the system eventually necessitates consultation with the 

manufacturers. Consequently, constant reliance to manufacturers renders third-party reliance to 

be the significant vulnerability of the system, as this confined the extent to which the company 

can exert own controls over the system. 

Communication. The absence of the contact information of third-party providers 

contributes to the vulnerability of social engineering in which shipboard personnel are unaware 

of proper contact points. At the same time, response and recovery activities can be challenged by 

the failure to identify the third-party entity responsible for providing relevant supports, which 

poses a procedural vulnerability in response and recovery. 

OS management 

Only the administrator account of the IAS program can close the program and access the 

OS. When users gain access to the OS, they obtain all privileges as the administrator of the OS. 

For the same reason, they can manipulate programs and services powering the IAS program. 

This reveals that the access to the OS is not readily available without the access to the 

administrator of the IAS program. 
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The non-disclosure of the administrator account of the IAS program is undeniably an 

effective solution for credential management. However, shipboard maintenance, recovery, and 

response for the OS may require the readily access to such account. If the information on 

administrator account is not available onboard, the vendor should be contacted to know the 

administrator password of the IAS program for these purposes. Such consultation necessitates 

the delivery of the administrator credential in an unsecure medium (e.g. email or documentation). 

Therefore, the measures for the vulnerabilities of OS management requires those for credential 

management to ensure that the OS is accessed in controlled and secure manner. 

Communication vulnerability 

Because the system is isolated to other shipboard systems and the shore by physical 

isolation and a firewall, the communication vulnerabilities are limited to those of network 

protocols functioning the system.403  

Network. Serial cables and Modbus TCP are the connections commonly made to 

interface OT equipment to a SCADA: NMEA 0183 and 2000 protocol is commonly used for 

navigation equipment.404 Ken Munro found the vulnerabilities in a serial interface to an ECDIS 

as default passwords used in converters and man-in-the-middle attack.405 

 
403 Details on cable connections and network protocols in use shall not be disclosed for 

confidentiality. Discussions are made in general language for common connections and 
protocols. Author’s access to a firewall was beyond the coverage of this case study. 

404 Definition of modbus TCP is located in glossary of terms. 

405 Ken Munro, “Hacking Serial Networks on Ships,” Pen Test Partners (blog), June 25, 
2018, https://www.pentestpartners.com/security-blog/hacking-serial-networks-on-ships/. 
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Modbus TCP protocol is found to contain below vulnerabilities:406 

• Lack of data encryption; • Lack of session structure; 

• Absence of integrity check and authentication; and 

• DoS attack. 

NMEA 0183 protocol is found to contain the vulnerability in lack of authentication and 

encryption.407 The vulnerabilities of the NMEA 2000 protocol are found as below:408 

• DoS attack; • Absence of integrity check; 

• Fault in acknowledgement mechanism; and 

• Lack of encryption. 

Network printer. The ubiquity of network printers adds network printers as a 

considerable vulnerability in IT management. Jens Müller et al. found the following 

vulnerabilities of commercial network printers:409 

• DoS; • Physical damage; 

• Information disclosure; • Manipulation of printed contents; 

• Access to memory and file system; and 

• Bypassing protection by forcibly returning to factory defaults. 

 

 
406 Benbenishti Liron, “SCADA MODBUS Protocol Vulnerabilities,” Cyberbit (blog), 

April 13, 2017, https://www.cyberbit.com/blog/ot-security/scada-modbus-protocol-
vulnerabilities/. 

407 Hyra, “Analyzing the Attack Surface of Ships,” 60-61. 

408 Hyra, “Analyzing the Attack Surface of Ships,” 60-64. 

409 Jens Müller et al., “Exploiting Network Printers,” https://www.blackhat.com/docs/us-
17/thursday/us-17-Mueller-Exploiting-Network-Printers.pdf. 
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Human factor 

As a hypothetical US-flagged vessel, the requirement of manning all American citizens as 

per 46 U.S.C. § 8103 rules out the potential for the vulnerability caused by diverse nationalities of 

shipboard personnel.410 Still, the vulnerability of insider threats remains with isolated or colluded 

motivations. For example, a cyber incident can be caused by unsatisfaction with working condition 

or collusion with rivals for financial motivations. Social engineering is another vulnerability to 

triggering such incident to manipulate shipboard personnel to nefariously or unintentionally 

contribute to the incident. Even if shipboard personnel have no contribution to a cyber attack, 

visitors are another medium to initiate an attack with or without nefarious intentions. 

Physical threat 

The accommodation of a liquefied gas carrier has limited means of openings to circulate air 

inside it, because of the safety needs to minimize the exposure to hazardous area on deck. For 

example, article 3.2.4.2 of the International Code for the Construction and Equipment of Ships 

Carrying Liquefied Gases in Bulk, as amended, (IGC Code) requires the windows on the front and 

side of the accommodation to be non-opening type.411 With limited means of ventilation from the 

accommodation, dust circulates within the accommodation and thus has limited chance of being 

purged from the accommodation. Dust accumulated over exhaust fans of a computer shall then 

cause overheating and subsequent failure of a computer. If a shipboard air conditioning system 

does not safely control temperature and humidity of the spaces surrounding IAS consoles, physical 

threats of dust, temperature, and humidity exists to cause physical breakdown of IT components. 

 
410 See p.49 for the discussion on nationalities onboard as a challenge to shipboard CRM. 

411 International Maritime Organization, “International Code for the Construction and 
Equipment of Ships Carrying Liquefied Gases in Bulk, as amended” (2014). 
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Attack vectors 

TABLE 19 . Attack vectors to the system and their scenarios 

Attack vector Attack scenario(s) 

APT A cyber threat actor utilizes one or more attack vectors in this table. 

Backdoor Backdoor is installed to enable cyber attacks during a next boarding service. 

Brute force The passwords of IAS program are found by a brute force attack to escalate 
privileges for further cyber attacks. 

Disruption of 
supply chain 

Communication between a vessel and third-party manufacturer is 
manipulated by a man-in-the-middle attack to cancel or delay the delivery of 
spares or boarding services. 

Dumpster diving A visitor scavenges trash bins or garbage lockers to glean confidential 
information from disposed documents. 

Keylogger Keylogger is installed to the system during a boarding service as a dedicated 
device or software installed in Microsoft Windows.  

Logic bomb Logic bomb is installed to Microsoft Windows to trigger one or more attack 
vectors in this table at certain time of a day. 

Macro A macro is provided during a boarding inspection or remote instruction to 
be injected to Microsoft Windows and manipulate the system. 

Physical 
destruction 

• A visitor physically destroys one or more components of the system. 
• IAS consoles fail due to excessive overheating or humidity. 

Port scanning A visitor scans open ports to exploit vulnerabilities. 

Shoulder surfing A visitor looks over the activity of shipboard personnel to glean confidential 
information. 

Social 
engineering 

• Shipboard personnel or visitors are manipulated to trigger one or more 
attack vectors in this table or damage the system. 

• Shipboard personnel are provided with remote instructions that trigger 
one or more attack vectors in this table or damage the system. 

Trojan A trojan is provided during a boarding inspection or remote instruction to be 
injected to Microsoft Windows. 

Unauthorized 
access 

A visitor enters a CCR or cargo area on deck without the authorization or 
supervision of shipboard personnel. 

Virus, worm, 
ransomware, 
malware, and 
rootkit 

Virus, worm, malware, malware, or rootkit is injected to the OS of the IAS 
consoles 

Zero-day attack A visitor initiates a zero-day attack with unknown attack vector. 

Source: Author. 
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Table 19 identifies and describes how each attack vector can be exploited to initiate a 

cyber attack to the system.412  

8. Identification of Cyber Threat Actors 

TABLE 20 . Cyber threat actors and their attack scenario against the system 

Cyber threat 
actor Attack scenario(s) 

Extortionist 
An extortionist disguised as a legitimate boarding service engineer injects a 
malware, virus, ransomware, or other attack vectors to enable further 
boarding service and for personal economic gains. 

Information 
broker 

An information broker trades the specifications or vulnerabilities of the 
system with other cyber threat actors for profits. 

Crime facilitator A crime facilitator initiates a cyber attack under the instruction of another 
cyber threat actor. 

Digital robber A digital robber steals the configuration or information of IAS consoles to 
sell them to information brokers. 

Scammer and 
fraudster 

They manipulate shipboard personnel with social engineering technique to 
provide false remote instructions that actually damage the system. 

Cracker A cracker initiates a cyber attack for mere fun or to boast his or her capacity 
to colleagues. 

Insider413 

• A negligent seafarer without malicious intents do not follow 
cybersecurity instructions and procedures unintentionally. 

• A seafarer with limited IT competency initiates a basic cyber attack due 
to personal reason (e.g. dissatisfaction with working condition onboard). 

• A seafarer with high IT competency initiates an APT. 
• A seafarer is manipulated by external cyber threat actors for a cyber 

attack. 

Terrorist A terrorist initiates a cyber attack to trigger significant cargo leakage or 
explosion in an American port. 

Hacktivist A hacktivist initiates a cyber attack under a political (e.g. political dissent 
toward the USA) or social (e.g. environmental protection) motivation. 

State actor A state hostile to the USA initiates a cyber attack to inflict damage to the 
subject vessel and port (if the vessel is in an American port). 

State-sponsored 
network 

A state-sponsored network initiates a cyber attack under the instructions 
from a state actor. 

Source: Author. 
 

412 Order of table 19 does not indicate the criticality or likelihood of an attack vector. 
Attack scenarios are provided to be non-exhaustive. 

413 Lagouvardou, “Maritime Cyber Security,” 50-51. 
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Table 20 builds on the taxonomy of section VII.B.7 to identify and describe how and why 

each cyber threat actor initiates a cyber attack. Network isolation of the system decreases the 

potential in which a cyber threat actor can be remotely connected to the system for a cyber 

attack. Even though remote connection becomes possible, operation at sea limits the methods to 

ensure reliable connection for a cyber attack. In this regard, attack vectors mostly relate to a 

nefarious boarding activity, manipulation of shipboard personnel, or insider attack. 

9. Identification of Cyber Threats 

Below list of the cyber threats to the system indicates that a cyber incident can induce 

physical effects.

• Unauthorized access; • Insider threat; 

• Loss of integrity of input and output data; 

• Loss of availability of input and output data; 

• Equipment failure; 

• Cargo-related accidents; 

• Fire and explosion; and 

• Cyber attack. 

Unauthorized access 

Because shipboard personnel with security duties are authorized to access a CCR or cargo 

areas on deck, unauthorized access most pertains to visitors. Given network isolation of the system 

and physical isolation of the vessel at sea, unauthorized access is most likely realized as physical 

unauthorized access by visitors. For example, a cyber threat actor disguised as a legitimate 

boarding service engineer accesses IAS consoles in unauthorized manner to inject a malware to 

initiate a cyber attack. If such person regularly boards the vessel, he or she can install a backdoor 

or keylogger to retrieve them later in order to initiate another cyber attack in the future. Likewise, 

unauthorized access paves the way to subsequent cyber threats that harm the safety of the vessel.  
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Insider threat 

Whereas the cyber threat of unauthorized access can be mitigated by visitor controls 

implemented by the MTSA, insider threats are yet to be so until the gap in training and education is 

addressed. Because shipboard personnel are authorized to access a CCR and cargo areas on deck, 

they can be remotely manipulated by social engineering to contribute to a cyber attack, even though 

no cyber threat actor actually visits the subject vessel. The constant access to the Internet through a 

VSAT terminal aggravates this cyber threat in that they are exposed to cyber threat actors in the open 

Internet. Whereas official communications between the shore and the subject vessel through 

shipboard administrative computers can be monitored and controlled by shipboard CRM, private 

communication via personal IT devices of shipboard personnel may not be effectively regulated. 

Under this circumstance, shipboard personnel become crime facilitators if their motivations 

meet those of cyber threat actors. For example, shipboard personnel are approached by a terrorist 

or hacktivist in a SNS and manipulated by social engineering to contribute to a cyber attack. Even 

in the absence of nefarious intention, insufficient training and education can cause shipboard 

personnel to mistakenly or accidentally initiate a cyber attack. For example, shipboard personnel 

insert their personal USB thumb drives infected with a malware to IAS consoles to export reports.  

Loss of integrity of input and output data 

The loss of the integrity of input data renders the indications of IAS consoles inconsistent 

with OT equipment or entirely unavailable. Driven by inaccurate presentation of input data, a C/O 

may make unsafe decision for cargo operations which threats safe operation of equipment. For 

example, article 19 of the LNGVOY states that cargo measurement for freight is to be conducted 

during a final custody transfer documentation upon the completion of a cargo operation in port.414 

 
414 BIMCO and International Group of Liquefied Natural Gas Importers, “LNGVOY,” 9. 
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The loss of the integrity of cargo temperature, pressure, or liquid level contributes to incorrect 

calculation between the actual quantity onboard and that calculated by a C/O and a charterer’s 

representative. This error then contributes to the claim on the discrepancy in cargo quantity between 

ship’s calculated figure and that in a BL and the freight of lesser amount than what is payable from 

actual quantity onboard. In addition, loss of the integrity of output data gives operational instructions 

which are unsafe for either OT equipment or cargo operations. For example, a remote valve might be 

closed, contrary to the instruction to open it. Or a cargo compressor may run, even with the 

instruction to stop it. These examples demonstrate that this threat aggravates the threat of equipment 

failure or cargo-related accidents and eventually commercial liabilities. 

Loss of availability of input and output data 

Loss of certain input data leaves shipboard PIC with no means to find such data, depending 

on the nature of OT equipment. For example, a C/O may have no means of measuring a cargo 

liquid level on the failure of a radar-based liquid level detection system. Subsequent failure to 

perform ship’s cargo calculation leads to the delay in departure until relevant component is 

repaired, which exposes a vessel to the non-payment of demurrage and off-hire. In addition, the 

loss of the availability of output data causes an OT equipment to inadvertently respond to one or 

more operational instructions. For example, a cargo pump may fail to run even with the instruction 

to do so, which leads to operational delay and potential non-payment of demurrage and off-hire 

(depending on the length of the delay). These examples demonstrate that this threat implies the 

same ramifications as the threat of loss of integrity of input and output data has. 

Equipment failure 

Operational errors expose the system to the threat of equipment failure, if such errors 

cause OT equipment to run beyond safe operational threshold. For example, the failure to control 
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and stop a cargo pump in safe manner during a stripping operation aggravates cavitation effects 

with can damage the equipment. 415 Or such failures can hamper precise control required in 

certain cargo operations. For example, article 15.3 of the IGC Code defines the default loading 

limit at reference temperature as 98% of the capacity of a cargo tank.416 During a topping-off 

operation in a loading operation, the failure of certain remote valves may prevent the closure of 

remotely controlled liquid filling valves in due time, thus leading to excess loading over the 

filling limit.417 Furthermore, this threat shall leave a vessel with unsafe stability for a voyage. For 

example, the failure to control a ballast handling system results in unsafe trim, list, or stability 

for a cargo operation and next voyage. These examples demonstrate that this threat shall also 

introduce significant operational ramifications. In addition, the failure of the IAS consoles by, for 

example, a malware, renders centralized supervision and monitoring impracticable, which 

necessitates local monitoring and supervision to all OT devices. 

Cargo-related accidents 

It is unlikely that LPG cargo is exposed to ambient environment while contained in the 

system. However, an equipment failure can contribute to the cargo leakage in liquid or vapor 

forms. The effects of cargo-related accidents include, but are not necessarily limited to, pressure 

surge, leakage, and health risk, all of which aggravates operational delay, liabilities, and medical 

compensation to injured shipboard personnel. For example, a cyber incident leading to line burst 

and subsequent injury caused by pressure surge shall lead to a rejection to future operation by a 

terminal, contractual liability of an off-hire, and medical compensation for the injured. 

 
415 Definition of stripping operation is located in glossary of terms. 

416 International Maritime Organization, “2014 IGC Code, as amended”. 

417 Definition of topping-off operation is located in glossary of terms. 



232 
 

 

Pressure surge. An inadvertent cessation of the liquid flow in a pipeline (e.g. instantaneous 

activation of an ESDS) causes the flow to resonate back to the pipeline at the speed of sound, which 

may cause the liquid to rupture on deck if the back pressure exceeds the tolerable strength of a 

pipeline.418 This effect presents a significant threat in that it potentially results to a cargo leakage and 

a damage of pipelines or OT equipment. A pressure surge can also be caused by a cyber attack 

leading to the equipment failure to open a remote valve in due time or suddenly close such valve. 

Leakage. Liquefied propane cargo is kept at the temperature of about -40⁰C (-40⁰F) for 

refrigerated transport in a VLGC. The difference between the low liquid temperature and ambient 

temperature causes the liquid to be rapidly evaporated into vapors. In this regard, a propane cargo 

can be spilled on deck in vapor forms from, for example, a vent mast on deck. After such spillage, 

it is accumulated on deck, because the density of the cargo is heavier than that of the air. If the 

concentration of LPG cargo on deck meets the flammable range of the cargo, the accumulation on 

deck has the potential to create a flammable area which can lead to the threat of fire and explosion. 

A cyber threat can introduce a leakage by, for example, the failure of a compressor due to loss of 

the integrity or availability of an operational instruction and the subsequent failure to contain safe 

tank pressure which leads to pressure relief through a vent mast. 

Health risk. The effects of a cargo leakage extend to health risks. LPG cargo, especially 

propane, has the hazard of frostbite to eyes and skin in both liquid and vapor form. The impacts 

to health on the inhalation of LPG vapor are headaches, dizziness, reduced alertness, fatigue, and 

asphyxiation (depending on the concentration of LPG vapor inhaled).419 If a cargo leakage by a 

 
418 International Chamber of Shipping, Tanker Safety Guide - Liquefied Gas, 3rd ed. 

(London, United Kingdom: Marisec Publications, 2018). 

419 International Chamber of Shipping, Tanker Safety Guide, 214. 
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cyber incident involves a personal injury due to, for example, asphyxia, this threat is extended to 

impose health risks to shipboard personnel. 

Fire and explosion 

With the presence of flammable LPG vapor and oxygen in the air, fire may be just one 

step behind realization until the introduction of a source of ignition. The ramifications of a vapor 

leakage by cyber incident consequently extend to the threat of fire and explosion. Given below 

discussions, the threat of use of the vessel itself as a weapon or as a means to cause damage or 

destruction in 33 C.F.R § 104.305(c) applies to this cyber threat in that fire and explosion can 

cause further damage to adjacent facilities or vessels. 

Fire. A pool fire can occur over a flammable area caused by the leakage, whereas a jet 

fire can occur from a small opening from a valve or cargo equipment. For example, a leakage 

from a pipeline can evolve to a jet fire, whereas the accumulation of vapors can lead to a pool 

fire. The threat of a jet or pool fire is that fire can propagate to other areas or damage equipment 

in vicinity under the prevailing wind speed and direction. Furthermore, an attempt to extinguish a 

jet fire extinguishing attempt may contribute to additional vapor cloud and flashback by re-

ignition from that vapor layer. In consideration of these arguments, the effects of a cyber incident 

leading to a fire extend to physical damage on OT equipment which in turn endangers the 

system, the subject vessel, and even the surroundings. 

Explosion. If an oil spill is the catastrophic damage of an oil tanker, an explosion is that 

of a liquefied gas carrier. Because an LPG cargo is contained in a cargo tank, a boiling liquid 

expanding vapor explosion (BLEVE) is the possible explosion of a VLGC.420 Actually, in 

 
420 Definition of boiling liquid expanding vapor explosion is located in glossary of terms. 
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addition to the fact that there have been no instances of a BLEVE on liquefied gas tankers, the 

likelihood of a BLEVE inside a cargo tank is minimal.421 

However, if a BLEVE were to happen, consequences are so significant to render a VLGC a 

floating bomb. For example, five BLEVEs to LPG storage tanks in Chiba refinery of Cosmo Oil Co., 

Ltd. due to the 2011 Tohoku earthquake caused 6 injuries and slight damages to residential or other 

areas in vicinity (e.g. broken glass, blown light-materials).422  In this accident, the largest fireball 

from the first BLEVE that triggered subsequent BLEVEs was calculated to be 350~400m (382~437 

yards) in diameter and 450m (492 yards) in height.423 Li Jianhua and Huang Zhenghua found that a 

BLEVE of a hypothetical 147,000 m3 LNG carrier would extend to 2,300m (1.42 miles) to inflict 

fatality, second degree, or first degree burn (depending on the distance from the explosion).424 

The BLEVE of a liquefied gas carrier poses a significant threat to adjacent facilities in 

that its blasting power and heat radiation can potentially trigger further explosions. A cyber 

incident leading to a fire can initiate a BLEVE if another cyber incident render the system fail to 

contain the fire and operate a cargo compressor to contain excessive vaporization. 

Cyber attack 

This threat is the broadest threat which can cover all cyber threats heretofore. In addition to 

the above cyber threats, other ones that are not categorized into them relate to this threat. For 

 
421 International Chamber of Shipping, Tanker Safety Guide, 150.  

422 Hiroshi Koseki, Xinrui Li, and M. Sam Mannan, “Huge Damages in Chemical and Oil 
Complexes after 2011 Tohoku Earthquakes in Japan,” in 14th Annual Symposium (Beyond 
Regulatory Compliance: Making Safety Second Nature, College Station, TX, 2011), 
http://pscmembers.tamu.edu/wp-content/uploads/058-Li.pdf. 

423 Koseki, Li, and Mannan, “Huge Damages in Chemical and Oil Complexes,” 7. 

424 Li Jianhua and Huang Zhenghua, “Fire and Explosion Risk Analysis and Evaluation for 
LNG Ships,” Procedia Engineering 45 (2012): 70–76, https://doi.org/10.1016/j.proeng.2012.08.123. 
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example, a cyber incident not affecting the physical world pertain to this threat. The threat of 

attacks from seaward while at berth or at anchor and attacks while at sea in 33 C.F.R § 104.305(c) 

also relate to this threat, depending on the operational pattern of a vessel at the moment of a cyber 

incident. The risk of terrorism applies to this threat, if a cyber incident is initiated by a terrorist, 

state actor, or state-sponsored network with the purpose of terrorism. 

10. Assessment of Cyber Risk and Risk Tolerance 

Appendix 6 presents the risk rating to the critical assets and the supporting rationales. 

Risk impact values of the IAS and the loading computer as IT assets are significantly higher than 

other assets without the application of implemented security and even after such application. The 

limit of risk tolerance introduced in p.155 is utilized for this case study.425 Despite high risk 

impact values, the mitigated risk rating of the IAS and the loading computer corresponds to 

acceptable risk. The risk impact values of OT assets are also within acceptable limit. This 

finding demonstrates that, despite potentially significant consequences of physical threats, OT 

assets contains low cyber risks due to less attack probability and sophisticated capacity required 

to launch a cyber attack. At the same time, implemented security controls of the company are 

capable of containing the cyber risks of the system to be acceptable. 

 
TABLE 21 . Reduction of mitigated risks 

Asset 
Asset value Risk impact 

value 
Additional measures Mitigated 

risk C I A C I A 
IAS 2 3 3 2,100 1 2 2 (1+1) 420 
Loading computer 2 3 3 1,920 1 2 2 (1+1) 384 

Source: Author. 
 

 
425 The risk tolerance limit of the company is confidential. 
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With this finding, the company may consider existing shipboard CRM satisfactory for 

maintaining shipboard cyber resilience. However, if the company intends to further mitigate 

cyber risks in the system, the direction of additional measures lies in comparing the state of 

existing measures to asset values. Table 21 presents the ratings of asset values and additional 

measures to the IAS and the loading computer based on confidentiality (C), integrity (I), and 

availability (A). Whereas the weight of availability for these assets is 3, the rating of existing 

measures for availability is 1. If the company intends to further mitigate risks with minimal 

resources, the focus on enhancing the measures on the availability of two assets ensure that their 

ratings of mitigated risk are reduced to acceptable risks. 

11. Identification of Gap for Training and Education 

Because OT assets and physical threats have been the traditional focus of a SMS, a SMS 

and shipboard personnel are equally assumed to be familiar with the protection, detection, 

response, and recovery of OT assets and incidents involving physical effects.426 However, the 

competency and readiness for the protection, detection, response, and recovery of IT assets and the 

provision of a SMS on a cyberspace may not be the same. Although the company offers an internal 

training program on shipboard cybersecurity, it does not contain specific reference to the system. 

The review of appendix 4 indicates that there exist no external education providers 

offering the educations and trainings specific to the CRM of a cargo handling system. Therefore, 

if the target state of the system is to deliver cargo in optimal condition (as stated in the safety 

and environmental protection policy), the gap should aim at enhancing the readiness of all 

 
426 This case study is limited from evaluating the CRM awareness and posture of the 

SMS of the company and the shipboard personnel of the vessel.  
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personnel for cyber resilience of the system. In this regard, table 22 presents the gap for shore 

and shipboard personnel based on their responsibilities listed in table 16 and 17 (in p.215-6). 

 
TABLE 22 . Gap for training and education of shore and shipboard personnel 

Title Gap for training and education 

All personnel 

• Cyber threats to the system 
• Symptoms potentially indicating a cyber attack 
• Cyber threat actors to the system 
• Actions to be taken on the detection of a cyber attack 
• Awareness on procedural and technical protection measures 
• In-company line of responsibility and communication  
• Awareness on the framework of continuous improvement 

DP, CySO and 
Master 

• Full competency on the CRM of the system 
• Knowledge on the assets, dependencies, and data flow of the system 
• Vulnerabilities of the system 
• Understanding of contractual relationship with stakeholders 

IT team • Knowledge of the assets, dependencies, and data flow in the system 
• Vulnerabilities of the system 

Safety 
superintendent • Knowledge on the CRM requirements by inspection authorities 

Technical 
superintendent • Knowledge on the contact points of relevant manufacturers 

Vessel 
operators • Understanding of contractual relationship under a charter party and BL 

C/O and chief 
engineer 

• Knowledge on the assets, dependencies, and data flow of the system 
• Vulnerabilities of the system 
• Awareness on cybersecurity technique on the maintenance, response, and 

recovery of the system 
Cargo 
engineer 

• Competency in cybersecurity technique on the maintenance, response, and 
recovery of the system 

Source: Author. 
Consideration for electro-technical officer 

The competency standards of an ETO are argued to best contribute to shipboard CRM by 

prescribing technical competency on maintenance of IT and OT assets.427 In this regard, the 

 
427 p.136. 
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presence of an ETO onboard enhances the performance of shipboard CRM with an assurance 

that an ETO is capable of performing technical measures. Because the company does not include 

an ETO as a dedicated engineer officer onboard, one or more officers onboard should assume the 

role of an ETO. According to table 17 (in p.216), a cargo engineer engages in the operation and 

maintenance of the system. In this regard, a cargo engineer is expected to be familiar with the 

system. With an engineering background, a cargo engineer will be more competent in 

maintenance practices than a C/O can. Given these arguments, a cargo engineer can best assume 

the role of an ETO for the system until the company boards a dedicated ETO on the subject 

vessel. The gap for a cargo engineer therefore includes the competency toward an ETO.  

C. Protection 

TABLE 23 . Existing and additional measures under protection element 

Category Existing measure(s) Additional measure(s) 

Access control • Refer to table 24 (p.239) • Refer to table 24 (p.239) 

Awareness 
and training 

• Education and training schedule 
• Familiarization training of 

shipboard personnel 
• Procedures and drill schedule on 

emergency response 

• Development of an internal 
program, possibly complemented 
by external programs 

• Decision to board a dedicated 
ETO or certification of a cargo 
engineer as an ETO 

• Review of a SMS on shipboard 
CRM during familiarization 
training 

• Inclusion of cyber aspects in drill 
scenarios 

Data security • Refer to table 25 (p.244) • Refer to table 25 (p.244) 

Maintenance 

• PMS on OT assets 
• Management of critical spares 
• Communication of maintenance 

issues to technical superintendent 
• Procedure on software and 

hardware check of computers 

• Definition of critical spaces of IT 
assets (e.g. computer, processor, 
firewall) 

• PMS routines on software and 
hardware 

Protective 
technology 

• IAS functions for audit and 
recordkeeping 

• Procedural controls on reports 
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Category Existing measure(s) Additional measure(s) 
• Instruction to audit and record the 

OS in safe manner 
Information 
protection 
processes and 
procedures 

• Refer to table 26 (p.250) • Refer to table 26 (p.250) 

Continuous 
improvement 

• Review of the integrity of locking 
devices in use by boarding 
superintendents 

• Inclusion of CRM in existing 
framework of continuous 
improvement 

Source: Author. 
 

Table 23 presents existing measures and suggests additional ones under protection element. 

The additional measures hereafter are aimed at maximizing the level of the implemented security 

on confidentiality, integrity, and availability (irrespective of the suggestions in table 21 in p.235). 

1. Access Control 

TABLE 24 . Existing and additional measures for access control 

Subcategory Existing measure(s) Additional measure(s) 

Physical 
access 

• Locking devices to external ports  
• Designation of an isolated 

computer with a printer for 
visitors 

• 33 C.F.R § 104.265, 33 C.F.R § 
104.270, and the TWIC as part of 
a VSP 

• Installation of an antimalware 
software to the isolated computer 

• Designation of the isolated 
computer as the cleaning station 
for visitors 

Cyber access 

• Evidence of credential 
management of the IAS under the 
principle of least privilege 

• Definition of the conditions 
granting the change to IAS 
administrator account 

• Secure hand-over of passwords 
during a master’s change 

• Definition of the interval 
returning to a user account 

Remote access 

 • Procedure on remote instruction 
• Inspection and service on firewall 
• Emphasis on awareness on social 

engineering 

Source: Author. 
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Table 24 presents existing measures and additional ones under access control category. 

Physical access 

Restricted areas are routinely monitored by deck ratings during a cargo operation. They 

monitor the access to the vessel (e.g. accommodation ladders, mooring lines, anchors) during 

their rounding on deck as per 33 C.F.R § 104.265. Navigations officers constantly stay in a CCR 

to monitor and control cargo operation as per the instructions of a C/O. The continuous presence 

of shipboard personnel during a cargo operation in port can ensure that illegitimate physical 

access to the vessel and system is detected and deterred. 

Cyber access 

The credentials for the IAS program are divided into a user, power user, and administrator 

account.428 A user is limited to routine operation, whereas a power user can perform more. The 

program allows the change from one account to another, which requires passwords. Once the 

account in use is changed to a power user and administrator account, the condition is forcibly 

returned to the user account after certain time. The access to Microsoft Windows behind the IAS 

program is only possible if the account of the IAS program is set at the administrator account.  

The hierarchy of the IAS users evidences the principle of least privilege. Given the 

vulnerability of credential management (as in table 18 in p.221), additional measures on cyber 

access are to control the management of passwords. In this regard, the user passwords of the IAS 

should be handed-over to an on-signing master in undisclosed manner (e.g. memo, oral delivery) 

who will then change them upon the hand-over. 

 

 

 
428 Definition of power user account is located in glossary of terms. 



241 
 

 

Remote access 

Given the network segregation of the system, shore-based remote access is limited to 

remote instruction to shipboard personnel. Shipboard remote access is limited to monitoring 

select screens of the IAS program from shipboard administrative systems.  If shipboard 

personnel are considered less competent with checking the configuration of the firewall, the 

inspection should be conducted by responsible third-party provider as part of a PMS. To mitigate 

the threat of social engineering during a remote instruction, education and training should 

emphasize the threat of social engineering and include the instruction on shipboard personnel to 

identify and thwart such attack vector. 

2. Awareness and training 

Education and training 

Because of the proprietary nature of the system, the website of the manufacturer is 

searched for a training program, which indicates a user-level maintenance course for the IAS 

commissioned on the subject vessel.429 The operational instructions can mostly benefit a training 

program of a C/O, chief engineer, and a cargo engineer. However, the limitation of offering 

operational maintenance instructions necessitates the development of internal programs to 

complement the identified gap in training and education. 

The information of table 22 (in p.237) are converted to describe the contents of an internal 

program. Although external programs (as presented in appendix 4) alone are incapable of addressing 

the CRM of the system, they can suffice the awareness-level contents required for all personnel. In 

doing so, online delivery format of many courses shall increase the availability for especially 

shipboard personnel. Likewise, the delivery format of an internal program may not always be 

 
429 The citation shall not be disclosed for confidentiality. 
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constrained by an in-house classroom format. In addition to saving costs of transportation and 

accommodation, the online format overcomes the geographical constraint to be constantly available 

for of all personnel involved in shipboard CRM. Otherwise, classroom format should define the 

interval (e.g. during a quarterly in-house training) and location (e.g. the company office). Annex 8 

Planning a crew training session in the Cyber Security Workbook for On Board Ship Use provides 

detailed suggestion in formulating a training session for an online or in-house program.430 

Cargo engineer. The decision to board a dedicated ETO onboard facilitates the 

development of training and education, because the gap for an ETO needs to only cover the 

instructions specific to the system. This decision should be made by a cost-benefit analysis and 

review of a minimum safe manning certificate. Otherwise, the training for a cargo engineer 

involve the certification as an ETO. 

Familiarization 

If an internal program is offered in an online format, a shipboard familiarization training 

can require an on-signer to take the program. This approach can offer below and more benefits: 

• Refreshing the understanding of shipboard personnel after their vacation; 

• Blending with information and instruction specific to the subject vessel; and 

• Providing consistent and updated instructions after vacations or new employment. 

Otherwise, the training can require an on-signer to review a SMS on shipboard CRM. 

Vessel-specific instructions necessitates the access to confidential parts of a SMS on shipboard 

CRM (e.g. a cyber response plan). The confidentiality in such access can be protected by 

providing specific sections required for a training under the supervision of master.  

 
430 BIMCO and International Chamber of Shipping, Cyber Security Workbook, 123-124. 
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Emergency preparedness 

Because the cyber threats of the system are written under the existing list of threats 

identified in a SMS, existing drill scenarios can embrace cyber aspects by developing new 

scenarios or revising existing ones. The intervals of shipboard scenarios can follow the ones 

already defined in a SMS. The examples of such scenarios are as follows: 

• Unauthorized access of a cyber threat actor or a fellow crew with nefarious intention 

all of whom intend to inject a malware to the IAS consoles; 

• The failure of the processor interfacing with an ESDS that results in the inadvertent 

activation of an ESDS and subsequent cargo leakage; 

• Inadvertent inconsistency of a temperature, level, and pressure indicator during a 

cargo operation by a logic bomb installed by a cyber threat actor; 

• Backdoor in a firewall which results to the injection of a trojan in the IAS consoles; and 

• Virus that renders the IAS programs unoperational during a cargo operation, resulting 

in the fire in a manifold due to the leakage and accumulation of LPG vapor. 

These scenarios are extended to be joint drills of the vessel and company, if their 

descriptions cover the actions of the company.  

3. Data Security 

Table 25 presents existing measures and additional ones under data security category. 
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TABLE 25 . Existing and additional measures for data security 

Subcategory Existing measure(s) Additional measure(s) 

Protection of 
data and from 
data leakage 

• Dock-based boarding service and 
inspection of the IAS 

• Boarding service to include the 
inspection of processors and 
firewall 

• Use of privacy screens over IAS 
monitors 

• Use of mirror image in shipboard 
networked computers 

Asset 
management 

• Asset management on OT assets 
as part of a PMS 

• Asset management on IT assets 
• Identification of the contact list of 

manufacturers 

Integrity 
check 

• Dock-based boarding inspection 
and calibration of cargo 
indicators and the IAS program 

• Verification of loading computer 
data to an approved plan by a 
class surveyor and the vessel 

• Comparison of the data of local 
cargo indicators with that in the 
IAS and loading computer during 
each pre-arrival test 

• Adjusting the intervals of 
integrity checks 

Control of 
management 
interface 

• Measures to external ports as 
physical access controls (See 
table 24 in p.239) 

• Measures of Protection of data 
and from data leakage 

Prevention of 
physical 
unauthorized 
access 

• Measures as per the MTSA as 
physical access controls (See 
table 24 in p.239) 

• Additional physical access 
controls (See table 24 in p.239) 

Source: Author. 

Protection of data and from data leakage 

The observation of figure 32 (in p.220) leads to the emphasis on the processors, IAS 

consoles, and firewall for this category, in that that digital data is communicated to the IAS 

consoles and a firewall segregates the data from a shipboard administrative system. 

Data-in-transit. The proprietary nature and technical challenge in configuring processors 

and a firewall necessitate the reliance to the manufacturer. An agreement with a subcontractor 
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performing a dock-based service to the IAS consoles can require the subcontractor to check 

processors and a firewall for a secure and correct configuration, the presence of keyloggers, 

backdoors, or any means of eavesdropping or man-in-the-middle attack, etc. In addition to shore-

based inspection, a SMS can provide instructions on checking above items to the extent practical 

by shipboard personnel in order to be incorporated in a PMS. 

Data-at-rest. Because data resides within computers, the measures for data-at-rest are 

aimed at securing the data. Further to the additional measures in table 25, shore-based 

maintenance and instructions on shipboard personnel can include below and more checks: 

• Controlling the access to external ports and desktops; 

• Checking the presence of keyloggers, backdoors, or any means of eavesdropping or 

man-in-the-middle attack; and 

• Encryption of the hard drives. 

Data leakage. Figure 32 (in p.220) illustrates that data is mostly communicated to a 

shipboard administrative system via HMIs. With the measures for external ports and firewall 

already discussed, this subsection discusses the protection of monitors and printers. 

Further to privacy screens over IAS monitors, data leakage and insider and outsider 

threats can be further mitigated by minimizing the access of third-party personnel or non-

essential shipboard personnel to a CCR. For example, instead of allowing a cargo surveyor to 

enter a CCR for cargo gauging, the surveyor can see the cargo condition from a network 

computer in another location that shows an IAS screen necessary for the task. 

Asset management 

Although the asset management of OT assets may be proprietary to the manufacturer, that 

of IT assets may be relatively flexible due to less technical complexity (e.g. replacement of 
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desktops, activity through user interface). However, the manufacturer should first be consulted to 

find whether company-based asset management on IT assets is valid under the warranty on the 

system. If no issues are found on the warranty, asset management shall be incorporated into a 

PMS or instructions in a SMS. 

Integrity check 

If further measures are deemed necessary over existing integrity checks (as presented in 

table 25 in p.244), they include, for example, narrowing down the interval of the existing checks. 

In doing so, it should be noted that the interval of certain measures may necessitate considerations. 

For example, the calibration of cargo indicators requires that a cargo handling system be free from 

hazardous gas for safe entry. Although gas-freeing operation can be done during a voyage, 

commercial needs may make it more appealing that such operation is minimized for emergency 

cases and before a dock repair. This is because this operation necessitates delay in commercial 

operation which renders a cargo tank not available and unfit for cargo operations. 

4. Maintenance 

Examples of PMS routines on IT assets include below and more activities:  

• Checking an activity log of the IAS program and OS for suspicious activities; 

• Checking backup status of the IAS program and OS; 

• Checking the credential configuration of the IAS program; 

• Checking the condition of the UPSs; 

• Checking the integrity of locking devices and privacy screens; 

• Checking time synchronization in the IAS program; 

• Recording external inspections and services relevant to IT management; 

• Removing dust and cleaning the surface of IAS consoles; 
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• Scanning the IAS consoles for viruses; 

• Updating a hardware and software register; 

• Updating an antimalware software; and 

• Verifying the consistency of digital data with analogue data. 

Because the system is isolated from other shipboard networks, an update is possible only 

with a DVD or USB drive. If the company intends to update the OS of the IAS consoles to 

Windows 10, the company should first consult with the manufacturer to check the compatibility of 

Windows 10 with the IAS program. In addition, precautions should be taken in developing the 

maintenance schedule for Microsoft Windows. 

In the light of the principle of least privilege, it should be questioned whether shipboard 

personnel should be authorized to access Microsoft Windows. If they are granted to access the 

OS, the IAS consoles are exposed to insider threats by shipboard personnel with insufficient 

competency who can inadvertently initiate a cyber attack. In this regard, a SMS should provide 

clear and unambiguous instructions in realizing above PMS routines while maintaining the 

integrity of the IAS program and the OS. 

5. Protective Technology 

Control of personal devices and external ports 

As personal devices are beyond the coverage of this case study, the control of personal 

devices in relation to the system pertains to the control of the physical insertion of personal 

devices. In this regard, the existing physical access controls (as presented in table 24 in p.239) 

shall be adequate to control personal devices and external ports. 
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Protection of communication 

Because direct communication to shipboard administrative networks is blocked by a 

firewall, communication from the IAS consoles is likely to be realized by printed or electronic 

reports generated by the IAS program. As the delivery of these reports can be realized via an 

insecure medium (e.g. a USB thumb drive), the protection of communication pertains to securing 

the medium. The observation of IAS indicates that it does not offer the means to encrypt generated 

reports. Without consultation with the vendor on the means of encryption, the protection can be 

realized by procedures on the control of reports which shall govern the following matters: 

• Retention and disposal of paper reports; 

• Description of circumstances in which the retrieval of reports is required; 

• Designation and control of a USB thumb drive for the transfer of reports; and 

• Regular malware scan of a USB thumb drive. 

 
Figure 33. Example of Windows configuration of printer security. Source: Author. 
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A printer is another medium of communication by generating paper records. The 

cybersecurity of a printer can be configured by a Windows menu illustrated in figure 33. If a 

procedure controls the time window available for printing, it should provide instructions on how 

to access and change the setting to accommodate certain circumstances (e.g. cargo operation at 

night, response measures, and evidence collection). 

Audit and recordkeeping 

The IAS program provides below functions for audits and recordkeeping: It does not 

audit or record the activities of the OS. 

• Verification of the operational status of OT equipment; 

• Indication of the operational status of OT equipment and firewall; 

• Alarm logs; 

• Records of overridden or suppressed tags; and 

• Activity logs including, but not limited to, credential change and time change. 

Given above functions, additional measures lie in auditing and recordkeeping the OS. For 

this purpose, shipboard personnel need to access the OS with the administrator account of the 

IAS program. Because this action has the potential to expose the insider threat, instructions 

should provide clear and unambiguous direction to access, for example, Event Viewer. 

6. Information Protection Processes and Procedures 

Table 26 presents existing measures and suggests additional ones under information 

protection processes and procedures category. 
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TABLE 26 . Existing and additional measures for information protection processes and procedures 

Subcategory Existing measure(s) Additional measure(s) 
System 
development 
lifecycle 

 • Consultation with the vendor 
• Asset management of IT assets 

Management 
of change 

• Procedure on management of 
change on equipment change, 
regulatory change, and change in 
third-party service providers 

• Inclusion of cyber-related 
changes (e.g. Update of the IAS 
or the OS) 

Equipment 
introduction, 
disposal, and 
data 
destruction 

• Procedure on the control of paper 
document 

• Asset management of equipment 
• Maintenance category for 

equipment 
• Procedure on the control of 

digital data 

Management 
of back-up 
information 

 • Management of back-up as part 
of asset management and PMS 

• Instruction to perform backups of 
the OS 

Human 
resources 
practices 

• Visitor controls as per the MTSA 
• Pledge to information security by 

on-signers and visitors 

• Awareness and training category 

Control of 
physical 
operational 
environment 
of systems 

• Shipboard HVAC system • Cleaning of IT assets as part of 
PMS routines 

Management 
of identified 
vulnerabilities 

• Risk assessment for routine and 
critical operations 

• Procedure on regular review and 
update of risk assessment 

• Inclusion of cyber risks to 
existing risk assessment activities 

 

Response and 
recovery plan 

 • Response and Recovery element 

Personal 
devices 

• Declaration of personal devices 
of on-signers and visitors 

• Procedure on the installation and 
removal of locking devices 

• Regular check on the integrity of 
locking devices 

• Register of the location of 
external ports inserted with 
locking devices 

Source: Author. 
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System development lifecycle 

Contrary to OT assets, the IT assets and the IAS program may be subject to constant 

development by the vendor. Because of the proprietary nature of the system, the vendor should be 

consulted for the availability of a new version of the IAS program for the subject vessel. Asset 

management of IT assets by the company suffices the lifecycle management of IT assets. 

Equipment introduction, disposal, and data destruction 

Because the disposal of OT assets is unlikely due the necessity for safe cargo handling, 

equipment introduction and disposal pertain to IT assets. As the IAS program cannot destroy a 

data-in-rest, the controls of digital data are realized once digital reports from the IAS programs 

are transferred to shipboard administrative computers. A procedure on the control of digital data 

should describe below and more aspects: 

• Management of folders containing digital reports; 

• Cyber access controls; 

• Communication of data across computers; and 

• Irreversible deletion of data. 

Management of back-up of information 

The IAS program can perform backups of the program itself. Because the program cannot 

perform backups of the OS, shipboard personnel need to access the OS to create and retrieve 

backups of the OS. To mitigate the insider threat, instructions should clearly describe how to 

generate OS backups without compromising the IAS program. 

Management of identified vulnerabilities 

Vulnerabilities in routine operations can be addressed by below and more activities: 
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• Inclusion of vulnerabilities and cyber threats in existing risk assessments on the 

system (e.g. maintenance of IT assets, cargo operations); and 

• Regular (e.g. annual or quarterly) review and update of risk assessment and list of 

cyber threats. 

7. Continuous Improvement 

The company implements near-miss reporting, shipboard safety meeting, master’s 

review, internal and external audit, and management review as the elements of continuous 

framework.431 The continuous movement of protection element can contribute to the 

improvement of shipboard CRM by allowing below activities and more: 

• Reporting suspicious activities and near-breaches of security as near-misses; 

• Reporting additional vulnerabilities or cyber threats; 

• Master’s review of a cybersecurity posture; 

• Master’s suggestions to enhance a shipboard CRM process or the cyber resilience; 

• Internal audit as per the regulatory requirements on shipboard CRM; and 

• Management review covering all above. 

D. Detection 

Table 27 presents existing measures and suggests additional ones under detection element. 

 
 
 
 
 
 
 
 

 
431 The evaluation of safety culture in the vessel and of the awareness of shipboard 

personnel on reporting cyber incidents is beyond the coverage of this case study. 
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TABLE 27 . Existing and additional measures under detection element 

Category Existing measure(s) Additional measure(s) 
Anomalies 
and event 

 • Description of symptoms of a 
cyber attack 

Security 
continuous 
monitoring 

• Physical access controls as part of 
protection element and the 
MTSA  

• Audiovisual alarms on equipment 
failure 

• Installation of an IDS or IPS 

Detection 
processes 

• Line of reporting anomalies • Establishment of a detection 
process 

Source: Author. 

1. Anomalies and Events 

Below items are the examples of anomalies and events of the system indicating a 

potential or actual cyber incident: 

• Unauthorized physical access to a CCR or OT assets on deck; 

• Unusual and suspicious activities to IAS consoles; 

• Suspicious behavioral patterns; 

• Intentional or unintentional removal of locking devices; 

• Suspicious operation or operational failure of IAS console (e.g. sluggish response, 

suspicious noise, unusual alarm, and failure to run IAS functions); 

• Inadvertent operation or operational failure of OT equipment after the instruction 

from the IAS program; 

• Unusual indication in IAS program (e.g. high or low temperature indication); 

• Suspicious configuration of IAS program, when compared with last known one; and 

• Suspicious change of the credential of IAS program. 
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2. Security Continuous Monitoring 

The audit functions of the IAS program cannot support this category in that they cannot 

differentiate legitimate activities from suspicious activities. Although Microsoft Windows provides 

a means of continuous monitoring (e.g. Event Viewer), shipboard personnel need to access the OS 

with the administrator account of the IAS program. Because of this credential structure, functions 

of the OS cannot be constantly available for the purpose of this category: the principle of least 

privilege and insider threats should be considered in deciding whether to allow the ready access to 

the OS. However, the list of cyber threats implies that a cyber incident may potentially involve 

physical effects which, according to figure 32 (in p.220), may trigger audiovisual alarms. Such 

audiovisual alarms can serve the continuous monitoring of cybersecurity by alerting a C/O or cargo 

engineer for anomalies or events. 

Figure 32 illustrates that the system is not fitted with an IPS or IDS for the continuous 

monitoring of the cybersecurity against shipboard administrative systems. The proprietary nature 

of the system may first necessitate the consultation with the vendor before the company shall 

install an IPS or IDS and configure the instruments. 

3. Detection Processes 

 
Figure 34. Detection processes. Source: Author. 
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Figure 34 illustrates the detection processes for 3 types of cyber incidents (as described in 

figure 34) to close a detected event as a near-miss or escalate it as a cyber incident. 

E. Response 

Table 28 presents existing measures and suggests additional ones under response element. 

 
TABLE 28 . Existing and additional measures under response element 

Category Existing measure(s) Additional measure(s) 

Cyber response 
plan 

• Company and shipboard 
emergency response structure 

• Conditions to muster company 
emergency committee 

• Categorization of incidents 

• Establishment of cyber response 
plan and structure 

• Establishment of response 
strategy  

• Inclusion of a cyber attack into 
the categorization 

Communication 

• Procedures on internal and 
external communication, 
including control of 
confidentiality 

• A port contact list as per item 6.1 
of the VIQ 

• Instruction on master on 
immediate communication with 
local authorities 

• Inclusion of agent’s code of 
ethics on emergency 
communication in agreement 

Analysis 

• Incident investigation team 
• Procedure to initiate 

investigation 
• Procedures during investigation 

• Inclusion of cyber incident 
investigation procedure 

• Company and shipboard 
emergency response structure 

Mitigation  • Constant support of the vendor 
of the system 

Improvement 
• Implementation of lessons 

learned in an incident 
investigation 

• Inclusion of CRM in existing 
framework of continuous 
improvement 

Source: Author. 

1. Cyber Response Plan 

Although a CRM plan is yet to exist as a separate plan in a SMS, it is recommended that a 

separate cyber response plan should be created to comply with item 7.14 of the VIQ. Because of 

the relevance of the identified cyber threats to traditional OT threats, the responses to below cyber 
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threats can be incorporated into a SMS by including cyber response in existing response measures; 

A cyber response plan shall cover the responses to below cyber threats: 

• Unauthorized access; 

• Equipment failure 

• Cargo-related accidents; and 

• Fire and explosion. 

TABLE 29 . Incremental cyber response model 

Code Vessel Office 

Code 
green 

• Operation as usual 
• Ordinary readiness to a cyber incident 

under a normal working structure 

• Operation as usual 
• Ordinary communication and support 

Code 
yellow 

• Response and readiness of key 
personnel (master, a C/O, and cargo 
engineer) under a normal working 
structure 

• Response and support under an 
ordinary company structure 

• Constant presence of the personnel 
directly in charge of the vessel (e.g. 
on-scene commander) 

Code 
red 

• Response and readiness of all 
shipboard personnel under a 
shipboard cyber response team 

• Response and support under a 
company cyber response team 

• Constant presence of all personnel of 
a company cyber response team 

Source: Author. 
 

Table 29 suggests an incremental response strategy to a cyber attack against the system. 

In implementing this model, the vessel and company may not always share the same code. For 

example, the vessel can declare code red, whereas the company only declares code yellow. 

Organization 

Figure 35 illustrates a company and shipboard cyber response team; Table 30 presents the 

responsibilities of each entity in the team. 
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Figure 35. Company and shipboard cyber response team. Source: Author. 

TABLE 30 . Responsibilities of in-company cyber response team 

Entity Responsibility 

Senior 
management 

• Decision for mustering and disbanding a cyber response committee 
• Strategic decisions for committee 
• Decision on the limit of tolerable liability 

DP 
• Decision for the muster and disbandment in case of CEO’s absence 
• Tactical decisions of the committee 
• Decision for the formulation of an investigation team 

Public affairs • Communication with the media as a spokesperson 
• Instruction on media control to the members of the committee 

Legal affairs • Arrangement of marine insurance or P&I club surveyor 
• In-company and external legal review and advise 

IT 

• Investigation of a cyber incident 
• Collection and control of evidence 
• Identification of preventive and corrective measures 
• Creation and communication of cyber incident reports 
• Support on IT response and recovery 
• Supporting technical superintendents on external communication 

Human 
resources 

• Supports on the matters related to human resources (e.g. shore medical 
treatment, crew change, and compensation) 
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Entity Responsibility 

Technical 
superintendents 

• Relay reports from an internal contact to a DP 
• Communication with a vessel, agent, classification society, shipyard, 

and third-party service providers 
• Support on technical ship management and procurement 
• Management of all costs involved in response and recovery 
• Seeking external consultation with classification society, shipboard, and 

third-party service providers on technical measures 

Safety 
superintendents 

• Operational management of the committee 
• Communication with flag administration, national government, local 

authorities, and the OCMIF 
• Support on safety and safety management 
• Collection and control of documents and reports  

Vessel 
operators 

• Communication with a port, charterer, consignee, or shipper 
• Instruction on an agent for communication with port and local authority 
• Control of the cargos onboard 
• Management of the schedule of an affected vessel 

On-scene 
commander 

• Dispatched on-scene depending on the decision of the committee 
• Direct liaison with local authorities 
• Arrangement of local resources 

Master 

• Commander of a shipboard cyber response team 
• Report to an initial contact after a cyber incident 
• On-scene response and communication under the instructions from an 

initial contact and on-scene commander (if any) 
• Decision for seaworthiness and safe handling of cargos 

Shipboard 
response team 

• C/O as the leader of the team 
• Response and recovery actions under the instructions from master 

Engine team • C/E as the leader of the team 
• Technical assistance to a shipboard response team 

Assisting team • Assist mater, shipboard response team, and engine team for medical 
treatment and ad-hoc duties 

Source: Author. 

2. Communication 

In-company communication 

Master initiates initial communication to the office on the detection of a cyber attack and 

the failure of initial response (as illustrated in figure 35 in p.257): Master reports the incident to a 

DP. Depending on the categorization of a cyber incident, a DP reports the event to senior 
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management who then decides to muster a company cyber response team. For example, if the 

incident corresponds to code yellow case, senior management directs a DP to respond to the 

incident under the ordinary office structure. Under the communication with a DP, master shall 

adjust the code level of a shipboard cyber response. 

Communication to external stakeholders 

Figure 35 (in p.257) illustrates which office team is responsible for communicating one 

or more designated external stakeholders. Despite this designation, communication across office 

teams benefits effective communication to certain inquiries by stakeholders. For example, if a 

charterer inquires on a technical report or follow-up on a cyber incident, vessel operators shall 

communicate with a technical superintendent and master. Master is to consult with a DP and 

technical superintendent in charge prior to directly communicating with external parties. 

Marine insurance and P&I club. A rule book of the P&I club to which the vessel is 

insured states that an insured should promptly inform and keep the club informed of all 

developments of a claim and provide the club with all materials as requested by the club or its 

representatives. A marine insurance policy contains similar language. To comply with this 

requirement, the legal affairs shall initiate the communication with an insurer and P&I club by 

reporting a cyber incident and requesting the dispatch of local correspondents. 

3. Analysis, Mitigation, and Improvement 

Figure 36 proposes a process of mitigation, analysis, and improvement. Mitigation 

measures include, but are not limited to below: 

• Removing the power source to or disconnecting processors and a loading computer; 

• Disconnecting a LAN cable to shipboard administrative computers; and 

• Disconnecting a data server. 
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Figure 36. Response process. Source: Author. 
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F. Recovery 

Table 31 presents existing measures and suggests additional ones under recovery element. 

 
TABLE 31 . Existing and additional measures under recovery element 

Category Existing measure(s) Additional measure(s) 

Recovery plan 

 • Establishment of recovery 
requirement 

• Establishment of a recovery plan 
• Ensuring constant 

communication between vessel 
and shore 

• Management of chain of custody 
Recovery of 
affected asset 

• Maintenance procedure on OT 
assets 

• Procedure on the recovery of IT 
assets 

Recovery of 
reputational 
loss 

• Contact information of key 
external stakeholders 

• Procedure on media control 

• Reference to the said procedure 
• Insurance to an insurance 

product on reputational loss 

Recovery of 
financial loss 

• Procedure on cargo, marine 
insurance, and P&I claim 

• Strategic selection of a 
customary freight unit in BL 

• Construction of defense to 
exemptive condition of CL 380 
clause 

• Insurance to a specialized 
product on cyber incident 

• Reference to the said procedure 

Source: Author. 

1. Recovery Plan 

Requirement of recovery 

Until the safety and environmental protection of the company specifies a recovery 

requirement, the current language of delivery of cargo in due time and optimal condition is 

interpreted as prescribing the requirement. The requirement of recovery is to recover the system 

back to normal and safe operation without interfering a normal voyage. A specific requirement 

can be defined as, for example, within a voyage and without operational delays (e.g. deviation to 

a port of refuge).  
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Line of responsibility 

A company and shipboard cyber response team continue to define the line of 

responsibility in recovery. The incremental response model of table 28 (in p.255) also defines the 

human resources allocated to recovery. 

Plan and procedure 

With the system isolated from external networks, shipboard recovery measures are 

limited to ship-self actions assisted by remote instructions from the office until in-company or 

external specialists visit the vessel. In addition to recovery procedures and instructions, a cyber 

recovery plan should include below contents to support ship-self recovery: 

• Detailed recovery process of the IAS program and the OS; 

• Description of normal and safe configuration; 

• Procedure to verify the integrity of the recovered system; 

• Securing and ensuring constant communication with the office and the manufacturer; 

• Complete provision of the assets for recovery; and 

• Contact information of the manufacturer for recovery communication. 

2. Recovery of Affected Asset 

Because the maintenance procedures on OT assets shall be capable of ensuring the 

recovery of OT assets, this category proposes a recovery process of IT assets (as illustrated in 

figure 37). In case of a cyber incident not leading to the failure to boot affected IT asset(s), a 

hard drive(s) and RAM stick(s) shall be removed as an evidence to be further analyzed in the 

shore. In case of the counterpart, an entire desktop is replaced to allow the shoreside 

investigation of the cause leading to the failure to boot the assets. 
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Figure 37. Recovery process. Source: Author. 

Assets involved in recovery 

Below assets are to be utilized for recovery: 

• Shipboard communication system (e.g. VSAT telephone, email software); 

• Computers; • Hard disk drive(s) and RAM stick(s); 

• Factory and latest recovery image of IT assets (i.e. IAS consoles and loading computer); 

• Recovery software and other software used in recovery; and 

• Back-up or stand-by IT assets. 

Off-site storage of resources 

Onboard records or assets continue to be under the custody of the vessel until they are 

landed ashore. The physical security measures under the MTSA applies to limit unauthorized 

access by visitors. While the assets stay onboard, unauthorized access by shipboard personnel 

can be mitigated by storing them in restricted areas. For example, recovery images and software 

DVDs can be kept in a cyber recovery plan which is kept in a master’s cabin, while computers 

and back-up IAS consoles in a spare locker locked with a key. 
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3. Recovery of Reputational Loss 

The review of a marine insurance policy and P&I club policy indicates they do not 

provide covers for reputational loss. An example of an insurance product on reputational loss is 

the Allianz Reputational Protect Plus that covers a reputation risk and its cost and provides 

expert assistance during a covered crisis.432 

4. Recovery of Financial Loss 

Covers by P&I club 

A rule book of a P&I club incorporates the CL 380 clause.433 The only loss available for 

recovery is the losses under the war risks which are caused by the use of an electronic system in 

the launch and/or guidance and/or firing mechanism of a weapon or missile. As long as this 

clause is in effect for the P&I policy, risks and losses can only be recovered if the cause of a 

cyber incident corresponds to this exemptive cause. In order to be eligible for the recovery by the 

P&I policy, the company should carefully develop defensive language to argue that a cyber 

incident is caused by an electronic system used to inject a weapon (attack vector) to the system. 

Covers by marine insurance 

A hull and machinery insurance policy also incorporates the CL 380 clause.434 To be 

covered by a hull and machinery insurance, the company should also formulate a defensive 

argument in the same manner as discussed in the previous subsection. An example of a marine 

 
432 Allianz, “Reputational Risk Insurance,” accessed March 1, 2021, 

https://www.agcs.allianz.com/solutions/financial-lines-insurance/reputational-risk-
insurance.html#tabpar_1634_1Tab. 

433 The P&I Club to which the vessel is entered shall not be disclosed for confidentiality. 

434 The underwriter of the insurance shall not be disclosed for confidentiality. 

https://www.agcs.allianz.com/solutions/financial-lines-insurance/reputational-risk-insurance.html#tabpar_1634_1Tab
https://www.agcs.allianz.com/solutions/financial-lines-insurance/reputational-risk-insurance.html#tabpar_1634_1Tab
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insurance product on maritime cyber risk is a maritime cyber insurance by Shoreline that covers 

the financial loss of an insured company up to US$ 20 million.435 

General average 

Examples of loss or damage recoverable by general average are not limited to below: 

• Expenditure made in a port of refuge made to receive replacements or shore-based 

technical service; 

• Lightering of the vessel in a port or port of refuge as per Rule VII of the YAR 94 to 

maintain stability or discharge cargo due to vaporization and failure to contain it; 

• Loss of cargo by venting as per Rule XII of the YAR 94 while attempting to maintain 

safe containment during a cyber incident ; 

• Temporary repairs made on the system as per Rule XIV of the YAR 94; and 

• Loss of freight due to a damage or loss of cargo as per Rule XV of the YAR 94. 

  

 
435 Shoreline, “Maritime Cyber Insurance,” accessed March 1, 2021, 

https://www.shoreline.bm/solutions/maritime-cyber-insurance/. 

https://www.shoreline.bm/solutions/maritime-cyber-insurance/
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IX. Conclusion 

A. Conclusion 

Maritime security has been an important pillar of shipboard management. Despite the 

growing awareness of the maritime industry on maritime cybersecurity and the technological 

advancement in shipboard operations and communication, measures to address maritime 

cybersecurity are recent. In addition, liquefied gas carriers may pose significant physical risks 

and commercial ramifications if they are exposed to a cyber incident, leading to the need of 

robust shipboard CRM. In-depth insights on maritime transportation of liquefied gas and 

maritime CRM facilitates the formulation of a shipboard CRM process of an American liquefied 

gas carrier in compliance to the MSC.428(98).  

Academic literature on maritime CRM is reviewed to argue that academic research is yet 

to acquire broader insights to regulatory, commercial, and financial aspects and to constitute risk 

management. The cyberspace of the maritime industry and shipboard systems and the challenges 

to maritime CRM are analyzed to find how digitalization and computerization affects the 

business of shipping and maritime CRM. Vulnerabilities in maritime transportation are analyzed 

to reveal technical and procedural weaknesses that maritime CRM should address. 

Key stakeholders in American shipboard CRM is identified to analyze their expectations on 

the shipboard CRM of a liquefied gas carrier. Their references for shipboard CRM are identified to 

propose 6 references as a baseline of a shipboard CRM process. A shipboard CRM process of an 

American liquefied gas carrier is proposed. In doing so, confidential aspects which the process 

should address are described across the elements of the process. 

The process is implemented to an LPG carrier in operation through a case study 

methodology. Existing measures are identified to enhance the cyber resilience of the company 
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with additional measures. Existing measures mostly address OT assets and thus are capable of 

mitigating physical threats. Additional measures focus on IT assets and the inclusion of cyber 

aspects in a SMS to mitigate cyber threats. The analysis of a cargo handling system reveals how 

OT assets and IT assets are interfaced. Vulnerabilities of the system are analyzed to find that the 

reliance to the manufacturer of the system pose the most significant vulnerability. Risk 

assessment reveals that cyber threats of the system mostly trigger physical threats. Detection, 

response, and recovery process are proposed. Recovery of reputational or financial loss lies in 

the interpretation of existing commercial documents, which necessitate a careful elaboration of 

defensive arguments and additional insurance covers. 

B. Importance 

The shipboard CRM process is the advancement over academic literature and industry 

references on the subject matter of this thesis in that it presents a holistic approach by combining 

and elaborating on IT, regulatory, operational, and commercial perspectives in the business of 

shipping. References to 46 C.F.R Part 96 and identification of the SMS of the company shall 

help readers understand their measures in a SMS in relation to shipboard CRM. To the best 

knowledge of this author, this thesis is the first to analyze an LPG handling system in operation. 

In this regard, the risk assessment on the cargo handling system of the vessel provide insights on 

the system and cyber-physical effects of a cyber incident against the system. These achievements 

shall facilitate the enhancement of (especially) a shipboard CRM process of a liquefied gas 

carrier and further academic research on a cargo handling system or other shipboard OT systems. 

In addition, this thesis serves as the source of information on shipboard CRM to the 

academia and shipowners of liquefied gas carriers. Chapter VI provides a comprehensive list of 

references on maritime CRM that readers can further explore to advance their CRM process. 
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Shipping companies can refer to appendix 4 to utilize (mostly) online external courses on 

maritime CRM. Appendix 5 and 6 presents the information by classification societies and P&I 

clubs respectively in order for shipping companies to comply with the requirements of these 

stakeholders. In this regard, the distinguishing point of these contents is the broader coverage of 

global stakeholders in maritime CRM than current literature offer. 

C. Limitation 

The protection of the confidentiality of a shipping company limited further analysis of the 

case study. The limitations to the case study confined this author from adopting other technical 

methodologies to further evaluate the CRM posture of the system and the company. The access 

to further documents (e.g. charter party) was prohibited as prescribed by the company. Contrary 

of how a baseline of maritime safety can be established from such statutory regulations as the 

SOLAS, 1974, the absence of an internationally harmonized regulation on shipboard CRM led to 

the absence of a regulatory baseline of shipboard CRM on which the case study can predicate. In 

addition, technical assessment was constrained by limited IT expertise of this author with a 

maritime background, which led the case study to have relied on factual observation and review 

of documents from a maritime perspective. At the same time, complexity and extensive 

integration in shipboard systems limited the coverage of the case study specifically to an LPG 

handling system, rather than covering all shipboard system.   

D. Areas of Further Research 

First direction of further research lies in analyzing all shipboard systems in a holistic 

manner to establish a comprehensive shipboard CRM process. The elaboration on a specific 

element of the process or the analysis of other types of vessels are other areas of further research. 

Further research areas in regard to the case study are suggested as follows: 
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• Application of other risk assessment methodologies (i.e. those listed in p.152) 

• Technical assessment of vulnerabilities of a cargo handling system with a 

vulnerability scanning program or penetration test 

Recalling section VI.B.2, the formulation of a shipboard CRM process on the framework 

of the MTSA is a future direction of research to reach broader types of vessels. Similarly, 

another direction of research lies in predicating a baseline on other references (e.g. ISO/IEC 

27001 standard or ASTM F3286-17). 

Other parts of this thesis also have areas of further research. In regard to Chapter V, 

diverse types of shipboard equipment necessitate further assessment on those typically 

commissioned on commercial vessels. If an international statutory regulation and its domestic 

legislations were to be enacted, further analysis should be made on understanding how they 

affects current or future shipboard CRM process. Similarly, further in-depth research should be 

made in interpreting statutory regulations or commercial practices in relation to shipboard CRM. 

The examples of such exploration are as follows: 

• Identification of CRM competencies described in the STCW 78; 

• Interpretation of a charter party in relation to CRM; 

• Application of the COGSA on the limitation of a liability in a cyber incident; 

• Application of the Limitation of Liability Act for a cyber incident; and 

• Application of the YAR 94 on a cyber incident. 
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Glossary of Terms 

Term Definition 
Advanced persistent 
threat 

An adversary with sophisticated levels of expertise and significant resources, allowing it through the use 
of multiple different attack vectors to generate opportunities to achieve its objectives 

Air gap An interface between two systems at which (a) they are not connected physically and (b) any logical 
connection is not automated 

Attack surface A set of points on the boundary of a system, a system element, or an environment where an attacker can 
try to enter, cause an effect on, or extract data from, that system, system element, or environment 

Availability Ensuring timely and reliable access to and use of information 
Backdoor An undocumented way of gaining access to computer system 
Bleach of security An incident that has not resulted in a transportation security incident but in which security measures have 

been circumvented, eluded, or violated 
Boiling liquid 
expanding vapor 
explosion 

Rupture under fire conditions of a pressure vessel containing liquefied gas 

Botnet A network of computers that have been linked together by malware 
Brute force In cryptography, an attack that involves trying all possible combinations to find a match 
Buffer overflow A method of overloading a predefined amount of memory storage in a buffer, which can potentially 

overwrite and corrupt memory beyond the buffer’s boundaries 
Company (as in 33 
C.F.R Part 96) 

The owner of a vessel, or any other organization or person such as the manager or the bareboat charterer 
of a vessel, who has assumed the responsibility for operation of a vessel from the shipowner and who on 
assuming responsibility has agreed to take over all the duties and responsibilities imposed by 33 C.F.R 
Part 96 or the ISM Code. 

Concentrated inspection 
campaign 

An inspection campaign by a PSC regime that concentrates on specific areas that were observed as 
deficiencies during PSC inspections, for which a new statutory regulation comes into force, or that are 
determined by the regime for a period defined by the regime. 

Confidentiality Preserving authorized restrictions on information access and disclosure, including means for protecting 
personal privacy and proprietary information 
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Term Definition 
Cracker A cyber threat actor motivated by fun (pranking) and the possibility to display their capabilities which 

indicate personal motives 
Crime facilitator A cyber threat actor that provides technical support to the attacks of other criminal actors 
Cyber effect Manipulation, disruption, denial, degradation, or destruction of computers, information or 

communications systems, networks, physical or virtual infrastructure controlled by computers or 
information systems, or information resident thereon 

Cyber risk A risk of financial loss, operational disruption, or damage, from the failure of the digital technologies 
employed for informational and/or operational functions introduced to a manufacturing system via 
electronic means from the unauthorized access, use, disclosure, disruption, modification, or destruction 
of the manufacturing system. 

Cyber threat A cybersecurity change that may have an impact on organizational operations (including mission, 
capabilities, or reputation) 

Cybersecurity Prevention of damage to, protection of, and restoration of computers, electronic communications 
systems, electronic communications services, wire communication, and electronic communication, 
including information contained therein, to ensure its availability, integrity, authentication, 
confidentiality, and nonrepudiation 

Cyberspace A global domain within the information environment consisting of the interdependent network of 
information systems infrastructures including the Internet, telecommunications networks, computer 
systems, and embedded processors and controllers 

Data diddling A type of cybercrime in which data is altered as it is entered into a computer system 
Denial of service The prevention of authorized access to resources or the delaying of time-critical operations 
Designated person A person or persons designated in writing by the responsible person who monitors the safety mamagenet 

system of the company and vessel and has: 
• Direct access to communicate with the highest levels of the company and with all management levels 

ashore and aboard the company’s vessels; 
• Responsibility to monitor the safety and environmental aspects of the operation of each vessel; and 
Responsibility to ensure there are adequate support and shore-based resources for vessel(s) operations 

Digital robber A cyber threat actor that targets financial services and enterprises for economical motivations 
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Term Definition 
Distributed denial of 
service 

A denial of service technique that uses numerous hosts to perform the attack 

DREAD A quantitative risk assessment method that evaluates the damage, reproducibility, exploitability, affected 
users and systems, and discoverability of a cyber attack.  

Dumpster diving The practice of searching through public trash receptacles for edible food or discarded items that retain 
some use or value 

Extortionist A cyber threat actor initiating untargeted attacks on for personal or economic gains, often utilizing 
ransomwares 

Flag of convenience A registry of a merchant ship under a foreign flag in order to profit from less restrictive regulations 
Framework core A set of cybersecurity activities and references that are common across critical infrastructure sectors and 

are organized around particular outcomes. The Framework Core comprises four types of elements: 
Functions, Categories, Subcategories, and Informative References. 

Framework 
implementation tier 

A lens through which to view the characteristics of an organization’s approach to risk—how an 
organization views cybersecurity risk and the processes in place to manage that risk. 

Framework profile A representation of the outcomes that a particular system or organization has selected from the 
Framework Categories and Subcategories. 

Hacktivism (for 
Hacktivist) 

Computer hacking (as by infiltration and disruption of a network or website) done to further the goals of 
political or social activism 

Industrial control 
system 

An information system used to control industrial processes such as manufacturing, product handling, 
production, and distribution. Industrial control systems include supervisory control and data acquisition 
systems used to control geographically dispersed assets, as well as distributed control systems and 
smaller control systems using programmable logic controllers to control localized processes 

Information broker A cyber threat actor that trades (stolen) information in the world of cyber crime 
Insider An entity inside the security perimeter that is authorized to access system resources but uses them in a 

way not approved by those who granted the authorization 
Integrity Guarding against improper information modification or destruction, and includes ensuring information 

non-repudiation and authenticity 
Jamming An attack that attempts to interfere with the reception of broadcast communications 
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Term Definition 
Logic bomb A piece of code intentionally inserted into a software system that will set off a malicious function when 

specified conditions are met 
Macro A virus that attaches itself to documents and uses the macro programming capabilities of the document’s 

application to execute and propagate 
Malware Hardware, firmware, or software that is intentionally included or inserted in a system for a harmful 

purpose 
Man-in-the-middle A form of active wiretapping attack in which the attacker intercepts and selectively modifies 

communicated data to masquerade as one or more of the entities involved in a communication 
association 

Maritime cyber risk 
management 

A process of identifying, analyzing, assessing, and communicating a cyber-related risk and accepting, 
avoiding, transferring, or mitigating it to an acceptable level, considering costs and benefits of 
actions taken to stakeholders. 

Maritime security 
(MASEC) level 

A level set to reflect the prevailing threat environment to the marine elements of the national 
transportation system, including ports, vessels, facilities, and critical assets and infrastructure located on 
or adjacent to waters subject to the jurisdiction of the U.S. 

Modbus TCP Serial communication protocol originally published by Modicon for use with its programmable logic 
controllers. It is the de facto standard communication protocol for connecting industrial electronic 
devices. 

Near miss A sequence of events and/or conditions that could have resulted in loss 
Non-conformity Observed situation where objective evidence indicates non-fulfillment of a specified requirement 
Operational technology Devices, sensors, software, and associated networking that monitor and control onboard systems 
Phishing A technique for attempting to acquire sensitive data, such as bank account numbers, through a fraudulent 

solicitation in email or on a web site, in which the perpetrator masquerades as a legitimate business or 
reputable person 

Power user account A legacy type of user accounts in Microsoft Windows that is assigned with more rights than user 
accounts but with less rights than an administrator account 

Principle of least 
privilege 

The principle that users and programs should only have the necessary privileges to complete their tasks 
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Term Definition 
Ransomware Malware that requires the victim to pay a ransom to access encrypted files 
Responsible person (as 
in 33 C.F.R Part 96) 

The owner of a vessel to whom 33 C.F.R Part 96 applies, or any other person that: 
• Has assumed the responsibility from the owner for operation of the vessel to which 33 C.F.R Part 96 

applies; and 
• Agreed to assume, with respect to the vessel, responsibility for complying with all the requirements 

of 33 C.F.R Part 96 
A responsible person may be a company, firm, corporation, association, partnership, or individual. 

Risk assessment The process of identifying risks to organizational operations (including mission, functions, image, 
reputation), organizational assets, individuals, other organizations, and the Nation, resulting from the 
operation of an information system. 

Risk management The process of managing risks to organizational operations (including mission, functions, image, or 
reputation), organizational assets, or individuals resulting from the operation of an information system, 
and includes: (i) the conduct of a risk assessment; (ii) the implementation of a risk mitigation strategy; 
and (iii) employment of techniques and procedures for the continuous monitoring of the security state of 
the information system. 

Rootkit A set of tools used by an attacker after gaining root-level access to a host to conceal the attacker’s 
activities on the host and permit the attacker to maintain root-level access to the host through covert 
means. 

Scammer and fraudster A cyber threat actor that employs social engineering on citizens, enterprises, and public sector for 
economical motivations 

Ship inspection 
reporting programme 

A tanker risk assessment tool to charterers, vessel operators, terminal operators, and government bodies 
which is launched by the OCMIF since 1993 in order to improve the safety and environmental protection 
of tanker vessels. 

Shoulder surfing The practice of spying on the user of an ATM, computer, or other electronic device in order to obtain 
their personal access information. 

Social engineering An attempt to trick someone into revealing information (e.g., a password) that can be used to attack 
systems or networks 

Spear phishing A colloquial term that can be used to describe any highly targeted phishing attack 
Spoofing Faking the sending address of a transmission to gain illegal entry into a secure system 
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Term Definition 
Spyware Software that is secretly or surreptitiously installed into an information system to gather information on 

individuals or organizations without their knowledge; a type of malicious code 
SQL injection Attacks that look for web sites that pass insufficiently-processed user input to database back-ends 
STRIDE A qualitative risk assessment method that evaluates the cyber threats of spoofing, tampering, repudiation, 

information disclosure, denial of service, and elevation of privileges. 
Stripping operation An operation during the final phase of a discharging operation of a tanker vessel in which a remaining 

liquid cargo inside a cargo tank is discharged as much as possible. 
Supervisory control and 
data acquisition  

A generic name for a computerized system that is capable of gathering and processing data and applying 
operational controls over long distances 

Suspicious activity (in 
USCG Policy Letter 
No.08-16 

An observed behavior indicative of pre-operational planning related to terrorism or other criminal 
activity 

Tank change operation A type of a cargo operation conducted in a VLGC during which LPG vapor inside a cargo tank is 
changed from one cargo to another (e.g. from propane to butane) in order that the tank is ready to load a 
cargo. 

Tanker management 
self-assessment 

A tool developed by the OCMIF to help companies of tanker fleet assess, measures and improve their 
management systems 

Topping-off operation An operation during the final phase of a loading operation of a tanker vessel in which a liquid level inside 
a cargo tank is increased until a determined level to ensure the safe carriage of a cargo. 

Trojan A computer program that appears to have a useful function, but also has a hidden and potentially 
malicious function that evades security mechanisms, sometimes by exploiting legitimate authorizations 
of a system entity that invokes the program 

Very small terminal 
aperture 

A system that tracks high-throughput satellites to provide satellite Internet, data, and telephony 
communication for rural areas, harsh environment, or maritime environment. 

Virus A computer program that can copy itself and infect a computer without permission or knowledge of the 
user 

Vulnerability A weakness in an information system, system security procedures, internal controls, or implementation 
that could be exploited or triggered by a threat source 
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Term Definition 
Waterholing A security exploit where the attacker infects websites that are frequently visited by members of the group 

being attacked, with a goal of infecting a computer used by one of the targeted group when they visit the 
infected website 

Worm A computer program that can run independently, can propagate a complete working version of itself onto 
other hosts on a network, and may consume computer resources destructively 

Zero-day attack An attack that exploits a previously unknown hardware, firmware, or software vulnerability 
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Appendix 1 Overview of Literature Cited for Literature Review 

 
The order of appendix 1 is in the alphabetical order of the authors. 

Author Methodology Subject Discussion 

Dimakopoulou et 
al. (2019) 

Quantitative survey 
Managers of Greek shipping 
companies 

• Existing framework on maritime CRM 
• CRM posture and readiness of the respondents 
• Exposure to cyber incidents by the respondents 

Amro et al. (2020) 
Qualitative six-step 
model A hypothetical autonomous 

passenger vessel 

• Hazard analysis 
• Risk assessment 
• Identification of safety countermeasures 

Hyra (2019) 

• Internet search 
• Interview 
• Asset-based risk 

assessment 

• Network infrastructure 
• Communication system 
• Navigation system 
• Engine control system 
• Cargo management system 
• Administrative network 

• Identification of vulnerabilities 
• Risk assessment 

Svilicic et al. 
(2019a) 

Qualitative risk 
analysis ECDIS fitted in a commercial 

vessel in operation 

• Vulnerability scanning 
• Risk assessment 
• Recommendations on risk mitigation 

Svilicic et al. 
(2019b) 

Qualitative risk 
analysis ECDIS fitted in a training vessel 

• Vulnerability scanning 
• Risk and threat assessment 
• Possible solutions on risk mitigation 

Svilicic et al. 
(2020) 

 
Marine radar fitted in two 
different vessels in operation 

• Vulnerability scanning 
• Risk and threat assessment 
• Possible solutions on risk mitigation 

Sakar et al. (2019) Qualitative survey Managers and captains of 
Turkish shipping companies 

• CRM implementation of the respondents 
• CRM awareness of the respondents 
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Author Methodology Subject Discussion 

Kavallieratos and 
Katsikas (2020) 

Qualitative and 
quantitative risk 
assessment 

• Navigation equipment 
• CCTV 
• Cargo management 
• Engine data logger 
• Sensors 

• Risk assessment with the STRIDE and DREAD 
methodology 

• Risk mitigation by the application of control 
measures 

Babineau, Jones, 
and Horowitz 
(2012) 

A proposed system-
aware cybersecurity 
method 

Propulsion management system 
• Proposal of a system-aware cybersecurity method 
• Application into a hypothetical propulsion 

management network 

Furumoto et al. 
(2020) 

 Communication system among 
navigation, machinery control, 
and administrative network 

• Proposal of a zone-based network architecture 

Sahay et al. (2020) 
 Communication system between 

navigation and machinery 
control system 

• Proposal of an SDN-based network 

Estay and Alberto 
(2020) 

• Structured 
literature review 

• STPA analysis 
A hypothetical vessel 

• Proposal of a Wave Analogy model 
• Application of the model 
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Appendix 2 Maritime Cyber Incidents 

 
This annex provides a list of maritime cyber incidents as of March 2021.436 

 
Date Victim Description 

2010 Greek shipping companies 
(Kapalidis 2019) 

Somalian pirates hired hackers to access companies’ systems to identify valuable targets 
• Asset affected: None 
• Attack vector: Unavailable 
• Vulnerability exploited: Default username and password on the recently installed WiFi 

light bulbs in their offices. 
• Cyber threat actor: Crime facilitators 
• Cost: Unavailable  

2010 An oil rig (Wagstaff 2014) 

An oil rig en route from South Korea to South America was shut down for 19 days 
• Asset affected: Oil rig 
• Attack vector: Malware 
• Vulnerability exploited: Not available 
• Cyber threat actor: Not available 
• Cost: Operational delay  

2010 An ECDIS (Safety4Sea 2018) 

Three ECDIS failures were reported in which they showed the symptoms of malfunctions 
such as error message, false alarms, and sluggish speed. 
• Asset affected: ECDIS 
• Attack vector: Virus 
• Vulnerability exploited: Insecure USB connection allowing connection to personal 

USB thumbs drive 
• Cyber threat actor: Insider 

 
436 Below maritime cyber incidents are limited to those available on the Internet that targeted vessels or shipping companies and that 

the date of the incidents is available. Sources are located in the bibliography. 
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Date Victim Description 
• Cost: Unavailable  

2011 Iranian shipping line (IRISL) 
(Silgado 2018) 

Entire database was removed, including information on cargo, ships, and containers.  
• Asset affected: Database 
• Attack vector: Unavailable 
• Vulnerability exploited: Unavailable 
• Cyber threat actor: Unavailable 
• Cost: Unavailable 

2013 A mobile offshore drilling 
unit (Swanbeck 2015) 

An offshore worker downloaded pornography and music piracy infected with malwares by 
being connected to satellite network, which caused malwares to be injected to computer 
system and disable dynamic positioning system. 
• Asset affected: Computer networks on oil rigs and platforms  
• Attack vector: Malware 
• Vulnerability exploited: Unavailable 
• Cyber threat actor: Insider 
• Cost: Operational delay  

2014 Marine Assets Corporation 
(Kessler and Shepard 2020) 

The company was engaged in a deal for a sea floor mining vessel in China. It reportedly 
unknowingly paid the deposit of a charterer’s guarantee to a cyber criminal. 
• Asset affected: None  
• Attack vector: Unavailable 
• Vulnerability exploited: Unavailable 
• Cyber threat actor:  Unavailable 
• Cost: Reportedly $10 million 

2015 
A Limassol-based shipping 
company (Kessler and 
Shepard 2020) 

The company paid a payment to a cyber criminal disguised as a bunker supplier in West 
Africa. 
• Asset affected: None 
• Attack vector: Social engineering 
• Vulnerability exploited: Unavailable 
• Cyber threat actor: Unavailable 
• Cost: Reportedly $ 644,000  
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Date Victim Description 

2016 A seafarer in West Africa 
(Amprazis 2017) 

A seafarer was targeted in sextortion case involving a blackmail scam with social media 
activity and web cam. 
• Asset affected: Seafarer 
• Attack vector: Social engineering 
• Vulnerability exploited: Unavailable 
• Cyber threat actor: Unavailable 
• Cost: Unavailable  

2016 South Korean vessels (Kim 
and Saul 2016) 

In March 2016, North Korea allegedly jammed GPS signals along the border between 
North Korea and South Korea. This interference affected 700 vessels and caused fishing 
vessels to be unable to locate nets and to return to port. 
• Asset affected: Vessels 
• Attack vector: GPS jamming 
• Vulnerability exploited: Unavailable 
• Cyber threat actor: State actor (Allegedly North Korea) 
• Cost: Unavailable  

2016 An ECDIS (Safety4Sea 2018) 

A smartphone inserted to an ECDIS by a seafarer updated itself and deleted a chart 
portfolio of the ECDIS. 
• Asset affected: ECDIS 
• Attack vector: Unavailable 
• Vulnerability exploited: Insecure USB connection allowing connection to personal 

device 
• Cyber threat actor: Insider 
• Cost: Unavailable  

2016 A global shipping company 
(Maritime Executive 2016) 

Verizon found that the home-grown server of a company was infected with malwares to 
enable hackers to intercept BLs in order that pirates board a vessel only to search for 
specific containers. 
• Asset affected: Management server 
• Attack vector: Malware 
• Vulnerability exploited: Unavailable 
• Cyber threat actor: Unavailable 
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Date Victim Description 
• Cost: Unavailable  

2017 Maersk (Greenberg 2018) 

The NotPetya cyber attack incapitated Maersk’s global servers. Maersk was able to recover 
the network from a backup left in its Gahana office due to a power outage. 
• Asset affected: Global servers 
• Attack vector: NotPetya (Malware) 
• Vulnerability exploited: Unavailable 
• Cyber threat actor: State-sponsored network (Allegedly linked to Russia) 
• Cost: About $300 million  

2017 
A German-owned 8,250 TEU 
container vessel (CSO 
Alliance 2017) 

The vessel was hacked allegedly by pirates to steer the vessel to the area susceptible for 
piracy. The cyber incident was solved by installing a firewall program to ship’s navigation 
system. 
• Asset affected: Shipboard navigation system 
• Attack vector: Unavailable 
• Vulnerability exploited: Unavailable 
• Cyber threat actor: Unavailable (Presumably pirates as terrorists) 
• Cost: Unavailable  

2017 Over 20 vessels in the Black 
Sea (Goward 2017) 

On 22 June 2017, a vessel around Novorossiysk, Russia, reported GPS spoofing leading to 
inaccuracy in their GPS signals to the US Coast Guard navigation center. 
• Asset affected: GPS 
• Attack vector: GPS spoofing 
• Vulnerability exploited: Unavailable 
• Cyber threat actor: Unavailable 
• Cost: None  

2017 BW Group (Hellenic 
Shipping News 2017) 

Its computer systems in Singapore was attacked in July, with their active directory and 
group policy objects compromised. 
• Asset affected: Active directory and group policy objects 
• Attack vector: Unavailable (Reportedly not ransomware) 
• Vulnerability exploited: Unavailable 
• Cyber threat actor: Unavailable 
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Date Victim Description 
• Cost: Unavailable  

2018 COSCO (Lopez 2018) 

On 24 July 2018, a ransomware attack from pier J terminal at Port of Long Beach, CA, 
caused disruption in operations and communication within the American continent. 
• Asset affected: Website and internal system 
• Attack vector: Ransomware 
• Vulnerability exploited: Unavailable 
• Cyber threat actor: Unavailable 
• Cost: Unavailable  

2018 
Vessels in the Mediterranean 
(Maritime Administration 
2018) 

Since 18 March 2018, interference of GPS signals was reported in the Eastern part of the 
Mediterranean Sea. 
• Asset affected: GPS 
• Attack vector: GPS jamming 
• Vulnerability exploited: Unavailable 
• Cyber threat actor: Unavailable 
• Cost: None  

2019 
A deep draft vessel 
(Inspections and Compliance 
Directorate 2019a) 

In February 2019, a vessel bound for the Port of New York and New Jersey reported a 
cyber incident against shipboard network. 
• Asset affected: Shipboard network 
• Attack vector: Malware 
• Vulnerability exploited: Unavailable 
• Cyber threat actor: Unavailable 
• Cost: None  

2019 
Vessels (Inspections and 
Compliance Directorate 
2019b) 

The USCG received reports on email phishing and malware intrusion on commercial 
vessels in which the sender is disguised as a port state control officer to obtain sensitive 
information. 
• Asset affected: Vessel, shipboard navigation system 
• Attack vector: Phishing, malware, social engineering 
• Vulnerability exploited: Unavailable 
• Cyber threat actor: Unavailable 
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Date Victim Description 
• Cost: None  

2019 
Vessels in the Strait of 
Hormuz (Maritime 
Administration 2019) 

Informed from maritime incidents in the Strait of Hormuz, the MARAD advised vessels to 
beware of GPS interference, bridge-to-bridge communication spoofing, and other 
communication jamming. 
• Asset affected: GPS and VHF 
• Attack vector: GPS jamming, eavesdropping 
• Vulnerability exploited: Unavailable 
• Cyber threat actor: State actor or state-sponsored network presumably linked to Iran 
• Cost: Unavailable  

2019 Vessels (Maritime 
Administration 2020) 

Instances of GPS interferences had been reported from the eastern and central 
Mediterranean Sea, the Persian Gulf, and multiple Chinese ports. 
• Asset affected: GPS 
• Attack vector: GPS jamming 
• Vulnerability exploited: Unavailable 
• Cyber threat actor: Unavailable 
• Cost: Unavailable  

2020 CMA CGM (Reuters Staff 
2020) 

On September 28,2020, CMA CGM suffered a suspension of its online service due to a 
cyber attack until October 12, 2020. 
• Asset affected: Peripheral servers 
• Attack vector: Malware 
• Vulnerability exploited: Unavailable 
• Cyber threat actor: Unavailable 
• Cost: Unavailable 

2020 
Carnival Corporation 
(Carnival Corporation & plc 
2020) 

Carnival Corporation disclosed that its three subsidiaries (Carnival Cruise Line, Holland 
America Line, and Seabourn) suffered from a third-party unauthorized access against 
personal information of guests, employees, and shipboard personnel on August 15, 2020. 
• Asset affected: Personal sensitive information 
• Attack vector: Third-party unauthorized access 
• Vulnerability exploited: Unavailable 
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Date Victim Description 
• Cyber threat actor: Unavailable 
• Cost: Unavailable 

2020 
International Maritime 
Organization (Container 
News Team 2020) 

Web-based services of the IMO had been shut down from September 30 to October 2, 2020 
due to an alleged sophisticated cyber attack. 
• Asset affected: IT systems 
• Attack vector: Unavailable 
• Vulnerability exploited: Unavailable 
• Cyber threat actor: Unavailable 
• Cost: Unavailable 
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Appendix 3 Legal Documents of US Government on Maritime Cybersecurity 

 
Legislation Date Content(s) 
Homeland Security 
Act of 2002 

2002 • Creation of the Department of Homeland Security (DHS) 
• National infrastructure protection plan to respond to vulnerabilities of key US resources 

and critical infrastructure 
• Critical infrastructure information act of 2002 
• Cyber security enhancement act of 2002 

Executive Order 
13636 (EO 13636) 
(The White House 
2013a) 

February 
12, 2013 

• Focus on increasing cyber resilience of critical infrastructure by focusing on information 
sharing, privacy, and cybersecurity strategy 

• Responsibility of the national institute of standards and technology to collaborate with 
private sector to develop a cyber security framework 

• Responsibility of the DHS to promote the adoption of the framework 
Presidential Policy 
Directive 21 
(PPD 21) (The White 
House 2013b) 

February 
12, 2013 • Definition of the functions, roles, and responsibilities among US federal agencies for the 

security of critical infrastructure 
• Designation of sector-specific agencies on their respective sectors 

Cybersecurity 
Enhancement Act of 
2014 

2014 • Directed the NIST to develop a “voluntary, consensus-based, industry-led” standards and 
procedures to reduce the cyber risks to critical infrastructure 

• Directed the NIST to promote a national cybersecurity awareness and develop international 
technical standards on information system security 

National Cybersecurity 
Protection Act of 2014 

2014 • Amendment to the Homeland Security Act of 2002 to establish the NCCIC to oversee the 
protection and cybersecurity of critical infrastructure  

Executive Order 
13691 (EO 13691) 
(The White House 
2015) 

February 
13, 2015 

• Direction to the DHS on the development of information sharing and analysis 
organizations 

• Designation of the NCCIC as the critical infrastructure protection program with respect to 
cybersecurity 

Executive Order 
13718 (EO 13718) 

February 
9, 2016 

• Established the commission on enhancing national cybersecurity to produce a report on 
recommendations to strengthen the cybersecurity of both the public and private sectors 
(The White House 2016a) 
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Legislation Date Content(s) 
• The report identified the cybersecurity of critical infrastructure as one of 6 imperatives and 

provided sets of recommendations and actions items for the collaboration of the public and 
private sectors (Commission on enhancing national cybersecurity 2016) 

Presidential Policy 
Directive 41 
(PPD 41) (The White 
House 2016b) 

July 26, 
2016 

• Established the principles on the response of the US federal government on cyber incidents 
from public or private sector 

• Described the efforts and architecture of the federal government in response to any cyber 
incidents 

Executive Order 
13800 (EO 13800) 

May 11, 
2017 

• Directed select US federal agencies to identify available authorities and capabilities to 
ensure the cybersecurity of critical infrastructure (The White House 2017) 

• The report identified the actions of the DHS to support the cybersecurity activities of 
private entities (e.g. the improvement of incident communication and coordination, 
incentives to private sectors for their due care on cybersecurity) (Cybersecurity & 
Infrastructure Security Agency 2018) 

National Cybersecurity 
Strategy (The White 
House 2018) 

September 
2018 

• Describe the strategy of the US federal government on, inter alias, the cybersecurity of 
critical infrastructure 

• To refine the role and responsibilities of the federal agencies and private sectors 
• To identify the risks to critical national functions and prioritize actions 
• To improve and incentivize cybersecurity technology and investment 
• To improve the cybersecurity of transportation sector and space assets and the maritime 

cybersecurity 
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Appendix 4 Online or On-site External Courses on Maritime CRM in the USA 

 
This annex provides a list of external courses on maritime CRM provided online or on-site in the USA, as of March 2021, 

which are available in English.437 

 
Provider Title Format Duration Cost Contact 

Aboa Mare (n.d.) Maritime Cyber Security 
Introduction Course Hybrid438 1 day € 450 maritime@aboamare.fi 

ABS Group (n.d.) Maritime Cybersecurity 
Awareness Online 25 

minutes $ 65 KnoxTraining@absgroup.com 
+1 865 671 5823 

Beng Hui Marine Electrical 
(n.d.) 

Maritime Cyber Security 
Awareness Online 
Course 

Online 1~1.5 
hours SGD 110 estore@benghui.com 

+65 6291 4444 

ClassNK (n.d.) Cyber Security Training Online Not 
available (Varies)439 consulting@classnkcs.co.jp 

DNV GL (n.d.) Maritime Cyber Security 
Awareness E-learning Online (Varies) (Varies) Contact DNV GL local 

academies 
ECM training Services 
(n.d.) Maritime Cyber Security Online (Varies) $ 350 info@ecmtrainingservices.com 

+1 203 857 0444 

 
437 The information of this annex does not indicate or endorse the quality of a course. The information of a course is subject to 

change by its provider. This annex does not include one-time only courses and in-campus ones provided by a university or higher 
education institution for their enrolled students. The information of this annex is limited to those available on the Internet. 

438 Hybrid of virtual or on-site (Finland if on-side delivery is selected) 

439 ¥10,000 (Basic), ¥15,000 (Advanced), ¥20,000 (Maritime Cyber Security) 



XX 
 

 

Provider Title Format Duration Cost Contact 
Indian Register of Shipping 
Academy (n.d.) 

Maritime Cyber Security 
Course Online 1 day ₹ 5,000 Contact through webpage only 

Learn America (n.d.) Maritime Cyber Security Online Not 
available 

Not 
available 

info@learnamerica.com 
+1 203 939 1513 

LiberoGroup (n.d.) Maritime Cyber Security 
Awareness Course Online 3 months € 130 +30 210 4100535 

Lloyd’s Maritime Academy 
(n.d.) 

Certificate in Maritime 
Cybersecurity Online 12 weeks $ 2,209440 LEteam@informaconnect.com 

+44 (0)20 7017 4483 

Lloyd’s Register (n.d.) Maritime Cyber Security 
Awareness Online 1 day £ 475 Contact through webpage only 

(See the bibliography) 
Maritime Training Services 
(n.d.) Cyber Security DVD Not 

available $ 250 info@maritimetraining.com 
+1 (206) 467-8458 

Mid-Atlantic Maritime 
Academy (n.d.) 

Basic Maritime 
Cybersecurity On-site 8 hours $ 200 info@mamatrains.com 

+1 757 656 6147 

Neptune (n.d.) Maritime Cyber Security 
Course 

Online or on-
site in demand 

Not 
available 

Not 
available 

+1 514 476 6722 (Canada) 
+44 203 129 1878 (Europe) 

Orion Training Center for 
Maritime Professionals 
(n.d.) 

TMSA3 - Element 13 / 
Maritime Cyber Security 
Management 

Online 
webinar 4 hours € 10 Contact through webpage only 

(See the bibliography) 

Quality Management 
International (n.d.) 

Maritime Cyber Security 
Auditor Online 4 days $ 1,995 info@qmii.com 

+1 888 357 9001 
Seanet Verification 
Services (n.d.) 

Cyber and Ship Security 
Training DVD 2 hours $ 250 compliance@seanetmaritime.com 

+1 571 748 7332 
Solent University 
Southampton (n.d.) 

Proficiency in Cyber 
Security Hygiene Online (Varies) £ 99 warsash.admissions@solent.ac.uk 

+44 023 8201 5004 

 
440 $1988.10 (Early registration), $2,209 (Registration afterwards) 
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Provider Title Format Duration Cost Contact 

SQE Marine (n.d.) Cyber Security 
Awareness Course 

Distance 
learning (Varies) € 250 info@sqemarine.com 

+30 210 4520410 

STCW Online (n.d.) Cyber Security Online441 1 hour € 40 assistant@stcw.online 
+31 10 495 2018 

Temasek Polytechnic (n.d.) Maritime Cyber Security 
Awareness Online About 50 

minutes $ 214 tsa@tp.edu.sg 

The Maritime Institute of 
Technology and Graduate 
Studies (n.d.) 

Maritime Cyber Security 
Course On-site 5 days Not 

available +1 866 656 5568 

Videotel (n.d.) Cyber Security at Sea 
Training Course Online 2~3 hours £ 140 +44 (0) 20 7299 1800 

Virtual Training Centre 
(n.d.) 

Online Cyber Security 
Awareness for Seafarers Online 4.5 to 5.5 

hours £ 85 +44 (0) 161 763 4427 

 
 

  

 
441 On-site format is not available in the USA. 
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Appendix 5 Information on Maritime CRM from Classification Societies 

 
This annex provides a list of the notation and publications on maritime CRM as of March 2021 from the member classification 

societies of the IACS.442 

A. American Bureau of Shipping 

Notation Documents on maritime CRM 

CyberSafety (CS) 
(American Bureau 
of Shipping n.d.-a) 

• CyberSafety Volume 1: Application of Cybersecurity Principles to Marine and Offshore Operations 
• CyberSafety Volume 2: Cybersecurity Implementation for Marine and Offshore Operations 
• CyberSafety Volume 3: Data Integrity for Marine and Offshore Operations 
• CyberSafety Volume 4: Software Systems Verification 
• CyberSafety Volume 5: Software Provider Conformity Program 
• CyberSafety Volume 7: Guide for ABS CyberSafety for Equipment Manufacturers 
(American Bureau of Shipping n.d.-b) 

B. Bureau Veritas 

Notation Documents on maritime CRM 
CYBER MANAGED  

CYBER MANAGED PREPARED 
CYBER SECURE 

CYBER SECURE PREPARED 
(Bureau Veritas 2020) 

• NR642: Cybersecurity requirements for products to be installed on-board naval ships 
(Bureau Veritas 2018) 

• NR659: Rules on cyber security for the classification of marine units (Bureau Veritas 2020) 

 
442 The order and content of this annex do indicate or endorse the service quality or commitment by each classification society, only 

intending to provide a list. The information in this annex is limited to those available on the Internet. Sources are located in the bibliography. 
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C. China Classification Society 

Notation Documents on maritime CRM 

Cyber Security (China 
Classification Society 2019) 

• Guidelines for Requirement and Security Assessment of Ship Cyber System (China Classification 
Society 2020a) 

• Guidelines on Maritime Cyber Risk Assessment and Cyber Safety Management System (China 
Classification Society 2020b) 

D. ClassNK 

Notation Documents on maritime CRM 
CybR-G 

(ClassNK 2020) 
• Cyber Security Management System for Ships (Requirements and Controls) (ClassNK 2019) 
• Guidelines for Designing Cyber Security Onboard Ships (ClassNK 2020) 

E. Croatian Register of Shipping 

Information is unavailable on the notation and information on maritime CRM. 

F. DNV GL 

Notation Documents on maritime CRM 

Cyber Secure 
Cyber Secure (Essential, 

Advanced, or +) 
(DNV GL 2020) 

• DNVGL-RP-0496 Cyber security resilience management for ships and mobile offshore units in operation 
(DNV GL 2016) 

• DNVGL-RP-G108 Cyber security in the oil and gas industry based on IEC 62443 (DNV GL 2017) 
• DNVGL-CG-0325 Cyber secure (DNV GL 2020a) 
• DNVGL-CP-0231 Cyber security capabilities of systems and components (DNV GL 2020b) 
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G. Indian Register of Shipping 

Notation Documents on maritime CRM 
Informed Cyber Safety (CyS-I) 

Advanced Cyber Safety (CyS-II) 
Adaptive Cyber Safety (CyS-III) 

(Indian Register of Shipping 2018) 

• Guidelines on Maritime Cyber Safety (Indian Register of Shipping 2018) 
• Type Approval of Cyber Secured Control System Components (Indian Register of Shipping 

2020) 

H. Korean Register 

Notation Documents on maritime CRM 

CS READY 
CS1, CS2, and CS3 

(Korean Register 2020a) 

• Guidance for maritime cybersecurity system (Korean Register 2020a) 
• Guidance for type approval of maritime cyber security (Korean Register 2020b) 
• Korean Register offers a monthly cybersecurity newsletter which is available in English and Korean. 

(Korean Register n.d.) 

I. Lloyd’s Register 

Notation Documents on maritime CRM 
Cyber SAFE 

Cyber MAINTAIN 
Cyber PERFORM 
Cyber SECURE 

(Lloyd’s Register 2017) 

• Deploying information and communications technology in shipping (Lloyd’s Register 2016) 
• ShipRight procedure assignment for cyber descriptive notes for autonomous & remote access ships 

(Lloyd’s Register 2017) 

J. Polish Register of Shipping 

Notation Documents on maritime CRM 

Not 
available 

• Guideline on implementation of cyber-secure oriented procedures (Polish Register of Shipping n.d.) 
• 9/P Requirements for Computer Based Systems (Polish Register of Shipping 2017) 
• 14/P Principles of Approval of Computer Programs (Polish Register of Shipping 2021) 
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K. Registro Italiano Navale 

Notation Documents on maritime CRM 
Cyber resilience (CYR) 

Cyber resilience of Operational 
Technology (CYR-OT) 

Cyber resilience of Information 
of Technology (CYR-IT) 

(RINA 2020) 

• REP. 6/E Rules for the classification of ships Part F – Additional class notations (RINA 2020) 

L. Russian Maritime Register of Shipping 

Notation Documents on maritime CRM 

Not available • Guidelines on Cyber Safety (Russian Maritime Register of Shipping 2020) 
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Appendix 6 Risk Assessment of Critical Assets  

A. Instrument Automation System 

Information Threat Vulnerability 
• Operational instruction 
• Input and output to HMIs 
• Digital data from 

analogue sensory data 

• Unauthorized access 
• Insider threat 
• Loss of integrity of input and 

output data 

• Loss of availability of input 
and output data 

• Equipment failure 
• Cyber attack 

• Physical threat 
• Third-party reliance 
• Credential management 
• OS management 
• Communication 
• Human factor 

 

Asset value Vulnerability 
severity (V) 

Threat 
severity (T) 

Attack 
probability (P) 

Risk impact 
value 

Implemented security (I) Mitigated 
risk C I A Weight (W) Total C I A Total 

2 3 2 3 21 5 5 4 2,100 1 2 1 4 525 

1. Rationales for Grading 

Because no precedents are available and this author cannot review the incident history of the company for confidentiality, 

subjective estimation is conducted in rating attack probability hereafter. 

Confidentiality (C) : The information reveals the actual status of the system in operation. The impact of unauthorized disclosure 
is limited, because changes in online data renders the disclosed data inconsistent with current one. 

Integrity (I) : The integrity of information is vital to safe decisions by shipboard personnel in cargo operations. 
Availability (A) : Although the availability of information is also crucial for the same reason, local information from OT 

assets can support shipboard personnel in case of the loss of availability of the IAS. 
W : The information is the most important one in the system for the purpose of safe cargo operations. 
V : The asset as IT ICS is vulnerable to IT vulnerabilities and the vulnerabilities of OT assets which affect the IAS. 
T : A cyber attack to the asset as a set of computers does not require sophisticated knowledge. The impact of a 

cyber threat extends to OT assets and physical consequences to persons and the environment. 
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P : The IAS is exposed to visitors during a cargo operation and for maintenance purpose. A cyber threat actor 
will first attempt to compromise the IAS as an IT ICS. However, such occurrence is mostly limited to while 
the vessels calls a port. 

Implemented security: 
Confidentiality (I: C) 

: The majority of existing measures addresses physical security. Additional measures lie in protecting the 
confidentiality of information beyond the protection by network isolation. 

Implemented security: 
Integrity (I: I) 

: Although practices are in place to verify the integrity of information, they should be developed beyond 
verification to ensure the integrity of information. 

Implemented security: 
Availability (I: A) 

: Shipboard maintenance practices are mostly aimed at ensuring the availability of OT assets. 

B. Cargo pump 

Information Threat Vulnerability 
• Analogue sensory 

data 
• Unauthorized access 
• Insider threat 
• Loss of integrity of output data 
• Loss of availability of output data 

• Equipment failure 
• Cargo-related accidents 
• Fire and explosion 

• Physical threat 
• Third-party reliance 
• Communication 
• Human factor 

 

Asset value Vulnerability 
severity (V) 

Threat 
severity (T) 

Attack 
probability (P) 

Risk impact 
value 

Implemented security (I) Mitigated 
risk C I A Weight (W) Total C I A Total 

1 3 2 3 18 2 3 2 216 2 2 2 6 36 

1. Rationales for Grading 

C : The ramifications of a disclosure are limited to the asset only. The impact of unauthorized disclosure is limited, because 
changes in online data renders the disclosed data inconsistent with current one. 

I : Shipboard personnel rely on the information in performing a safe discharging operation and controlling the asset to maintain 
safe condition. 

A : In the loss of availability, shipboard personnel can rely on local information from the asset. 
W : The vessel cannot effectively perform a discharging operation without the asset. 
V : The extent to which vulnerabilities are exploited is limited. The exploitation of vulnerabilities requires the understanding of 

the specific asset.  
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T : The exploitation of vulnerabilities requires the understanding of the specific asset. Although the extent of a cyber incident is 
limited to the asset and the IAS, the cost of such incident can be considerable. During the failure of one pump, redundancy 
and emergency techniques ensures the continuation of a discharging operation. 

P : A cyber incident specifically targeting the asset requires insights on a VLGC and the asset. 
I: C : The MTSA and a VSP can ensure the confidentiality of the asset against unauthorized access and manipulation. 
I: I : Existing measures are capable of verifying and ensuring the integrity of the asset as an OT one.   
I: A : Existing measures are capable of verifying and ensuring the integrity of the asset as an OT one.   

C. Cargo compressor 

Information Threat Vulnerability 
• Analogue sensory 

data 
• Unauthorized access 
• Insider threat 
• Loss of integrity of output data 
• Loss of availability of output data 

• Equipment failure 
• Cargo-related accidents 
• Fire and explosion 

• Physical threat 
• Third-party reliance 
• Communication 
• Human factor 

 

Asset value Vulnerability 
severity (V) 

Threat 
severity (T) 

Attack 
probability (P) 

Risk impact 
value 

Implemented security (I) Mitigated 
risk C I A Weight (W) Total C I A Total 

1 3 3 3 18 2 3 2 216 2 2 2 6 36 

1. Rationales for Grading 

C : The ramifications of unauthorized disclosure are limited to the asset only. The impact of unauthorized disclosure is limited, 
because changes in online data renders the disclosed data inconsistent with current one. 

I : Shipboard personnel rely on the information in containing boil-off gas and controlling the asset to maintain safe condition. 
A : In the loss of availability, shipboard personnel can rely on local information from the asset. 
W : The vessel cannot contain boil-off gas and perform certain cargo operations (e.g. tank change operation) without the asset. 
V : The extent to which vulnerabilities are exploited is limited. The exploitation of vulnerabilities requires the understanding of 

the specific asset.  
T : The exploitation of vulnerabilities requires the understanding of the specific asset. Although the extent of a cyber incident is 

limited to the asset and the IAS, the cost of such incident can be considerable. During the failure of one compressor, 
redundancy and emergency techniques ensures the continuation of a cargo operation. 
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P : A cyber incident specifically targeting the asset requires insights on a VLGC and the asset. 
I: C : The MTSA and a VSP can ensure the confidentiality of the asset against unauthorized access and manipulation. 
I: I : Existing measures are capable of verifying and ensuring the integrity of the asset as an OT one.   
I: A : Existing measures are capable of verifying and ensuring the integrity of the asset as an OT one.   

D. Loading computer 

Information Threat Vulnerability 
• Operational instruction 
• Input and output to HMIs 
• Digital data from 

analogue sensory data 

• Unauthorized access 
• Insider threat 
• Loss of integrity of input and 

output data 

• Loss of availability of input 
and output data 

• Equipment failure 
• Cyber attack 

• Physical threat 
• Third-party reliance 
• Credential management 
• OS management 
• Communication 
• Human factor 

 

Asset value Vulnerability 
severity (V) 

Threat 
severity (T) 

Attack 
probability (P) 

Risk impact 
value 

Implemented security (I) Mitigated 
risk C I A Weight (W) Total C I A Total 

2 3 3 3 24 4 5 4 1,920 1 2 1 4 480 

1. Rationales for Grading 

C : The information reveals the stability of the vessel. The impact of unauthorized disclosure is limited, because changes in 
online data renders the disclosed data inconsistent with current one. 

I : Shipboard personnel rely on the information in understanding the stability. 
A : The vessel does not have redundant measures to substitute the asset in case of a disruption. 
W : The asset is crucial in monitoring the stability and ensuring the seaworthiness. 
V : The asset as a computer is exposed to myriad of vulnerabilities against an ordinary computer. However, the exposure of 

vulnerabilities is contained, as the asset cannot manipulate the information of IAS. 
T : A cyber attack to the asset as a computer does not require sophisticated knowledge. The impact of a cyber threat can be 

potentially be significant to the system and the vessel (e.g. structural failure, sinking of a vessel) 
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P : The asset as a computer is exposed to a myriad of attack vectors. However, limited occurrence of access and network 
isolation diminishes the attack probability. 

I: C : The majority of existing measures addresses physical security. Additional measures lie in protecting the confidentiality of 
information beyond the protection by network isolation. 

I: I : Although practices are in place to verify the integrity of information, they should be developed beyond verification to ensure 
the integrity of information. 

I: A : Shipboard maintenance practices are mostly aimed at ensuring the availability of OT assets. 

E. Temperature, Level, and Pressure Indicators 

Information Threat Vulnerability 
• Analogue sensory 

data 
• Loss of integrity of output data 
• Loss of availability of output data 

• Cargo-related accidents • Physical threat 
• Third-party reliance 
• Communication 

 

Asset value Vulnerability 
severity (V) 

Threat 
severity (T) 

Attack 
probability (P) 

Risk impact 
value 

Implemented security (I) Mitigated 
risk C I A Weight (W) Total C I A Total 

2 3 3 3 24 2 3 2 288 2 2 2 6 48 

1. Rationales for Grading 

C : Unauthorized disclosure contributes to the estimation of the quantity of a cargo. The impact of unauthorized disclosure is 
limited, because changes in online data renders the disclosed data inconsistent with current one. 

I : The integrity is crucial for correctly calculating the quantity. The manipulation of the integrity contributes to commercial 
ramifications (e.g. disputes in loaded or discharged quantity). 

A : In the loss of availability, shipboard personnel do not have means of measuring temperature, level, and pressure. 
W : There exists no means of measuring cargo temperature, level, and pressure without the asset. 
V : The extent to which vulnerabilities are exploited is limited. The exploitation of vulnerabilities requires the understanding of 

the specific asset.  
T : The exploitation of vulnerabilities requires the understanding of the specific asset. Although the extent of a cyber incident is 

limited to the asset and the IAS, the cost of such incident can be considerable. 
P : A cyber incident specifically targeting the asset requires insights on a VLGC and the asset. 
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I: C : The MTSA and a VSP can ensure the confidentiality of the asset against unauthorized access and manipulation. 
I: I : Existing measures are capable of verifying and ensuring the integrity of the asset as an OT one.   
I: A : Existing measures are capable of verifying and ensuring the integrity of the asset as an OT one.   

F. Ballast Handling System 

Information Threat Vulnerability 
• Analogue sensory 

data 
• Unauthorized access 
• Insider threat 
• Loss of integrity of output data 

• Loss of availability of output data 
• Equipment failure 

• Physical threat 
• Third-party reliance 
• Communication 
• Human factor 

 

Asset value Vulnerability 
severity (V) 

Threat 
severity (T) 

Attack 
probability (P) 

Risk impact 
value 

Implemented security (I) Mitigated 
risk C I A Weight (W) Total C I A Total 

1 2 2 2 10 2 3 2 120 2 2 2 6 20 

1. Rationales for Grading 

C : The ramifications of unauthorized disclosure are limited to the asset only. The impact of unauthorized disclosure is limited, 
because changes in online data renders the disclosed data inconsistent with current one. 

I : In the loss of integrity, shipboard personnel can manually obtain data to continue a ballast operation. 
A : In the loss of availability, shipboard personnel can manually obtain data and control components to continue a ballast operation. 
W : The asset ensures the stability of the vessel throughout all phases of a voyage. However, the vessel can engage in short term 

shipping without this asset, as long as stability is ensured. 
V : The extent to which vulnerabilities are exploited is limited. The exploitation of vulnerabilities requires the understanding of 

the specific asset.  
T : The exploitation of vulnerabilities requires the understanding of the specific asset. Although the extent of a cyber incident is 

limited to the asset and the IAS, the cost of such incident can be considerable. 
P : A cyber incident specifically targeting the asset requires insights on a VLGC and the asset. 
I: C : The MTSA and a VSP can ensure the confidentiality of the asset against unauthorized access and manipulation. 
I: I : Existing measures are capable of verifying and ensuring the integrity of the asset as an OT one.   
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I: A : Existing measures are capable of verifying and ensuring the integrity of the asset as an OT one.   

G. Gas Detection System 

Information Threat Vulnerability 
• Analogue sensory 

data 
• Operational 

instruction 

• Unauthorized access 
• Insider threat 
• Loss of integrity of output data 

• Loss of availability of output data 
• Equipment failure 
• Cargo-related accidents 

• Physical threat 
• Third-party reliance 
• Communication 
• Human factor 

 

Asset value Vulnerability 
severity (V) 

Threat 
severity (T) 

Attack 
probability (P) 

Risk impact 
value 

Implemented security (I) Mitigated 
risk C I A Weight (W) Total C I A Total 

1 3 2 2 12 2 3 2 144 2 2 2 6 24 

1. Rationales for Grading 

C : The ramifications of unauthorized disclosure are limited to the asset only. An unauthorized disclosure does not impact the 
operation of the system. 

I : The integrity is crucial in checking gas concentration for safe entry of shipboard personnel. 
A : In the loss of availability, shipboard personnel can manually monitor gas concentration of certain spaces for the same purpose. 
W : Although the asset is important to ensure the safety of a person entering an enclosed space, it does not relate to safe operation 

of the system. 
V : The extent to which vulnerabilities are exploited is limited. The exploitation of vulnerabilities requires the understanding of 

the specific asset.  
T : The exploitation of vulnerabilities requires the understanding of the specific asset. Although the extent of a cyber incident is 

limited to persons (i.e. suffocation, asphyxia, and death), the consequence of such incident is beyond description. 
P : A cyber incident specifically targeting the asset requires insights on a VLGC and the asset. 
I: C : The MTSA and a VSP can ensure the confidentiality of the asset against unauthorized access and manipulation. 
I: I : Existing measures are capable of verifying and ensuring the integrity of the asset as an OT one.   
I: A : Existing measures are capable of verifying and ensuring the integrity of the asset as an OT one.   
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H. Cargo Overfill Protection System 

Information Threat Vulnerability 
• Analogue sensory 

data 
• Operational 

instruction 

• Loss of integrity of output data 
• Loss of availability of output data 
• Equipment failure 

• Cargo-related accidents 
• Fire and explosion 

• Physical threat 
• Third-party reliance 
• Communication 

 

Asset value Vulnerability 
severity (V) 

Threat 
severity (T) 

Attack 
probability (P) 

Risk impact 
value 

Implemented security (I) Mitigated 
risk C I A Weight (W) Total C I A Total 

1 3 2 3 12 2 4 2 192 2 2 2 6 32 

1. Rationales for Grading 

C : The ramifications of unauthorized disclosure are limited to the asset only. An unauthorized disclosure does not impact the 
operation of the system. 

I : The integrity is crucial for loading cargos to safe level. The manipulation of integrity causes components to stop in an 
undesirable moment and aggravate cyber threats of the assets and the components. 

A : In the loss of availability, shipboard personnel can manually stop a loading operation and discharge from an overfill tank to 
return to a safe liquid level. 

W : The asset is important to ensuring the safe liquid level throughout a voyage. 
V : The extent to which vulnerabilities are exploited is limited. The exploitation of vulnerabilities requires the understanding of 

the specific asset.  
T : The exploitation of vulnerabilities requires the understanding of the specific asset. A cyber incident to the asset affects the 

operation of certain components, which aggravate cyber threats of the assets and the components. 
P : A cyber incident specifically targeting the asset requires insights on a VLGC and the asset. 
I: C : The MTSA and a VSP can ensure the confidentiality of the asset against unauthorized access and manipulation. 
I: I : Existing measures are capable of verifying and ensuring the integrity of the asset as an OT one.   
I: A : Existing measures are capable of verifying and ensuring the integrity of the asset as an OT one.   
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I. Emergency Shutdown System 

Information Threat Vulnerability 
• Analogue sensory 

data 
• Operational 

instruction 

• Unauthorized access 
• Insider threat 
• Loss of integrity of output data 
• Loss of availability of output data 

• Equipment failure  
• Cargo-related accidents 
• Fire and explosion 

• Physical threat 
• Third-party reliance 
• Communication 
• Human factor 

 

Asset value Vulnerability 
severity (V) 

Threat 
severity (T) 

Attack 
probability (P) 

Risk impact 
value 

Implemented security (I) Mitigated 
risk C I A Weight (W) Total C I A Total 

1 3 2 3 12 2 4 2 192 2 2 2 6 32 

1. Rationales for Grading 

C : The ramifications of unauthorized disclosure are limited to the asset only. An unauthorized disclosure does not impact the 
operation of the system. 

I : The integrity is crucial for safe cargo operations especially on the onset of an emergency. The manipulation of integrity 
causes components to stop in an undesirable moment and aggravate cyber threats of the assets and the components. 

A : In the loss of availability, shipboard personnel can manually stop components of the system to shut down the system. 
W : The asset is important for prompt response against an emergency. An inadvertent activation of the asset leads to considerable 

operational (e.g. rupture of a pipeline) and commercial (e.g. reputational loss) consequences. 
V : The extent to which vulnerabilities are exploited is limited. The exploitation of vulnerabilities requires the understanding of 

the specific asset.  
T : The exploitation of vulnerabilities requires the understanding of the specific asset. A cyber incident to the asset affects the 

operation of certain components, which aggravate cyber threats of the assets and the components. 
P : A cyber incident specifically targeting the asset requires insights on a VLGC and the asset. 
I: C : The MTSA and a VSP can ensure the confidentiality of the asset against unauthorized access and manipulation. 
I: I : Existing measures are capable of verifying and ensuring the integrity of the asset as an OT one.   
I: A : Existing measures are capable of verifying and ensuring the integrity of the asset as an OT one.   
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