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Abstract  

Wireless Body Area Networks (WBANs) use biosensors worn on, or in the human body, which 

collect and monitor a patient’s medical condition. WBANs have become increasingly more 

beneficial in the medical field by lowering healthcare cost and providing more useful information 

that medical professionals can use for a more accurate, and faster diagnosis. Due to the fact that 

the data collected from a WBAN is transmitted over a wireless network, there are several security 

concerns involved. This research looks at the various attacks, and concerns involved with WBANs. 

A real physiological dataset, consisting of ECG signals obtained from a 25-year-old male, was 

used in this research to test accuracy of various decision tree classifiers. The Weka software was 

used to analysis the accuracy and detection rate results of this dataset in its original form, versus a 

reduced dataset consisting of less, more important attributes. The results concluded that the use of 

decision tree classifiers using data mining, is an efficient way to test the increased accuracy on a 

real dataset obtained from a WBAN once it has been altered. The original dataset produced results 

where the ROC curve ranged from 0.313 (31%) to 0.68 (68%), meaning their accuracy is not very 

high and the detection rate is low. Once an attribute selection feature was used on the dataset, the 

newly reduced set showed ROC curves ranging from 0.68 (68%) to 0.969 (97%) amongst the three 

classes. As a result, decision tree models were much more accurate with a higher detection rate 

when used on a real dataset that was reduced to function better as a detector for a WBAN.  

 

Keywords—wireless body area network; intrusion detection system; anomaly detection; 

datamining; NSL-KDD (key words) 
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1. Introduction  

1.1 Background of WBANs 

A wireless body area network (WBAN), also known as a body sensor network (BSN), 

consists of a network containing a set of biosensor nodes that collect and transmit data to a 

wireless local area network (WLAN), or a personal device known as a personal digital assistant 

(PDA) [14]. There are many uses to a wireless body area network, but they are particularly 

popular within the medical field, being used as medical devices to monitor a patient’s condition. 

In this case, they are referred to as Medical Body Area Networks (MBAN). A MBAN remotely 

monitors various signals of a human body such as physiological signals including heart rate, skin 

temperature, and electrocardiogram, as well as various activities including sleeping and running 

[1].   

A WBAN can be positioned on a patient’s body or implanted in the body to provide a 

continuous flow of information, such as a real time health monitoring of the patients. WBANs 

help medical professionals treat patients accordingly [1]. A WBAN’s sensors can be used in two 

different ways known as wearable WBANs and implantable WBANs. Wearable WBANs are 

worn with the sensors placed directly on the body, or at a close distance to the body, for a short 

period of time. Various examples of wearable WBANs include respiration monitors, blood 

pressure monitors, pacemakers, and insulin sensors [23]. On the other hand, implantable WBANs 

consist of sensors that are implanted deep into the body. For example, implantable sensors can be 

placed in the body near the heart, spinal cord, or brain [2]. An endoscope capsule and a cardiac 

recorder are a couple examples of implantable WBANs.  
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Data that is collected by the body sensors is wirelessly transmitted to an external unit that 

processes the information, which is then sent over via Wi-Fi or Ethernet to a specific server, or 

another device [2]. An example of how a body area network works is shown in Figure 1. The 

sensor nodes are placed on, or within the patient’s body, where the data that is gathered is 

wirelessly transmitted via a device. This data is sent over the Internet to a server, which can then 

be used by medical professionals (Figure 1). 

 

 

 

 

 

 

 

 

There are several security challenges and issues in relation to WBANs. Mainly, the 

security architecture of a WBAN can be challenging to successfully implement due to the fact 

that there are various security and performance requirements that also must be met. These 

security requirements include confidentiality, integrity, authentication, and availability [5, 47]. 

Data obtained from a WBAN must be secured with all these requirements in order to prevent 

security attacks from occurring on the collected date via a wireless network [47].  

Figure 1:  Wireless Body Area Network (WBAN) diagram 
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1.2 IEEE 802.15.6 

Wireless body area networks transmit private information wirelessly through a network. A 

big threat to transmitting information in this way is wireless access points being accessed by an 

unauthorized user [5,13]. WBANs are often used in the medical field for health applications, 

therefore making sure the networks are secure is important. WBANs must be able to support 

security protocols so that communication within the network is secure [20]. The IEEE 802.15.6 

standard was created for wireless body area networks in 2012 [5].  

IEEE 802.15.6 supports secure and unsecure communication in body area networks [13]. 

It uses three different security levels as a way to secure communication amongst BANs. The levels 

are referred to as level 0, level 1, and level 2. Level 0, unsecured communication, is known as 

providing the least amount of security in IEEE 802.15.6. [13]. There is no security mechanism 

used in this level for the data that is transmitted. There is no authentication, integrity, or 

confidentiality for the data transmitted. The next level, level 1, is for authentication only. This 

means this level consists of average security, and messages that are transmitted using this level are 

secure. Although messages are considered to be secure, they are not encrypted, and it does not 

provide any type of protection in terms of privacy or confidentiality [13]. Level 1 does provide 

integrity and authentication. The final level, level 2, is for authentication and encryption, which is 

the highest security level. In IEEE 802.15.6, level 2 provides the most secure communication by 

encrypting and using secure authentication. This level of the 802.15.6 standard provides integrity, 

authentication, privacy protection, and confidentiality [13].  

In a medical body area network, during communication, when a sensor node is going to 

join the network, or leave the network, it should pick one of the security levels in order to ensure 



 7 

the communication is going to be secure [13]. A sensor node should also see what the requirement 

is for authentication throughout the transmission.  

 

1.3 Security Attacks 

A WBAN’s data is transmitted wirelessly, meaning there are various security concerns 

involved. A patient’s private data from a WBAN is highly confidential and must be protected 

from potential security attacks [2].  In order to preserve the confidentiality of a patient’s 

information via a WBAN, efficient security measures must be implemented. Security issues in 

regard to WBANs are very important because it can be highly destructive to an individual. If an 

attack is successfully performed, a patient’s medical records or sensitive information can be 

compromised [5].  There are a numerous amount of threats and attacks that can occur on a 

WBAN, which can be dangerous and can create an opportunity for a variety of threats and 

attacks performed on through the network. Based off a research report by Kompara and Holbl 

titled “Survey on security in intra-body area network communication,” the authors describe the 

attacks that can be performed on a WBAN. I will briefly summarize a few important attacks: 

 

Man in the middle attack (MITM) [4,9]: This type of attack involves an attacker having the 

ability to eavesdrop and/or intercept messages between a user and an application. A MITM attack 

acts as a normal exchange between the two parties, while the third party is secretly intercepting 

the messages between them [7]. This attack can be extremely dangerous because an attacker can 

manipulate the exchanged data between the two communicating parties [4]. Figure 2 displays a 

figure of how a Man in the middle attack works [9]. Machine A is communicating with Machine 
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B but is unaware of the Attacker Machine intercepting and listening in on their conversation 

(Figure 2).  

 

 

Eavesdropping Attack [4]: A WBAN transmits data wirelessly, meaning it can be much easier 

for an attacker to spy on any information being exchanged on the network. This type of attack has 

to do with data being collected from the attacker by listening in on the exchange of data. In the 

medical field, BANs exchange a large amount of highly sensitive information, meaning it is very 

important that this type of attack is prevented.  

 

One way that an eavesdropping attack can be prevented is through the use of encryption. If the 

data is encrypted throughout the exchange, with the use of changing keys, this type of attack can 

be prevented from occurring [4]. Although Figure 2 specifically shows a MITM attack, an 

eavesdropping attack is similar because it is a type of MITM attack. An attacker machine is 

listening in on the conversation between Machine A and Machine B (Figure 2) [9]. 

 

Node-compromising attack [4,10]: This type of attack is considered to be very serious in regard 

to wireless body sensor networks. It works as a three-stage attack: capturing sensor nodes, 

redeployment of the sensor nodes, and those sensor nodes launching the attack [10]. A node-

Figure 2: MITM Attack [9] 
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compromising attack allows an attacker to be able to extract data from a node that has been 

compromised and use it as a way to gain access into the network [4]. A way to help prevent this 

type of attack is to ensure that they keys are refreshed on a regular basis, and that keys are revoked 

once they are used.  

 

Denial of Service Attack (DOS) [4,34]: To perform this type of attack, an attacker floods a 

network with malicious traffic until the intended target is no longer able to respond and the network 

ultimately crashes [8]. This happens because the machine being attacked cannot handle the amount 

of traffic coming in. Once this happens, the users of the network are unable to access their devices 

or the other parts of the network. If this type of attack occurs, then the availability of information 

in regard to a WBAN is disrupted [4].  

 

Probing Attack [34]: This type of attack is when attacker probes, or scans a network in order to 

collect information. They collect information on the different vulnerabilities within the network 

to later use to exploit them and attack the system.  

 

Remote to Local Attack (R2L) [34]: This type of attack is exactly how it sounds; an attacker 

sends malicious data to a victim machine and gains local access to it in order to exploit its 

vulnerabilities.  

 

User to Root Attack (U2R) [34]: This is when an attacker attempts to gain access to a victim’s 

machine to become the root user and have the highest amount of privileges. 
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1.4 Security Requirements  

Considering all of the various security threats involved with WBANs, in order for them to 

perform at their highest efficiency, there are certain security requirements involved [24]. A few of 

these requirements are based off of the CIA triad. The CIA triad is a security model that is broken 

down into three categories: confidentiality, integrity, and availability [6]. WBANs transmit a 

patient’s sensitive data and medical records through a wireless network, therefore the information 

is at high risk. Here are a few of the security requirements with WBANs: 

 

Confidentiality & Privacy [5,24]: Sensitive data, especially a patient’s medical records, are very 

important to keep private from those who should not have access to it. WBANs transmit this type 

of important data through a wireless network, meaning if there is an insecure network involved, a 

person might be able to gain access to the data without the victim being aware can occur. These 

types of attacks include an eavesdrop attack or a man in the middle attack (Figure 2). Information 

that is being transmitted via a WBAN should be encrypted during storage and when it is transmitted 

in order to preserve data confidentiality.  

 

Integrity [5]: Data that is collected from a WBAN needs to be secure so it cannot be modified or 

deleted by a third party [6]. If someone who is authenticated to access the data changes it some way, 

the change should be able to be reversed [5]. Maintaining the integrity of a person’s sensitive data 

is an important WBAN requirement because, if anyone was able to alter the data in any way, it 

could lead to something negative happening to the patient, such as a misdiagnosis or the medical 

professional providing them with the wrong type of treatment [24].  
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Authentication [5, 24]: A medical patient who is using a WBAN would not want their personal, 

sensitive information to be seen by anyone other than themselves and medical professionals. 

Therefore, it is important to make sure that only authenticated users are able to access the network, 

and prevent any malicious attacks from occurring.  

 

Availability [5]: It is important for the collected information from a patient to always be available 

to the medical professionals. The data from a wearable or implantable WBAN should be protected, 

but be available when needed by those authenticated to access it [6]. In the case of WBANs, it also 

is important for the data to adjust to a particular time and location regarding a patient’s needs [5].  

 

2. State of the art 

2.1 Intrusion Detection Systems (IDS) 

  A wireless body area network (WBAN) transmits data over a network through the use of 

sensor nodes. One of the ways to provide security to WBANs to defend against malicious attacks 

is to monitor the sensor nodes, and the network, using an Intrusion Detection System (IDS) [24]. 

An IDS is commonly used to detect malicious activity in the network before it does any real harm 

to the network [25]. Due to the limited resources of WBAN’s such as power, memory and even 

bandwidth, there are not many security tools implemented to provide efficient security [26]. An 

Intrusion Detection System is often used as a second defense mechanism with WBANs because 

they are able to detect known and unknown attacks on the network [26].  

  In order to implement an efficient IDS, there are certain goals that need to be considered. 

An IDS must be able to detect or identify an incoming attack after it has been attempted, and then 
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set off an alarm to let the “owner” of the WBAN, and the network, know that an attack is about to 

occur. This ensures that whoever owns the WBAN is able to prevent the attack from successfully 

attacking the network [26]. There are two types of Intrusion Detection architectures and those 

include: host based, and network based. According to [26], an IDS that is host-based determines 

suspicious behavior and attacks from a specified host. The malicious behavior is determined based 

off of raw files of information that was collected at that specified node. Considering it is designed 

to monitor only a specific host, that is why it is unable to look at the network for suspicious 

behavior/incoming attacks [26].  Due to the fact that HIDS are unable to detect attacks within the 

network, the use of a NIDS is much more useful in terms of efficiently securing an WBAN [26]. 

This type of IDS differs from a host-based because it looks at the entire network, where it then 

captures network packets [26]. Variant types of IDSs introduced in [52-86] that uses recent machine 

learning approaches to classify, detect, and protect against attacks in different domains such as 

cloud computing and SCADA systems. We will adjust some of these approaches to work in the 

WBAN. 

 

2.2 Intrusion Detection Based on Data Mining 
 

Over the years there has been limited research on intrusion detection systems (IDS) 

because of the requirements involved, especially in terms of designing for a WBAN. However, 

there has been an increase in recent years of the number of implementations of IDSs by different 

researchers. These implementations of IDSs are designed using a variety of techniques and 

Signature-based detection methods [32]. According to [32], Signature-based detection for an IDS 

is designed to learn the normal and abnormal behaviors of a wireless body area network, which 

the intrusion system can detect malicious activity that differs from the normal. Signature-based 
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detection is trained and used to detect unknown attacks that have never affected the WBAN 

before. It has various advantages and disadvantages to its use. One disadvantage of using 

Signature-based detection it is unable to detect insider attacks. However, an advantage to using 

such techniques is, it is able to detect malicious attacks that the system has not seen before [32]. 

This research focuses on the use of a signature-based detection method, data mining. 

Data mining is one of the various technologies used for intrusion detection [32] because it can 

process a sizeable amount of data, and it can detect information without needing additional input 

from the user. Weka, a software that consists of numerous tools and algorithms for performing 

data mining [32], will be used as a part of this research. This software includes a variety of 

classification algorithms and visualization techniques to be used to determine accuracy on a 

dataset where information was collected from a WBAN. An effective, and commonly used 

classification method is known as decision trees. A decision tree includes three different parts: a 

root node, internal nodes and a leaf node [43]. Examples include a J48 tree, a Random Forest tree 

(RF), and a Random Tree (RT), all of which will be used in this research to measure accuracy on 

a dataset. These decision tree classifiers are described below:  

 

J48 [41, 42]:   

The full name of the J48 classifier in Weka is known as “weka.classifiers.trees.J48”. The 

J48 classifier is based off of the C4.5 decision tree algorithm, which can build a pruned or 

unpruned decision tree. A common modeling error, known as overfitting, has to do with a 

decision tree classifying all of the data correctly in a dataset, but not necessarily being a “good 

classifier” if the accuracy is not maintained on new training sets. In other words, it is generating 

results that are meaningless. The use of the J48 decision tree classifier helps prevent this error 
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from occurring by having the option to prune the decision tree. To “prune” a tree means to grow 

a much larger tree, and then reduce it by discarding parts of it to prevent the tree from becoming 

too large. By doing this, the accuracy of the data will be much higher and more efficient [43].  

 

Random Forest (RF) [41, 49]:   

 This classifier has to do with creating a forest of random trees. In other words, it creates a 

set of various decision trees that are selected at random from subsets of the provided dataset. It 

uses the trees it creates to decide on the final class. When using the Random Forest model for 

classification purposes, the tree with the most “votes” is the decided tree.  

 

Random Tree (RT) [41, 45]:  

This is considered to be a supervised, learning classifier [45]. It can be used as both a 

classification and regression technique. According to a source, a Random Tree classifier works 

by taking the input features, classifying them with all of the other trees included in the “forest,” 

and then the results are labels that got the most votes [45].  

 

3. Proposed contribution  

3.1 Methodology  
 

The proposed methodology for this research is shown in Figure 3. Beginning with a 

training dataset as the first step, will be referred to as the “Original dataset” throughout this 

paper. The second step is to reduce the dataset using Weka, to remove any redundant attributes 

that are possibly lowering the accuracy, which will be called the “Reduced Dataset.” Weka is 

able to perform various classification, regression, and visualization techniques. This research will 
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consist of using classification and visualization techniques to show the improvement and 

accuracy of detection.  

The dataset that will be used in this research is the “Motion Artifact Contaminated ECG 

Database” [38, 39], also known as the “StandWalkJump” dataset [40], is a dataset consisting of 

real physiological data. This dataset was published in 2015, and includes ECG signals obtained 

from a 25-year-old male wearing a WBAN placed on his body. The WBAN collected 

information from the man performing the activities of standing, jumping, and walking [38]. The 

data was collected by placing a patch that included 4 pairs of electrodes on to the body of the 

male, which recorded ECG signals. The data was collected at a sampling rate of 500 Hz [38] 

with a 16-bit resolution.  

The original dataset includes 12 instances and 2501 attributes. The second step of the 

methodology requires taking this dataset and reducing it using an attribute selection technique to 

eliminate redundant, useless attributes. In this research, the AttributeSelection filter is chosen, 

which selects specific attributes. This filter is considered to be flexible in terms of allowing 

different search and evaluators to be used with it. To reduce the original dataset with this filter, 

an evaluator needs to be chosen to determine how the attributes will be evaluated and chosen. In 

this case, the CfsSubetEval evaluator will be used, which works by evaluating the worth of 

attributes in a subset [41]. Lastly, the search method that will be used with this filter is the 

BestFirst method, which performs a best first search on the entire dataset. According to Weka, it 

defines this search method as searching “the space of attribute subsets by greedy hillclimbing 

augmented with a backtracking facility.”  The Best First method can either start its searching 

with an empty or full set, and move forward or backwards from there [41]. Table 1 displays 

detailed descriptions of the filter, evaluator, and search method, provided by Weka (Table 1) 
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[41]. After the dataset has been reduced, it is left with 12 instances still, and 35 attributes, 

significantly lowering the data that will be used.  

 

  Description 

Filter AttributeSelection A supervised attribute filter that can be used to select 

attributes 

Evaluator CfsSubetEval Evaluates the worth of a subset of attributes by considering 

the individual predictive ability of each feature along with 

the degree of redundancy between them. 

Search Method BestFirst Searches the space of attribute subsets by greedy 

hillclimbing augmented with a backtracking facility. 

Table 1: Feature Selection Technique [41] 

 

Once the 35 “best” attributes have been selected, the third step is to use the reduced 

dataset on a couple of the decision tree classification algorithms in Weka to see the improved 

classification accuracy on the dataset. The classification techniques and their descriptions [36] 

that will be used are displayed in Table 2. These include the decision trees: J48, Random Forest, 

and Random Tree. The ending results will be evaluated by examining the building model times, 

the TP rate, the FP Rate, and the ROC area.  

 

 

 

Figure 3: Proposed Methodology 
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Model Description 

J48 For generating a pruned or unpruned decision tree using the C4.5 

algorithm. Increases better performance.  

Random Forest (RF) Builds a forest of different decision trees. 

Random Tree (RT) Constructs a tree that considers K randomly chosen attributes at each 

node. No pruning. 

Table 2: Classification Decision Trees & Descriptions 

 

The proposed methodology for this research (Figure 3) is to improve the detection 

technique used on WBANS, and to show the increase in accuracy and detection rate by using a 

real physiological dataset, reducing it to its most important attributes, and testing it on various 

decision tree classifiers. Once the results are obtained, the true positive rate (TPR) will be closely 

analyzed to determine if the specific classifier is accurate r to use for correct detections. The 

higher the TPR, the better it is at detection, therefore less false alarms. The other number that 

will be examined is the false positive rate (FPR). The FPR should be lower in relation to the 

TPR, so the threshold will be higher as well, for a more accurate classifier. The measurements 

and metrics provided by Weka, that are used in Figures 4–9, are described in Table 3 and 4 [51]. 

 

Measurement Definition 

TP Rate  TP / (TP + FN) 

True positives / (true positives + false negatives) 

FP Rate FP / (FP + TN) 

False positives / (false positives + true negatives) 

Precision TP / (TP + FP) 

True positives / (true positives + false positives) 

Recall TP / (TP + FN) 

True positives / (true positives + false negatives) 

Table 3: Accuracy Measurements & Definitions 
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Metric Definition 

TP (True positive) Correctly labeled as positives 

TN (True negative) Negatives correctly labeled as negatives 

FN (False negative) Positive examples incorrectly labeled as negative 

FP (False positive) 

 

Negative examples incorrectly labeled as positive  

Table 4: Metrics & Definitions 

 

4. Experiment Analysis  
 

The original ECG signals dataset consists of 12 instances and 2501 attributes. The 

attributes are labeled as “Channels” for the signals that were recorded. For this research, the 

dataset was used in Weka and tested on three different decision tree classifiers. These classifiers 

were the J48, RandomTree, and RandomForest. The models that were built with these classifiers 

were based off of a 4-fold cross-validation. Cross-validation is a technique that is used to divide 

a dataset into a specified number of pieces [46], which in this case 4 was chosen in order to 

increase accuracy. The dataset was then reduced with the use of the Attribute Selection filter, the 

CfsSubetEval evaluator and BestFirst search method to eliminate any redundant attributes that 

were decreasing the accuracy of the dataset. Once that filter was applied to the dataset, the 

number of attributes decreased to 35. This newly reduced dataset was also tested with a 4-fold 

cross-validation and with the same three classifiers that were listed previously. 

The original dataset was reduced after removing a significant number of attributes, 

therefore the time to build the models decreased with the reduced dataset as well. These time 

results are shown in Graph 1, where the blue displays the building times in seconds of the 
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original dataset, and the orange are the times of the reduced dataset models. The names of the 

classifiers are shown on the X-axis, with J48 and Random Tree at 0 seconds for the reduced 

dataset. (Graph 1). Even though both datasets built their models at a high speed, the reduced 

dataset was still faster. 

 

After the decision tree models were built in Weka, a “Detailed Accuracy by Class” 

section was displayed which showed the accuracy results. The results of the original dataset 

models are displayed in Figures 4, 5, 6. The three classes of standing, walking and jumping each 

display separate results, as well as a weighted average of the three. The measurements included 

in these results that are the most important to examine are the true positive (TP) rate, the false 

positive (FP) rate, and the AU (Area Under the Curve) ROC (Receiver Operating 

Characteristics) curve.  

 The first decision tree model built was the J48, based off of the original dataset is shown 

in Figure 4. According to Figure 4, for each of the three classes, the TP rate ranged from 0.333 

(jumping) to 0.500 for both of the other classes. The FP rate was also considerably low ranging 

0

0.05

0.1

0.15

0.2

0.25

0.3

J48 Random Tree Random Forest

Model Building Times

Original Dataset

Reduced Dataset

Graph 1: Model Building Times 
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from 0.125 to 0.625. Similar results occurred for the other two classifier models in Figures 5 and 

6. With all 3 of these decision tree models tested on the original dataset, and showing a low TPR 

and FPR, the accuracy and detection rate is low. 

 

 

The ROC curve, also known as the threshold curve in Weka, is one of the most important 

measurements to examine in order to accurately evaluate the performance of the classification 

models tested in this research [46].  This curve is determined by placing the FPR on the x-axis 

and the TPR on the y-axis. The higher the area under the curve is, the higher the accuracy and 

detection rate.  In order to visualize the results for the ROC curves, the models for J48, Random 

Figure 4: J48 Results - Original Dataset 

Figure 5: Random Forest Results - Original Dataset 

Figure 4: Random Tree Results - Original Dataset6 
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Forest, and Random Tree classifiers, based off of the original data, are displayed in graphs 2, 3, 

4, respectively. For each graph set, from left to right they are displayed for each of the three 

classes results: standing, walking, and jumping (Graphs 2, 3, 4). By looking at these graphs, the 

ROC curves range from 0.313 (31%) to 0.68 (68%), meaning their accuracy is not very high and 

the detection rate is low. However, this can be improved once the dataset eliminates any 

redundant attributes. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Graph 4: J48 – Standing, Walking, Jumping (Original Data) 

Graph 4: Random Forest – Standing, Walking, Jumping (Original Data) 

Graph 4: Random Tree – Standing, Walking, Jumping (Original Data) 
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In order to show that these decision tree classifiers are good classifiers to use and obtain a 

high accuracy on a real physiological dataset, the results of the reduced dataset are examined as 

well. The results of the reduced dataset are displayed in Figures 7, 8, and 9 below. Each of the 

classifiers resulted in TP rates above 0.60 (60%), and a few of them are at 1.00 (100%), meaning 

they have achieved a high detection rate. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 7: J48 Results - Reduced Dataset 

Figure 7: Random Forest Results - Reduced Dataset 

Figure 7: Random Tree Results - Reduced Dataset 
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The visual results of the area under ROC curves for the reduced data are displayed in 

graphs 5, 6, and 7. In comparison to the graph sets of 2, 3, and 4, the results for the reduced 

dataset are increasingly more accurate. The area under the ROC curve are much higher and 

closer to 100%, ranging from 0.68 (68%) to 0.969 (97%) amongst the three classes. The 

accuracy of these models is much higher, and so is the detection rate. This means the data has a 

high detection rate after filtering out the redundant attributes, and using various decision tree 

classifiers to test the data on. From looking at these three graphs based off and their ROC curves, 

it can be concluded that they are not as accurate nor efficient as when the data has been reduced. 

The closer the ROC curve is to 1.0, the more accurate and efficient the classifier is.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Graph 7:  J48 – Standing, Walking, Jumping (Reduced Data) 

Graph 7: Random Forest – Standing, Walking, Jumping (Reduced Data) 

Graph 7: Random Tree – Standing, Walking, Jumping (Reduced Data) 
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5. Conclusion 

  Wireless Body Area Networks (WBANs) gather and monitor physiological information 

from a patient’s body through the use of biosensors [14]. The data that is collected from these 

sensors is transmitted wirelessly to a WLAN or PDA, which is then used by medical professionals 

to accurately treat patients. There are many advantages to WBANs, such as reduced hospital costs, 

better quality of life for a patient, data is collected over a longer period of time, etc. Despite these 

advantages, there are many security concerns in regard to WBANs. These concerns include 

protecting confidentiality and privacy; integrity and authentication; and availability of the data that 

is transmitted wirelessly. A solution is the utilization of an Intrusion Detection System (IDS). In 

this research, several data mining algorithms and classifiers were tested on a real physiological 

dataset obtained from a WBAN to test its accuracy and detection rate. To show the increased 

accuracy of various classification models, the Weka software was used. The results showed that in 

order to classify and detect accurate information from a dataset, certain attributes must be removed 

and then examined in order to increase performance and accuracy. 
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