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Abstract - The increasing popularity of social networks and their progressively more 

robust uses provides an interesting intersection of data. Social graphs have been 

rigorously studied for de-anonymization. Users of social networks will provide feedback 

to pages of interest and will create a vibrant profile. In addition to user interests, textual 

analysis provides another feature set for users. The user profile can be viewed as a 

classical relational dataset in conjunction with graph data. This paper uses semantic 

information to improve the accuracy of de-anonymizing social network data.  

 

Introduction 
 

Marketers and stewards of open data continually push to have more information 

released to improve the utility of using data collections available online. With increased 

availability of data related to individuals, there is an increased concern in the protection of 

privacy, both for individuals and organizations responsible for creating the data. In order to 

protect information, data sources are perturbed or obfuscated to improve their privacy [7]. 

However in the case of graphs, there are specific challenges related to online social 

networks, how data collection can be performed, and protecting the integrity of the graph 

itself. Even in cases where data has been perturbed in an attempt to protect privacy, data 

has been de-anonymized [8, 9, 10, 13].  

Relational data released for the Netflix Challenge was successfully combined with 

data from IMDB causing private information, including political views to be exposed [13]. 

This was the first well known linkage attack between two datasets to prove that seemingly 

unrelated data could be used to expose potentially sensitive data about individual users. In 

the 2011 Kaggle.com challenge, anonymized Flickr data was successfully combined with a 

validated set of the Flickr graph based on a seeding step, which the adversary was able to 

positively identify nodes in the graph based on known auxiliary information [9]. Narayanan 

and Shmatikov argue that even though the data is anonymized, meaning that personally 

identifiable information has been removed, they’re able to de-anonymize the data on a large 

scale. In turn, they successfully de-anonymized Twitter and Flickr social networks with a 

12% error rate [10]. The described attack using Twitter and Flickr social networks was based 

on auxiliary information from the graph. Auxiliary information in a graph relates as cited in 

[10] to measures such as the diameter, edge weights, centricity, etc. related to a specified 

graph. 

Measures have been taken to develop techniques that allow proprietors of social 

networks to perturb data. Zhou, Bin, and Pei developed an algorithm to perturb a graph data 

for a particular neighborhood and still maintain the integrity of the graph [8]. In this paper I 

will demonstrate the feasibility and difficulties of using semantic data, combined with social 

network graph data, to de-anonymize a social network neighborhood by combining 

Facebook and Reddit user information. In the feasibility experiment run, it is demonstrated 

that 100% of users can be identified by traversing thru a neighborhood network of a graph 
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and successively identifying users. The problem explored in this paper provides increased 

awareness of privacy concerns related to social networks, and how easily information about 

individuals may be obtained.  

 

Problem Statement 
 

 Users of social networks actively create a broader profile of characteristics with their 

usage patterns. A user on Facebook can easily see their own usage statistics, which may be 

tracked by any app that the user subscribes to thru Facebook. This is far from limited to 

technical measures though. Post frequency, events a user joins publicly, political views 

shared, friend relationships, and interests all combined with a user's writing style create a 

feature set in the context of machine learning. Given a high enough dimensionality, all users 

of a system will present themselves as unique [3]. Understanding that with a high enough 

dimensionality that any user is unique in one system, it is theoretically feasible that a user 

on one social network is identifiable on another.  

 User information is not always publicly viewable in Facebook, as there are available 

settings within Facebook that allow for a user tailor the information that is viewable to the 

public and to their “Friends”. A friend on Facebook is simply another user that has mutually 

acknowledged that they are willing to share their profile information. User profile information 

can also be obtained by Facebook apps. Facebook does offer a variety of apps, but they 

have a rigorous process involved with what information is allowed to be used by a specific 

application that must be acknowledged by the user. This will be discussed in further detail in 

the threat model. However, not every social media site has the same requirements for 

revealing information about its users.  

 Reddit has become arguably the most popular website for users to share news, 

common interest articles, and solicit feedback from a special interests community. Similar to 

Facebook, the user community is mostly responsible for building the site content. The online 

social news website has been at the center of controversy for its stance on user provided 

content [22]. Unlike Facebook, user information is very easily accessible in mass. User 

posts are easily searchable. Posts to subreddits, which are in essence communities of 

interest, are easily found simply by searching for a user id on Reddit. The difference 

between a Reddit profile and Facebook is that the Reddit profile is considered to be 

pseudonymous. Pseudo-anonymity in this paper is characterized by any user having only a 

username. No other personally identifiable information is explicitly required to create a 

profile. Personally identifiable information is any data that would make a user uniquely 

identifiable, such as an address or telephone number. 

 The usage of social networks continue to grow. According to Pew Research, 90% of 

Americans between ages 18-29 actively use social networks, and other age groups continue 

to adopt social networks for communication and sharing news. Figure 1 demonstrates the 

growth by each age group in the United States [21].  
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Figure 1 - Percentage of American using social networks by age group [21] 

  

With the increased usage of social networks and the features that are created by 

users in each community, it is theoretically feasible to combine the datasets of two separate 

networks in order to de-anonymize users. With knowledge that there are communities online 

that engage in ethically questionable and occasionally even illegal activity, some users may 

have a lot at stake in terms of reputation or even legal penalties if de-anonymized. This type 

of attack was first popularized by Narayanan, Arvind, and Shmatikov [13] in their seminal 

work to combine 500,000 records of Netflix data that was released as part of the Netflix 

prize, with records from the International Movie Database (IMDb). The authors of [13] claim 

that they were able to accurately expose the political views of reviewers and other 

potentially sensitive information. 

Considering the large volume of data compiled by Facebook and Reddit, this paper 

will demonstrate that there is feasibility within a subset of Facebook and Reddit users to 

expose their actual identities as given thru Facebook. The subset of users will be referred to 

as a network neighborhood as in [8]. Graph information will be used, in conjunction with user 

communities of interests (“likes” on Facebook, subreddits on Reddit), and additionally will 

include a stylometric analysis component for each user. The specific contributions will be in 

validating current threat models based on the actual usage scenarios of two active social 

networks. Analysis will include using semantic data related to user nodes to identify users, 

but not inclusive of any personally identifiable information. Utilizing active social networks 

will differ from many previous works were the data was obtained from a social network 

website for a specific time frame. This will be done in conjunction with analyzing users 

writing styles on social networks in order to provide a more robust feature set for de-

anonymization. Performing stylometric analysis of social network data has been performed 

previous [25], but in this work it will be used to enhance the feature set of users. Using the 

described feature set will additional prove that de-anonymization is feasible within the 

current privacy constraints related to releasing data from Facebook and Reddit. 
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Literary Review 

Background 

 

Privacy concerns related to data mining has been studied extensively. The internet 

has allowed data to be captured and subsequently released, both illegally and legally. 

Recent hacks of the government as well as the online cheating website Ashley Madison has 

greatly increased the public’s awareness of the potential for a loss in privacy thru data leaks 

[27]. Langheinrich [2] provides a review of the issues surrounding ubiquitous computing 

systems and the privacy issues implied by them. The major legal changes in privacy in 

relation to information privacy came with the passing of the US Privacy Act of 1974 and 

secondly when the EU Directive 95/46/EC of 1995. These acts of legislation provided 

principals to follow when considering information privacy and what the best practices should 

follow. The seven principles are: Openness and transparency, individual participation, 

collection limitation, data quality, use limitation, reasonable security, and accountability. The 

European Union directive requires that the organization requesting the data to clearly 

provide intent and obtain consent in order to collect data from an individual. Highlighting 

these principles will give a basis to consider throughout when considering the implications of 

the linkage attacks performed and the means by which the data was obtained.  

Although the work of Langheinrich is now dated, it does provide an ominous warning 

in summary stating that “ubiquitous computing is easy to imagine: the frightening vision of 

an Orwellian nightmare-come-true…” [2]. There is some irony to the statement, as many 

popular technologies now adopted can provide virtually constant surveillance, namely cell 

phones. Although, it is entirely up to the end user to decide how they wish to use the 

technology available to them, public awareness of their own monitoring main not entirely be 

based on actual capabilities.  

Defining and protecting privacy 

 

Differential privacy provides a definition of the probability that an individual’s privacy 

could be compromised when two datasets differ by at most one element.  

 

Definition 1. A randomized function K gives ε-differential privacy if for all data sets D1 and 

D2 differing on at most one element, and all S ⊆ Range(K),      

 

Pr[K(D1) ∈ S] ≤ exp(ε) × Pr[K(D2) ∈ S] [6] 

 

Dwork’s summarization of different methods employed to ensure that privacy would be less 

likely to be compromised have provided a basis for much of the work in the area of 

information privacy and has been motivation for countless papers in the field.  

 Auxiliary information in the context of Dwork’s work [1, 6] refers to any information 

provided that is not directly related to a database. An adversary may be aware of auxiliary 

information related to a database then is able to cause a data breach. There is no debate 

whether or not value can be found from being able to query aggregate information from a 
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dataset, but no individual information should be compromised in the process. Dwork 

provides generalized theoretic strategies obfuscation and perturbation, that an employer of 

data would be able to utilize to prevent a loss of privacy. An adversary with auxiliary 

knowledge and bounded by reasonable computational power has a probability to discover 

private information. Differential privacy gives a means to measure if the release mechanism 

used on datasets can be protected with negligible probability. Dwork also proves that L1-

sensitivity provides a formula for giving the amount of random noise required to protect the 

privacy of two individuals in a database [6]. Measuring sensitivity gives a means to 

determine how much integrity of the data may be lost in order to protect privacy.  

There is continued work to provide a basis for a statistical bounds on how much 

perturbation is required on a dataset, and how much privacy is gained by an individual within 

these bounds. This is accomplished by setting infimum and supremum values on a dataset. 

There is a tradeoff described in the work by Duchi, Jordan and Wainwright [3]. The more 

privacy that is achieved by perturbing a dataset, the less utility is gained. This can 

colloquially described as an individual not wishing to share information about past addiction, 

but if the individual provides the information, it could be the information required to make a 

connection between the patient, the ailment they are describing, and the most effective 

treatment. The probabilistic framework developed gives models that can accurately describe 

the amount of perturbation that is required to maintain privacy. The models developed are 

based on information theory. This in contrast to other works completed that mostly focus on 

machine learning techniques used to discover the information gained by combining 

datasets. 

Chaudhuri and Monteleoni consider the balance between what may be learned from 

a dataset using a logistic regression machine learning algorithm and the privacy that can be 

preserved [4]. Differential privacy is considered by Chaudhuri and Monteleoni as the formal 

definition of privacy and is used in the proofs for the theorems they are using to support their 

privacy preserving logistic regression algorithms. Claims made in the paper authored by 

Chaudhuri and Monteleoni are based on the assumption that an adversary is able to make 

queries to a dataset, and result are returned thru a sanitization mechanism, a common 

framework used in proving differential privacy. Two different algorithms using logistic 

regression are compared. One algorithm adds noise to the classifier and requires a 

regularization parameter, while the other, which uses a regularization constant, provides 

better guarantees on performance as well. Machine learning algorithms are normally 

sensitive to perturbation, but using a regularization constant rather than a parameter allows 

for sensitivity in relation to perturbation to be minimized. The results of the comparison of the 

two algorithms do demonstrate a 20% performance advantage for the algorithm based on a 

regularization constant for machine learning problems that are applicable to logistic 

regression matching [4].  

 Many models have been studied with consideration of how individual privacy can be 

protected. Decision tree classification was tested by Agrawal and Srikant to see how 

accurately it could identify records based on the amount of data that was perturbed. The 

authors administered a survey with the intent of using it for classification and information 

privacy. They allowed people to say if they would allow for certain values related to 

themselves to be used to in the dataset to be studied by their algorithm. The dataset studied 
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was used to classify if individuals are high or low risk for a loan. Agrawal and Srikant 

developed two different methods for distorting the data (uniform and Gaussian distortion), 

and three different algorithms to reconstruct the dataset; global, byclass, and local. These 

classes are simply different levels of granularity within the datasets to form a partition. As 

expected, the classification algorithm performs best on undisturbed data generally, but two 

of the functions perform within 5% of the accuracy of the original dataset, even with 100% 

accuracy. Interestingly as well, these are also probably the simplest classifiers developed 

[5]. 

 Zhou and Pei developed a model for preserving privacy against network 

neighborhood attacks on an online social site. Much of the motivation for their paper comes 

from social sites releasing data in mass. Releasing data in mass for study is performed more 

carefully now than in recent years, probably in part thanks to works described here. Many 

sites do offer APIs that allow user data to be pulled from the site, which is a relevant issue 

today. The idea of preserving privacy in a social neighborhood is quite relevant. The type of 

attack described by Zhou and Pei occurs when there are neighbors of a node that only 

knows of the existence of other neighboring nodes. Based on the knowledge of the existing 

nodes, an adversary is able to obtain private information about the neighbors, without 

explicit knowledge of their identity. The definition of privacy used by Zhou and Pei is k-

anonymity.  

 

Definition 2. K-anonymity is a measure of privacy given as 1/k, for a user specified value k. 

For a dataset to be adequately protect security, an adversary cannot identify an individual 

with a probability of 1/k [8, 12]. 

 

Based on a reduction from k-dimensional perfect matching, k-anonymity is said to be NP-

hard. 

 In order to simplify an attack against a neighborhood, Zhou and Pei define a 

neighborhood thru a lexical encoding that represents the edges of a graph. This encoding 

allows them to generate a minimum spanning depth first search tree to compare if 

neighborhoods are identical. Two neighborhoods are said to be equal if their minimum 

spanning trees are lexically equal, which is then equivalent to the graphs being isomorphic.  

A method based on seeding from the unique nodes with high degree is used to 

determine where dummy edges may be placed, by placing dummy edges on the most 

unique nodes, it then makes seeding for an adversary more difficult to match the nodes. 

This method of perturbation allows for the overall integrity of the graph to maintained, while 

still protecting the privacy of the individuals [8].  

De-anonymizing data 

 

 Narayan and Shmatikov claim only a 12% error rate when identifying anonymized 

Twitter and Flickr data despite the fact that there only exists a 15% overlap of nodes [10]. 

Their work is unique in that they avoid using auxiliary information and only identify nodes 

based on the structure of the graph. They also address other methods that have been used 

that do not scale as well as their methods, most notably, a reasonability argument for why 
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sybil nodes are not practical at scale. Sybil nodes are intended to create a unique node in a 

network that can later be identified by an adversary, but in order for this to be effective, an 

adversary would likely need thousands of nodes to identify considering that popular social 

networks have millions of nodes. Many social media sites do have requirements that make it 

difficult for an individual to have multiple accounts.  

 The basis for their linkage attack does consider that correct identification of a node 

provides additional information that can then be used to correctly identify other nodes. This 

correct identification could then be used to obtain additional auxiliary information. Seed 

identification is crucial to the algorithm used by Narayan and Shmatikov in [10]. The authors 

compare it to spreading a health epidemic, if too few seeds are identified, then the epidemic 

never gains traction. Identifying seeds with high node degree allows the algorithm then to 

identify unique cliques within the graph. Further demonstrating the success of their 

algorithm, the success of correct identification only needs to meet a specified threshold, in 

this case it was 10,000 seeds. 

 Narayan, Shi and Rubinstein won the 2011 Kaggle.com competition with the context 

winning area under curve. They used a simulated annealing technique based on seeding 

from the cosine similarity of inward edges. Seeds were identified by finding cliques 

originating from the highest connected nodes. From the seeds the algorithm propagated thru 

the network. Initially the contestants did not know the network which they were attempting to 

de-anonymize, but thru the course of the contest they were told the actual network, which 

gave them a way of validating their findings. Narayan, Shi and Rubinstein contend that de-

anonymizing a graph is a global optimization problem, over a graph matching problem, 

which is believed to be NP-complete, thru a generalization to graph isomorphism.  

 A voting system was employed for link prediction to determine who would be the 

likely neighbors. This was done by reviewing possible edges and voting if they were 

sufficiently similar to the valid dataset. This gave the criteria for developing a local optima for 

the simulated annealing algorithm. Other methods tested were random walks, and random 

forests, but the simulated annealing algorithm proved to be the most accurate [9].  

 Brennan, Afroz and Greenstadt have done comprehensive work on stylometric 

analysis.  

Stylometry has been used in legal cases and has been an area of open study related to 

authorship attribution. Brennan, Afroz and Greenstadt test to see if machine learning 

techniques can be applied to correctly identify authors, even when the author is attempting 

to obfuscate their writing style, or trying to imitate someone else. They developed a corpus 

of at least 5000 words and tested three different machine learning algorithms, each with its 

own respective feature set. The accuracy of the machine learning approaches does degrade 

with increased authors, but always performs better than random, even with up to 40 authors. 

The work by Brennan, Afroz and Greenstadt was a primary motivation for the analysis 

performed in this paper [14].  

 

Threat Model 
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 As discussed, it is feasible to de-anonymize graph networks when there is an overlap 

between two networks by finding common nodes, or in the case of the Kaggle.com contest, 

by validating the anonymous network against a de-anonymized network [9, 10]. Greenstadt 

et al. have also demonstrated that using stylometric analysis provides a means to accurately 

identify authors, even given the case that the author may not be deliberately using their 

natural writing style [14]. It is also feasible to use a minimum spanning tree to compare if two 

networks are the same by lexically encoding them for comparison [8]. In this paper, an 

adversary will be considered that has knowledge of a neighborhood and has semantic 

information regarding the users of a mostly public neighborhood, in order to de-anonymize 

the pseudonymous users of another neighborhood on a separate social networking site.  

 The adversary will have the ability to create their own seed node. This node can then 

be used to gather information about the individuals within the neighborhood. The adversary 

will also have partial knowledge of the pseudonymous users on the second social network. 

Partial knowledge being that the user is able to see the activity of any pseudonymous user, 

but not obtain any personally identifiable information about the user based on their profile. 

The goal of the adversary is to be able to de-anonymize the users on the pseudonymous 

social network, in order to gain knowledge of information that otherwise may be private.  

 In this particular simulation, information has been gathered from Facebook by users 

that were willing to volunteer their information for the study. Many of the same users also 

volunteered their Reddit usernames. Facebook provides the social network neighborhood 

data that will be considered to be public. Reddit user information will be the forum 

considered for pseudonymous users.  

 

Methods Used 

Data Collection 

 

 The ability to pull information in mass from social websites using APIs provided by 

social networking websites is common practice. Facebook has a large catalog of 

applications that are built on top of the social network that are intended to enhance the 

overall user experience. The apps that are developed for Facebook have the ability to pull 

user information, but only with explicit consent from users. There are exceptions to fields 

that an application can pull without user consent, but these fields are generally information 

that can be viewed publically regardless of individual settings, IE: Facebook display name.  

A secure token exchange must take place between the Facebook app and the user 

in order for the application to pull user information. The token exchange is valid once a 

Facebook user validates themselves using their Facebook credentials. For the duration of 

the user session, the application is able to query information about the user. All fields that an 

application is able to pull beyond the default settings given by Facebook, must pass their 

internal review process. In other words, Facebook applications must prove that pulling 

specific information is providing value to the user experience, and is not strictly for the 

purpose of data mining [23]. 
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Due to the amount of rigor required to get a Facebook application it was not feasible 

to create an app and have it accepted by the Facebook application store, particularly for 

academic purposes. There is the ability to create test users for an app, but it would have 

required more development and involvement from individuals who volunteered to 

participate. At this point, it was clear the most appropriate approach would be to manually 

pull the information that would be relevant for this study. A page scraper was also 

considered, but given the relatively small dataset, it was not deemed to be necessary. Most 

Facebook users do not type long comments, at least the subjects in this experiment. Only a 

few hundred words per user was actually obtained.  

Pulling data from Reddit is much simpler than from Facebook. The Reddit API has 

been named PRAW (Python Reddit API Wrapper) [26]. It allows for user information to be 

pulled by a Reddit username. Virtually any information can be pulled, in the particular case, 

using only a few lines of code (See figure 2), data was successfully pulled data for all Reddit 

usernames obtained. Some Reddit users had thousands of words, while others would only 

post short statements, comparable to the manner Facebook users seemingly most often 

phrase Facebook posts. In the code sample below, ‘redditor’ refers to a Reddit username.  

 

>>> Import praw 

>>> r = praw.Reddit(‘Comment getter 1.0 by /u/morgansm’) 

>>> user = r.get_redditor(‘redditor’) 

>>> for comment in user.get_comments(limit=None) 

… print comment.body 
Figure 2: PRAW code for pulling user comments 

Validating Feasibility 

 

Including additional semantic information beyond textual analysis did prove to be 

beneficial, particularly for the graph data. Graph measures such as high node degree can 

make an individual node much more identifiable, if not entirely unique and has proven to be 

useful in prior works [9, 10].  Additionally including interests the feature set makes the 

overall feature set more robust and increased the likelihood that an individual may be 

identified.  

 

Definition 2: A graph is set of nodes and vertices defined as a set of ordered pairs. 𝐺 =

 (𝑉, 𝐸) where 𝑉 represents a vertices and 𝐸 represents an edge between two vertices. 

 

Definition 3: A user of a social network S consists of a graph 𝐺 =  (𝑉, 𝐸) where 𝑉 

represents the set of users as a nodes (u = {u1 , u2 , …, un | ux 𝜖 𝑉 }), and 𝐸 represents an 

edge (e = {e1 ,e2 

,...en | ex 𝜖 𝐸 }), indicative of a friend relationship. Edges in the social network graph 𝐺 are 

undirected.  

 

Definition 4: Semantic information related to a vertex (or node) that is not critical to the 

structure of the graph, but relevant to the social network dataset (e.g. User A likes 
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something is true). The dataset is defined to be S = {s1, s2,..., sn | s 𝜖S} such that for every 

user u there exists a set S. 

 

Definition 5: Auxiliary Information measures such as the diameter, edge weights, centricity, 

etc. related to a specified graph. This information may be stored in the same manner as 

semantic information, for every user. 

 

In order to validate that there was feasibility to identify users, a test was run with 

Naïve Bayes analysis. The overall dataset could be validated because the users are known 

in the test set. A feature set for each node was developed in both graphs. The feature set 

consists of semantic and auxiliary information. Being able to develop a feature set for the 

social network data required coding the graph in such a way that it could be handled like a 

relational dataset. Once the data was converted to a format that allowed it to be usable by 

the Naïve Bayes classification algorithm, continued testing was simplified.   

 

 

Definition 6: The user feature set, f contains edges e1...n of social network graph G, and 

semantic information set S, related to a node ux. Fx  = Sx||Ex where || denotes concatenation 

of the sets for a given user. For a given user ux, that belongs to a social network, user ux has 

multiple features f, making up a feature set defined as F = {f1 , f2 , …, fn | fx 𝜖F}. A feature set 

for a user will be stored as a vector v, which will be referred to as the user feature set.  

vx = ux || Fx 

 

Definition 7: A social network dataset D consists of user vectors v1...n which contains a user 

identity ux, and a feature set Fx. 

D =  { v1 , v2 , ...vn  | vx  𝜖 D } 

 

 The feature set Fx consisted of all known friends in the feature set, all textual 

analysis, and the interests in each social network. De-anonymization took place by 

comparing the overall training set of features from Facebook and compared with all features 

obtained from Reddit data. Algorithm 1 found the most likely features that could identify an 

individual. This was done by providing a likelihood based on each feature identifying a 

particular user. In the sense of this test, there was no true de-anonymization, strictly a 

validation that users could potentially be identified. Algorithm 1 is the summation of definition 

10 for the correctly identified users divided by the total user set.  

 

Definition 8: For a given user vx = {ux, Fx} and datasets D and D’ where D ≠D’, there exists 

a function where a user can be identified. This function will be referred to as 𝐝𝐞 − 𝐚𝐧𝐨𝐧 (𝒗𝒙  , 

D’) = 1. If the function 𝐝𝐞 − 𝐚𝐧𝐨𝐧 evaluates to 1 then it has correctly identified a common 

user between each dataset. The function 𝐝𝐞 − 𝐚𝐧𝐨𝐧 is defined as follows: 

 

max(v,  v’): 

f1...n 𝜖F,  

u 𝜖 v  
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u’ 𝜖 v’ 

∀f’1...n 𝜖F’ 

  choose max u’ for Pr[u|f’] = Pr[v] / Pr[f’]  

 

Definition 9: The definition for maximum probability is from [19], as described for Naïve 

Bayes classification. The highest likely probability that a feature set determines a label is 

defined as the label, feature set combination divided by the probability of the feature set.  

 

 

 

 

 

 

𝐝𝐞 − 𝐚𝐧𝐨𝐧(𝒗𝒙 , 𝑫’) = 1 iff:  

 Fx 𝜖𝒗𝒙  

ux 𝜖𝒗𝒙 

∀𝒗𝒏’ 𝜖D’ 

  ux  = max(𝒗𝒙 =  𝒗𝒏’ ) 

 and 0 otherwise 

 

Algorithm 1: An adversary is successful if it is able to successfully identify a subset with an 

acceptable user defined probability, p. The definition of k-anonymity, this value could be 

defined as 1/k, where k is the number of nodes in a graph. A function A to define the 

adversary is as follows: 

 

A(D, D’): ∀vn 𝜖D 

 ∑ 𝐝𝐞 − 𝐚𝐧𝐨𝐧(𝒗𝒏 , 𝑫’)𝑛
𝑜  = 1 / ∑ 𝐝𝐞 − 𝐚𝐧𝐨𝐧(𝒗𝒙 , 𝑫’)  =  0 𝑥

𝑜  + ∑ 𝐝𝐞 − 𝐚𝐧𝐨𝐧(𝒗𝒏 , 𝑫’)  =  1𝑛
𝑜  

  

Definition 10: The adversary is said to be successful if A(D, D’) > p.   

 

Several tests were run, revealing that there was potential to successfully de-anonymize 

users based on the features acquired. Experimentation was performed with varying values 

of users in the test and training sets. Interestingly, the percentage of users correctly 

identified is more effective generally when the training set is smaller. It is expected that this 

is in part due to there being less available labels for each feature set.  

 

Test Set Size Train Set Size Accuracy 

24 6 50% 

23 7 57% 

22 8 50% 

21 9 44% 

20 10 10% 

17 13 40% 
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15 15 47% 

14 8 50% 

13 9 56% 

12 10 70% 

11 11 72% 

Figure 3: Validation results 

The training set size also shows that there was some ability to over train the machine 

learning model. A training set of size six and eight yielded the same percentage of correctly 

identified users. Both tests with training sets of size six and eight users performed 

comparably well to when the overall dataset is split equally between training and test data. 

The most effective test yielded 72% when the training set and test sets were of equal size, 

but smaller than the overall data set. Knowing that the users contain features detailed 

enough to yield results that would define a breach in privacy by k-anonymity [8, 12]. The 

results of these tests lead to the intuition that there are users in the data set that are easy to 

identify no matter the size of the training data. This proved to be very valuable in de-

anonymizing the overall dataset.  

 

Identifying users by Textual Analysis 

 

The initial attempt to identify users was based on K-Means clustering. A feature set 

was developed strictly from the text that users provided in an attempt to identify 

pseudonymous Reddit users. The feature set used was made up initially by creating a bag 

of words using the available libraries in the natural language toolkit available in Python [17, 

20, 14]. Despite there being intuitive identifiers between certain users that would use both 

Facebook and Reddit to discuss certain interests, the bag of words technique did not prove 

to have any effectiveness using k-mean clustering.  These results are likely due to the fact 

that the bag of words approach created a very high dimensionality feature set for each user, 

but even the reoccurrence of certain terms was not enough to conclusively identify an 

individual. Bag of words analysis was completed using the NLTK library [20].  

 The second feature set developed using textual analysis was made up of lexical and 

semantic evaluations of writing style. For each user the following feature set was developed: 

 

Average Length of Words 

Average Sentence Length 

Frequency of commas 

Frequency of semi-colons 

Frequency of colons 

Frequency of parentheses  

Frequency of periods 

Positive Sentiment 

Negative Sentiment 
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 Sentiment analysis was performed using the Blob library [24]. Sentiment analysis 

uses a Naïve Bayes classification to decide if the sentiment of a sentence is positive or 

negative, the overall sentiment of a user was given an aggregate score for both negative 

and positive sentiment. Despite some known users having very similar sentiments analysis 

scores, it also did not prove to be valuable in identifying pseudonymous users.  

 Frequency counts were used for lexical features as an indication of writing style. 

Colons and parentheses were included because they were used as substitutes for 

emoticons that are commonly used on social media. NLTK did not effectively handle UTF-8 

encoded characters, and thus had to be reduced to ASCII characters in order for it to be 

effective. Although the textual analysis alone did not provide any meaningful results, it did 

provide some interesting metrics on the writing styles between the users on each social 

media site. These values could be helpful in understanding why textual analysis was not 

valuable in this experiment, and how it could be altered in the future to improve the results.  

 

Averaged values Facebook Reddit 

Words per sentence 2.29797 16.81192 

Word length 10.96455 3.25127 

Positive Sentiment 2.903 0.95 

Punctuation per sentence 0.9859 0.285 
Figure 4: Stylometric measurements on Facebook and Reddit text 

 

 Sentences were tokenized using the tokenizer provided with the NLTK library. Not all 

phrases are in the form of complete sentences, and some may not have any punctuation at 

all. The NLTK tokenizer offered a tested means to quickly break the mass text into tokens. 

Considering that not all sentences are equal could also account for some of the disparity in 

the metrics between the social media platform.  

The differences in these text metrics can be partially explained by a typical post on 

Facebook being short. A post typically is of the form: “Thanks everyone!” or “I can’t wait for 

the wedding festivities!”. Reddit comments are generally complete sentences replying to a 

specific subject. This also explains the overall sentiment being difficult to correlate, common 

Facebook comments are short and frequently congratulatory or celebratory. Reddit 

comments, at least in the observed data set, tend to be more thoughtful and complete 

opinions.  

 

De-anonymization of the Reddit data set 

 

 The work of [9] demonstrated that seeding could be used as a step in de-

anonymizing a graph. The seeding technique used identified unique nodes, and once they 

were identified the graph could continue to be traversed. In this paper, the technique used 

was to effectively use two sybil nodes that could be used for seeding in the initial step. In 

addition to using the sybil nodes for initial step, nodes were sorted by their amount of 

outgoing edges. In this experiment, this is the auxiliary information obtained from the graph. 

Additional metrics did not prove to be useful in identifying users, particularly because the 
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graph is small, consisting only of 14 nodes. One node was discarded because it lacked a 

connection to the neighborhood.  

 The graph was successfully traversed by first selecting nodes with one edge, then 

the nodes with two edges, and so on. This technique proved to be highly effective. If not all 

nodes with a specified edge count were successfully identified, then the test would be run 

again for a given edge count, removing the nodes that were already successfully identified. 

The edge counts for a node was used to combine nodes between the two graphs, but not all 

equivalent nodes shared the same amount edges. This was not a particular concern 

because enough nodes shared equivalent edge counts that a large percentage was 

identified by this comparison. In the case that individuals had separate node counts, these 

nodes were handled after all other edge counts had been tested.   

 As demonstrated in the feasibility test, the smaller the dataset the Naïve Bayes 

classifier had to choose from, the better likelihood that it would be able to accurately identify 

a user. This proves true by the step required to trim the data set after effectively identify 

some subset of users with a specified edge count. The results were not as effective when 

attempting to classify a larger set of users.  

 

 
Figure 5: Percentage of Users Identified by Run 

 

 Algorithm 1 was run, the same as in the validation set, but this time the user 

information was kept pseudonymous for Reddit users. In each iteration a subset with the 

same edge count would be processed to limit the amount of users attempting to be 

processed. Users with the same edge count in both Facebook and Reddit datasets would be 

run for comparison. Not all users had the same edge count in both networks. This did not 

prove to be an issue for the classification algorithm.  

After the sixth iteration, nodes were no longer able to be identified with the just 

textual analysis and user interests. Textual analysis in this step was carried out by find the 

twenty most common words for a specified user, and then each word could be used as a 

feature. IE: “John’s text contains bike = True”. Reducing the training set and the test set 

made the overall feature set smaller. The algorithm when classifying users used the top 

twenty words for every user, when the feature set was reduced by reducing the amount of 
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users being evaluated by the classifier, it was more effective. When the training set 

contained all users, it would results in an apparently unwieldly feature set for the classifier. 

This was demonstrated by the textual analysis not showing any value in the validation step 

of the experiment.  

 

 
Figure 6: Test Results on Identifying Reddit Users 

 

 The final step of the algorithm proved to be completely effective in identifying the 

remaining users. At this point, the identity of the previously anonymous Reddit users could 

be added back into the training set. The classifier effectively had a third feature set that 

could uniquely identify users. In essence, even though the algorithm did not know the 

identity of a particular user, the classifier was now able to identify who a given user’s friends 

are.  

 The chart for performance of each iteration demonstrates how each successive run 

of the de-anonymization algorithm progresses thru the anonymized users. At the first run the 

algorithm was only aware of the sybil nodes, but using these nodes made it possible for the 

algorithm to identify nodes that were only connected to the graph with one node. The chart 

showing the increase of the amount of users successfully identified shows that the algorithm 

consistently performed with each iteration, identifying at least one user. Similar to the 

simulated annealing technique used in [9], this method of using Naïve Bayes classification 

requires that if the graph is unable to further identify users that it would move on to the next 

set of nodes. This is comparable to a cooling phase. In this particular example, there is no 

digression to find the local optimum. The algorithm begins processing the next batch once 

no other nodes can be identified. If there are nodes that are not successfully identified, 

those users were stored for the final identification step.  

 The results successfully demonstrate at the validation step and at the de-

anonymization test that it is possible to achieve a privacy breach of the provided data sets. 

Using definition 2, even successfully identifying two nodes in the initial step warrants a 

breach of privacy. Considering definition 1, differential privacy, it has been proven that 

information about a particular user can be gained based on the two distinct data sets.  
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Discussion 
 

 There are several areas that proved to be more difficult than initially estimated. In 

analyzing text, using measures such as words per sentence and punctuation would be more 

useful with a larger volume of text for every user. Users from Facebook typically frequently 

had only a few hundred words. In comparison to [14], a minimum of 5,000 words was 

required by each individual included in the corpus. This also proves to limit the effectiveness 

of using the bag or words technique. Despite there being words that certain users frequently 

used intuitively, specific counts did not warrant any features that would make them uniquely 

identifiable.  

 Collecting user interests also proved to be difficult for many users. Being limited to 

individuals willing to volunteer their profiles did not yield robust profiles in every scenario. 

This does reflect a real world issue, and gives some credibility that performing de-

anonymization at scale is mostly dependent on having highly active users, but other studies 

have been able to de-anonymize graphs solely based on the structure of the graph [9, 10]. 

The technique used in this paper also provides a basis for how de-anonymizing social 

networks at scale could be performed. The challenge would be identifying networks large 

enough that could easily be taken at scale. Data from Reddit is easily available, my 

recommendation would be to find another social graph to combine with it that guarantees 

some level of overlap.  

 The graph information that was used in the paper was limited by the amount of 

participants as well. Without having the ability to pull information from Facebook using the 

available APIs, it was difficult to collect large volumes of information that could be used. 

Gaining the ability to create a Facebook application to demonstrate that information 

currently stored by applications that are active would provide much more conclusive results. 

This is a credit to the privacy settings and policies that Facebook has created and adheres 

to.  

 Reddit user data is much more easily obtained than Facebook data, but the overlap 

that was exploitable between the sites is relatively small. There was an expectation 

beginning the project that it would be much easier to obtain users that are active on both 

sites, which also proved to be less than initially imagined. At minimum, a basis has been 

provided for academic research that could be done using the actual access channels in 

industry. Basing research on data leaks, particularly from social networks no longer seems 

to be as relevant as it once was. There will continue to be privacy issues surrounding social 

networks. One could reasonably argue that for many people, Facebook has become their 

primary means for communications. With continuing growth of data belonging to these 

networks, it is even conceivable that identity theft could be taken to levels that were not 

conceivable in the past.  

 

Conclusion 
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 This paper successfully demonstrates that users between Facebook and Reddit can 

be accurately de-anonymized when considering a specific neighborhood. Using validating 

techniques it was proven that stylometric analysis can improve the ability of machine 

learning algorithms to identify pseudonymous users on a separate social network. This was 

done in conjunction with exploiting the structure of the graph of the underlying network, and 

using user interests.  

 There are several areas of further research. Most papers found when doing 

background research for this paper used data sets that were released by social networks. In 

searching for released data sets, I was unable to obtain data sets that are readily available 

that would allow for testing at scale. Data is considered by most companies to be an 

extremely valuable asset in the current business environment, and is protected by all 

organizations. There are still ways, as mentioned in this paper, which could further 

demonstrate an adversary’s ability to de-anonymize data. Demonstrating that it is possible 

to de-anonymize data between social networks has significant financial implications on the 

organizations that host the data, but also reputation and privacy are at stake for the 

individual users of social networks. 

 An additional direction that would be beneficial to future research would be consider 

a social network with more lax policies than Facebook. There are many other platforms that 

are used daily around the world that would offer similar datasets. In collecting information for 

this paper and discussing with friends and family, it is an issue that people care about, and 

that would be of great interest to anyone concerned about privacy and their digital footprint.  
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Appendix A – Reddit Comment Retrieval 
 

import praw 

r = praw.Reddit('Comment getter 1.0 by /u/morgansm') 

user = r.get_redditor('test') 

for comment in user.get_comments(limit=None): 

    print comment.subreddit 

 

#Read from a file, output to another 

with open("redditors.txt", 'r') as input, open("redditcommentsgrouped.tsv", 'w') as tsv_out: 

    for line in input: 

        user = r.get_redditor(line) 

        tsv_out.write(line) 

        tsv_out.write('\t') 

        for comment in user.get_comments(limit=50): 

            text = str(comment.body).encode('ascii', 'ignore') 

            text = re.sub(r'[^\x00-\x7f]',r' ', text) 

            tsv_out.write(text) 

            tsv_out.write(" ") 

        tsv_out.write('\n') 

 

#Test... 

with open("redditors.txt", 'r') as input: 

    for line in input: 

        print line 

        user = r.get_redditor(line) 

        for comment in user.get_comments(limit=50): 

            print comment.author 

 

#For printing original posts 

import praw 

r = praw.Reddit(user_agent='testing search 1.0 /u/morgansm') 

results=r.search('author:test’, subreddit=None, sort=None, period=None) 

for x in results: 

 print x 
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Appendix B – Classification Algorithm 
 

#!/usr/bin/env python 

 

import csv 

import numpy as np 

import nltk 

import glob 

import os 

import re 

from textblob import TextBlob 

from textblob.sentiments import NaiveBayesAnalyzer 

from nltk.corpus import stopwords 

from sklearn.feature_extraction.text import CountVectorizer 

from sklearn.cluster import KMeans 

from scipy.cluster.vq import whiten 

from itertools import groupby 

from sklearn.ensemble import RandomForestClassifier 

 

sentence_tokenizer = nltk.data.load('tokenizers/punkt/english.pickle') 

word_tokenizer = nltk.tokenize.RegexpTokenizer(r'\w+') 

 

 

def readfile( input ): 

 output = [] 

 with open(input, 'r') as tsvfile: 

  for line in csv.reader(tsvfile, dialect="excel-tab"): 

   output.append(line) 

 return( output ) 

 

 

def groupfile( input, output ): 

 with open(input, 'r') as tsv_in, open(output, 'w') as tsv_out: 

  reader = csv.reader(tsv_in, dialect="excel-tab") 

  writer = csv.writer(tsv_out, dialect="excel-tab") 
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  grouped = groupby(reader, lambda x: x[0]) 

  for key, group in grouped: 

   rows = list(group) 

   columns = zip(*(r[1:] for r in rows)) 

   use_values = [c for c in columns] 

   new_row = [key] + use_values 

   writer.writerow(new_row) 

 

#groupfile( 'redditcomments.tsv', 'redditcommentsgrouped.tsv' ) 

 

fbgraph = [] 

fbgraph = readfile( 'FBGraphRedditOnly.tsv' ) 

fbgraphsize = len(fbgraph) 

 

fblikes = [] 

fblikes = readfile( 'FacebookInterests.tsv' ) 

fblikessize = len(fblikes) 

for line in fblikes: 

 line[1] = line[1].lower() 

 

#Get the Facebook posts 

fbtext = [] 

with open('FacebookPostsClean.tsv', 'r') as tsvfile: 

  for fbUsers, line in enumerate(csv.reader(tsvfile, dialect='excel-tab')): 

   line[1] = re.sub(r'[^\x00-\x7F]+',' ', line[1]) 

   fbtext.append(line) 

 

redditgraph = [] 

redditgraph = readfile( 'RedditGraphGrouped2.tsv' ) 

redditgraphsize = len(redditgraph) 

 

subreddits = [] 

subreddits = readfile( 'subredditsGrouped.tsv' ) 

subredditssize = len(subreddits) 

for line in subreddits: 

 line[1] = line[1].lower() 

 

#Get the Reddit comments 

reddittext = [] 

with open('redditcommentsgrouped.tsv', 'r') as tsv_in: 

 for redditUsers, line in enumerate(csv.reader(tsv_in, dialect="excel-tab")): 

   reddittext.append(line) 

 

#Remove non-letters, get meaningful words 
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def review_to_words( all_text ): 

 letters_only = re.sub("[^a-zA-Z]", " ", all_text) 

 words = letters_only.lower().split()  

 meaningful_words = [w for w in words if not w in stopwords.words("english")] 

 return( ' '.join(meaningful_words) ) 

 

usertext = [] 

for user in reddittext: 

 user[1] = review_to_words(user[1]) 

 

for user in fbtext: 

 user[1] = review_to_words(user[1]) 

 

usertext = reddittext + fbtext 

 

#Build global lists for feature selection 

word_features = [] 

for user in usertext: 

 words = user[1].lower().split() 

 all_words = nltk.FreqDist(w.lower() for w in words) 

 word_features = list(all_words)[:20] + word_features 

 

all_friends = [] 

for user in fbtext: 

 all_friends.append(user[0]) 

 

all_interests = [] 

for user in subreddits: 

 interests = user[1].split(',') 

 all_interests = interests + all_interests 

 

for user in fblikes: 

 interests = user[1].split(',') 

 all_interests = interests + all_interests 

 

#count in degree 

 

def graphedges( graph ): 

 graph_metrics = [] 

 for user in graph: 

  friends = [] 

  friends = set(user[1].split(',')) 

  edges = len(friends) 

  graph_metrics.append(edges) 
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 return( graph_metrics ) 

 

redditgraph.sort() 

redditgraph_edges = [] 

redditgraph_edges = graphedges( redditgraph )  

fbgraph.sort() 

fbgraph_edges = [] 

fbgraph_edges = graphedges( fbgraph ) 

 

#define the function for feature selection 

def user_features(user, graph, interests): 

 user_text = set(user[1].split()) 

 features = {} 

 for word in word_features: 

  features['contains({})'.format(word)] = (word in user_text) 

 friends = [] 

 for line in graph: 

  if user[0] == line[0]: 

   friends = set(line[1].split(',')) 

   break 

 for friend in all_friends: 

  features['friendswith({})'.format(friend)] = (friend in friends) 

 interests = [] 

 for line in interests: 

  if user[0] == line[0]: 

   interests = set(line[1].split(',')) 

   break 

 for interest in all_interests: 

  features['likes({})'.format(interest)] = (interest in interests) 

 return features 

 

selectfbtext = [] 

for user in fbtext: 

 for line in reddittext: 

  if user[0] == line[0]: 

   selectfbtext.append(user) 

 

for e, line in enumerate(redditgraph_edges): 

 if line == 1: 

  for user in fbtext: 

   if redditgraph[e][0] == user[0] and user[0] != 'Joe Burpoe': 

    selectfbtext.append(user) 

 

selectreddittext = [] 
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for line in selectfbtext: 

 for user in reddittext: 

  if line[0] == user[0]: 

   selectreddittext.append(user) 

 

#Removing friends from the feature set 

def user_features(user, graph, interests): 

 user_text = set(user[1].split()) 

 features = {} 

 for word in word_features: 

  features['contains({})'.format(word)] = (word in user_text) 

 interests = [] 

 for line in interests: 

  if user[0] == line[0]: 

   interests = set(line[1].split(',')) 

   break 

 for interest in all_interests: 

  features['likes({})'.format(interest)] = (interest in interests) 

 return features 

 

fbfeatureset = [(user_features(user, fbgraph, fblikes), user[0]) for user in selectfbtext] 

redditfeatureset = [(user_features(user, redditgraph, subreddits), user[0]) for user in 

selectreddittext] 

featureset = fbfeatureset + redditfeatureset 

 

train_set, test_set = featureset[2:], featureset[:2] 

classifier = nltk.NaiveBayesClassifier.train(train_set) 

nltk.classify.accuracy(classifier, test_set) 

classifier.show_most_informative_features(5) 

 

classifier = nltk.DecisionTreeClassifier.train(train_set) 

nltk.classify.accuracy(classifier, test_set) 

 

for e, line in enumerate(redditgraph_edges): 

 if line == 1: 

  for user in fbtext: 

   if redditgraph[e][0] == user[0]: 

    selectfbtext.append(user) 

 

selectreddittext = [] 

 

for line in selectfbtext: 

 for user in reddittext: 
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  if line[0] == user[0]: 

   selectreddittext.append(user) 

 

fbfeatureset = [(user_features(user, fbgraph, fblikes), user[0]) for user in selectfbtext] 

redditfeatureset = [(user_features(user, redditgraph, subreddits), user[0]) for user in 

selectreddittext] 

featureset = fbfeatureset + redditfeatureset 

 

train_set, test_set = featureset[2:], featureset[:2] 

classifier = nltk.NaiveBayesClassifier.train(train_set) 

nltk.classify.accuracy(classifier, test_set) 

classifier.show_most_informative_features(5) 

 

classifier = nltk.DecisionTreeClassifier.train(train_set) 

nltk.classify.accuracy(classifier, test_set) 

 

#identify nodes with 4 edges 

selectfbtext = [] 

for e, line in enumerate(redditgraph_edges): 

 if line == 4: 

  for user in fbtext: 

   if redditgraph[e][0] == user[0]: 

    selectfbtext.append(user) 

 

selectreddittext = [] 

 

for line in selectfbtext: 

 for user in reddittext: 

  if line[0] == user[0]: 

   selectreddittext.append(user) 

 

fbfeatureset = [(user_features(user, fbgraph, fblikes), user[0]) for user in selectfbtext] 

redditfeatureset = [(user_features(user, redditgraph, subreddits), user[0]) for user in 

selectreddittext] 

featureset = fbfeatureset + redditfeatureset 

 

train_set, test_set = featureset[2:], featureset[:2] 

classifier = nltk.NaiveBayesClassifier.train(train_set) 

nltk.classify.accuracy(classifier, test_set) 

classifier.show_most_informative_features(5) 

 

classifier = nltk.DecisionTreeClassifier.train(train_set) 

nltk.classify.accuracy(classifier, test_set) 
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#identify nodes with 3 edges 

selectfbtext = [] 

for e, line in enumerate(redditgraph_edges): 

 if line == 3: 

  for user in fbtext: 

   if redditgraph[e][0] == user[0]: 

    selectfbtext.append(user) 

 

selectreddittext = [] 

 

for line in selectfbtext: 

 for user in reddittext: 

  if line[0] == user[0]: 

   selectreddittext.append(user) 

 

fbfeatureset = [(user_features(user, fbgraph, fblikes), user[0]) for user in selectfbtext] 

redditfeatureset = [(user_features(user, redditgraph, subreddits), user[0]) for user in 

selectreddittext] 

featureset = fbfeatureset + redditfeatureset 

 

train_set, test_set = featureset[2:], featureset[:2] 

classifier = nltk.NaiveBayesClassifier.train(train_set) 

nltk.classify.accuracy(classifier, test_set) 

classifier.show_most_informative_features(5) 

 

classifier = nltk.DecisionTreeClassifier.train(train_set) 

nltk.classify.accuracy(classifier, test_set) 

 

#identify nodes with 2 edges 

selectfbtext = [] 

for e, line in enumerate(redditgraph_edges): 

 if line == 2: 

  for user in fbtext: 

   if redditgraph[e][0] == user[0] and user[0]: 

    selectfbtext.append(user) 

 

selectreddittext = [] 

 

for line in selectfbtext: 

 for user in reddittext: 

  if line[0] == user[0]: 

   selectreddittext.append(user) 

 

fbfeatureset = [(user_features(user, fbgraph, fblikes), user[0]) for user in selectfbtext] 
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redditfeatureset = [(user_features(user, redditgraph, subreddits), user[0]) for user in 

selectreddittext] 

featureset = fbfeatureset + redditfeatureset 

 

train_set, test_set = featureset[1:], featureset[:3] 

classifier = nltk.NaiveBayesClassifier.train(train_set) 

nltk.classify.accuracy(classifier, test_set) 

classifier.show_most_informative_features(5) 

 

classifier = nltk.DecisionTreeClassifier.train(train_set) 

nltk.classify.accuracy(classifier, test_set) 

 

#Removing text analysis from the feature set 

def user_features(user, graph, interests): 

 features = {} 

 friends = [] 

 for line in graph: 

  if user[0] == line[0]: 

   friends = set(line[1].split(',')) 

   break 

 for friend in all_friends: 

  features['friendswith({})'.format(friend)] = (friend in friends) 

 interests = [] 

 for line in interests: 

  if user[0] == line[0]: 

   interests = set(line[1].split(',')) 

   break 

 for interest in all_interests: 

  features['likes({})'.format(interest)] = (interest in interests) 

 return features 

 

#Attempt to identify remaining unidentified nodes 

redditgraph = [] 

redditgraph = readfile( 'RedditGraphMostlySolved.tsv' ) 

redditgraphsize = len(redditgraph) 

 

#define the function for feature selection 

def user_features(user, graph, interests): 

 user_text = set(user[1].split()) 

 features = {} 

 for word in word_features: 

  features['contains({})'.format(word)] = (word in user_text) 

 friends = [] 

 for line in graph: 
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  if user[0] == line[0]: 

   friends = set(line[1].split(',')) 

   break 

 for friend in all_friends: 

  features['friendswith({})'.format(friend)] = (friend in friends) 

 interests = [] 

 for line in interests: 

  if user[0] == line[0]: 

   interests = set(line[1].split(',')) 

   break 

 for interest in all_interests: 

  features['likes({})'.format(interest)] = (interest in interests) 

 return features 

 

selectfbtext = [] 

selectreddittext = [] 

for user in fbtext: 

 if user[0] == '3' or user[0] == '2' or user[0] == '1': 

  for line in reddittext: 

   if line[0] == user[0]: 

    selectfbtext.append(user) 

    selectreddittext.append(user) 

 

fbfeatureset = [(user_features(user, fbgraph, fblikes), user[0]) for user in selectfbtext] 

redditfeatureset = [(user_features(user, redditgraph, subreddits), user[0]) for user in 

selectreddittext] 

featureset = fbfeatureset + redditfeatureset 

 

train_set, test_set = featureset[3:], featureset[:3] 

classifier = nltk.NaiveBayesClassifier.train(train_set) 

nltk.classify.accuracy(classifier, test_set) 

classifier.show_most_informative_features(5) 

 

classifier = nltk.DecisionTreeClassifier.train(train_set) 

nltk.classify.accuracy(classifier, test_set) 

 

 

#Removing friends from the feature set 

def user_features(user, graph, interests): 

 interests = [] 

 for line in interests: 

  if user[0] == line[0]: 

   interests = set(line[1].split(',')) 

   break 
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 for interest in all_interests: 

  features['likes({})'.format(interest)] = (interest in interests) 

 return features 

 

#Removing interests 

def user_features(user, graph, interests): 

 user_text = set(user[1].split()) 

 features = {} 

 for word in word_features: 

  features['contains({})'.format(word)] = (word in user_text) 

 friends = [] 

 for line in graph: 

  if user[0] == line[0]: 

   friends = set(line[1].split(',')) 

   break 

 for friend in all_friends: 

  features['friendswith({})'.format(friend)] = (friend in friends) 

 return features 

 

 

#create feature vectors for text - This section can be used for text analysis features 

fvs_text = np.zeros((len(reddittext), 4),  np.float64) 

for e, user in enumerate(reddittext): 

 upperl = sum(1 for c in user[1] if c.isupper()) 

 tokens = nltk.word_tokenize(user[1].lower()) 

 words = word_tokenizer.tokenize(user[1].lower()) 

 sentences = sentence_tokenizer.tokenize(user[1]) 

 vocab = set(words) 

 words_per_sentence = np.array([len(word_tokenizer.tokenize(s)) for s in sentences]) 

 fvs_text[e, 0] = words_per_sentence.mean() 

 fvs_text[e, 1] = words_per_sentence.std() 

 fvs_text[e, 2] = len(vocab) / float(len(words)) 

 fvs_text[e, 3] = upperl / len(sentences) 

 fvs_text[e, 4] = tokens.count(',') / float(len(sentences)) 

 fvs_text[e, 5] = tokens.count(';') / float(len(sentences)) 

 fvs_text[e, 6] = tokens.count(':') / float(len(sentences)) 

 fvs_text[e, 7] = tokens.count('!') / float(len(sentences)) 

 fvs_text[e, 8] = tokens.count('.') / float(len(sentences)) 

 blob = TextBlob(user[1], analyzer=NaiveBayesAnalyzer()) 

 fvs_text[e, 9] = blob.sentiment.p_pos 

  

 

# apply whitening to decorrelate the features 

fvs_text = whiten(fvs_text) 



 
 

 

35 
 

 

#This section is for collecting bag of words 

 

 

clean_text = [] 

for users in usertext: 

 clean_text.append(review_to_words(users[1])) 

 

vectorizer = CountVectorizer(analyzer = "word",   \ 

                             tokenizer = nltk.word_tokenize,    \ 

                             preprocessor = None, \ 

                             stop_words = None,   \ 

                             max_features = 500) 

 

train_data_features = vectorizer.fit_transform(clean_text[trainset:]) 

train_data_features = train_data_features.toarray() 

#vocab = vectorizer.get_feature_names() this is for testing 

 

test_data_features = vectorizer.transform(clean_text[:testset]) 

test_data_features = test_data_features.toarray() 

#End bag of words 

 

trainset, testset = fvs_text[:fbUsers+3], fvs_text[fbUsers+3:] 

km = KMeans(n_clusters=22, init='random', n_init=10) 

km.fit(trainset) 

results = km.predict(testset) 

 

for index, result in enumerate(results): 

 print usertext[result][0], usertext[fbUsers+3+index][0] 

 

#Print for debug 

print fvs_lexical_fb 

print fvs_lexical_red 

print fvs_punct_fb 

print fvs_punct_red 

print vocab 

 

#get most common words 

#NUM_TOP_WORDS = 10 

#all_tokens = nltk.word_tokenize(all_text) 

#fdist = nltk.FreqDist(all_tokens) 

#vocab = fdist.keys()[:NUM_TOP_WORDS] 

 

#vectorizer = CountVectorizer(vocabulary=vocab, tokenizer=nltk.word_tokenize) 
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#fvs_bow = vectorizer.fit_transform(textlist).toarray().astype(np.float64) 

# normalise by dividing each row by its Euclidean norm 

#fvs_bow /= np.c_[np.apply_along_axis(np.linalg.norm, 1, fvs_bow)] 

#These features are not helpful 

 fvs_text[e, 3] = tokens.count(',') / float(len(sentences)) 

 fvs_text[e, 4] = tokens.count(';') / float(len(sentences)) 

 fvs_text[e, 5] = tokens.count(':') / float(len(sentences)) 

 fvs_text[e, 6] = tokens.count('!') / float(len(sentences)) 

 fvs_text[e, 7] = tokens.count('\'') / float(len(sentences)) 

 fvs_text[e, 8] = tokens.count('.') / float(len(sentences)) 

 fvs_text[e, 9] = tokens.count('-') / float(len(sentences)) 

 

 

#Random Forests 

forest = RandomForestClassifier(n_estimators = 100) 

forest = forest.fit( train_data_features, fvs_punct_fb ) 

result = forest.predict(test_data_features) 

 


